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1. Tutkimuksen lihtokohta

Internet liittda yhteen miljardeja tietokoneiden ja mobiililaitteiden kayttajia. Yksi
keskeisimpid ilmiditd tulevassa kehityksessa on asteittainen siirtyminen esineiden internetiin
(Internet of Things), jossa my0s esineet ja laitteet viestivit ja toimivat ihmisten kanssa ja
keskendan. Esimerkiksi autot, ladkepakkaukset, rakennukset ja kodin elektroniikkalaitteet
osallistuvat aktiivisesti tapahtumiin ja tiedonsiirtoon. Onkin kiinnostavaa ndhda, mitka
esineiden internetin sovellukset tulevat saavuttamaan paikan jokapaivaisessa elamassamme.
Vaikka esineiden internet auttaakin ratkaisemaan monia ongelmia ja helpottaa elamaa aivan
uusilla tavoilla, se tuo tullessaan myo6s uudenlaisia haasteita. Yksi tarkeimmista haasteista on
yksilonsuojan sailyminen. Suuri vaikutus esineiden internetin kdyttéonottoon, levidmiseen ja
mahdollisuuksiin tulee olemaan silld, uskovatko kayttdjat yksilonsuojaan esineiden
internetissd. On my0s kiinnostavaa seurata, miten tdllainen kaikkialla ldsna oleva
viestintaverkosto tulee vaikuttamaan yksityisyyden kasitteeseen. Muutos entiseen on jo
tapahtunut, kiitos tietokoneiden, mobiililaitteiden ja  internetin  sosiaalisten
verkkoviestintdyhteisdjen. Tassda tutkimuksessa keskityttiin selvittdimdian, mikd on
yksilonsuojan merkitys esineiden internetin ja internetin verkkoviestintayhteis6jen nykyisille
ja tulevaisuuden potentiaalisille kdyttijille.

2. Tutkimuksen kulku

Aluksi tutkimuksessa selvitettiin haastattelujen avulla suomalaisten ajatuksia nykyhetken ja
tulevaisuuden langattomasta viestinndstd ja erityisesti heiddn asenteitaan tulevaisuuden
kaikkialla 1dsna olevaa verkkoymparistéd kohtaan. Tavallisten suomalaisten ihmisten lisaksi
haastateltiin langattoman viestinnan ja esineiden internetin kanssa tyoskentelevia ihmisia eri
yliopistoista ja yrityksistd Suomessa ja Kiinassa. Suomessa tutustuttiin Tampereen
teknillisessa yliopistossa useiden tutkimusryhmien tutkimusaiheisiin ja keskusteltiin
tutkijoiden kanssa. Erityisesti keskityttiin heiddn ajatuksiinsa yksilonsuojasta erilaisissa
esineiden internetin sovelluksissa. Lisdksi tutkimuksen ensimmadiseen vuoteen sisaltyi
tutkijavierailu Nanjingiin, Kiinaan (Research Center of Wireless Communication and
Information Security, Southeast University, Kiina, 23.9.2012-5.11.2012). Tutkijavierailun
tarkoituksena  oli  tutustua  kiinalaisten = tutkimusryhmien ty6hoén  kyseisessa
tutkimuskeskuksessa ja keskustella tutkijoiden kanssa yksilonsuojasta tulevaisuuden
langattomassa viestinndssda ja esineiden internetissd. Tutkijavierailun aikana toteutettiin
myo0s haastatteluja, joita tehtiin Southeast Universityn tutkimuskeskuksen lisdksi kiinalaisten
alan tutkijoiden ja toimijoiden keskuudessa konferenssissa Wuxissa (International
Conference on the Internet of Things, 24.10.2012-26.10.2012). Tasta aiheesta on julkaistu
kaksi artikkelia:

* J. Virkki, Finnish Perspectives for the I0T, American Journal of Networks and Communications,
Volume 2, Issue 2, 2013, pp. 23-27.
Artikkelissa esitellddn tuloksia Suomessa tehdyista tavallisten ihmisten (11 haastateltavaa) ja
langattoman viestinndn kanssa tydskentelevien ihmisten (11 haastateltavaa) haastatteluista.

e J. Virkki and L. Chen, Personal Perspectives: Individual Privacy in the I0T, Advances in Internet of
Things, Volume 3, Issue 2, 2013, pp. 21-26.
Artikkelissa esitellddn tuloksia Suomessa (11 haastateltavaa) ja Kiinassa (11 haastateltavaa)
tehdyista langattoman viestinnan kanssa tydskentelevien ihmisten haastatteluista.

e Tutkimuksessa saatujen tulosten mukaan suurin osa haastatelluista ihmisista uskoi esineiden
internetin tulevan osaksi jokapdivdista eldmdamme ja monet esineiden internetin sovellukset



ndhtiin houkuttelevina. Toisaalta vastauksissa kyseenalaistettiin se, onko kaikille esineiden
internetin sovelluksille todellista tarvetta. [hmiset, joiden ty0 liittyi langattoman viestinnin tai
esineiden internetin kehitykseen, olivat tavallisia ihmisia kriittisempid esineiden internetia
kohtaan ja huolestuneempia yksilonsuojasta siina. Lisdksi kiinalaiset vastaajat olivat yleisesti
enemman huolissaan yksilonsuojasta kuin suomalaiset vastaajat. Ongelmat turvallisuuden ja
yksityisyydensuojan kanssa ja mahdottomuus itse kontrolloida sovellusten kayttdd nousivat
esiin tulevaisuuden haasteina. Lisdksi esiin nousi jo olemassa olevia ongelmia yksilonsuojaan
liittyen.

Seuraavaksi keskityttiin tarkemmin esineiden internetin muutamaan esimerkkisovellukseen.
Puettava elektroniikka on tarkea osa tulevaisuuden kaikkialla 1dsna olevaa verkkoymparistoa,
ja silla on valtava maiara mahdollisia sovelluksia. Aluksi tutkimuksessa selvitettiin
suomalaisten  ajatuksia  puettavan elektroniikan kaytostd terveydenhuolto- ja
lastenhoitosovelluksissa, erityisesti yksilonsuojan ndkokulmasta. Tama osio toteutettiin
seuraamalla asiasta kdytdvaa internetkeskustelua (keskusteluja myos aloitettiin itse useilla
keskustelufoorumeilla) ja tekemalla haastatteluja. Tutkimuksessa tehtiin yhteisty6ta Aston
Universityn tutkijan Rebecca Aggarwalin kanssa (Aston University, Iso-Britannia). Han teki
haastatteluja Isossa-Britanniassa, ja ndin tutkimuksessa pystyttiin vertaamaan haastattelujen
tuloksia ndissa kahdessa maassa. Tasta aiheesta on julkaistu kaksi artikkelia:

* J. Virkki and P. Raumonen, Perspectives for Wearable Electronics in Healthcare and Childcare, E-
Health Telecommunication Systems and Networks, Volume 2, Issue 3, 2013, pp. 58-63.
Artikkelissa esitellddn tuloksia suomalaisten ihmisten haastatteluista (24 haastateltavaa) ja
seuratuista internetkeskusteluista.

e J. Virkki and R. Aggarwal, Privacy of Wearable Electronics in the Healthcare and Childcare
Sectors: A Survey of Personal Perspectives from Finland and the United Kingdom, Journal of
Information Security, Volume 5, Issue 2, 2014, pp. 46-55.

Artikkelissa esitellddan ja vertaillaan tuloksia suomalaisten (24 haastateltavaa) ja
isobritannialaisten (21 haastateltavaa) ihmisten haastatteluista.

* Tutkimuksen tulosten mukaan suurin osa ihmisistd Suomessa ja Isossa-Britanniassa koki
puettavan elektroniikan kayton terveydenhuolto- ja lastenhoitosovelluksissa positiivisesti.
Ajatukset Isossa-Britanniassa olivat hieman positiivisempia kuin Suomessa. Mitd enemman
puettaviin sovelluksiin lisattiin tietoa langattomasti luettavaksi, sitd negatiivisemmiksi
asenteet tulivat molemmissa maissa. Tutkimuksessa nousi esiin monenlaisia huomioita, jotka
liittyivat esimerkiksi lasten turvallisuuteen, yksilonsuojaan, mahdollisuuteen jattaytyd naiden
sovellusten ulkopuolelle ja nykyisten teknologioiden mahdollisuuksiin. Puettavan
elektroniikan kayttéonotto terveydenhuolto- ja lastenhoitosovelluksissa tarjoaa valtavasti
mahdollisuuksia mutta vaatii monialaista tutkimus- ja kehitystyota.

Seuraaviksi esimerkkisovelluksiksi valittiin dlykodit ja dlykkaat autot, jotka molemmat ovat
olleet paljon esilld mediassa esineiden internetin yhteydessa. Kesalla 2014 kaksi kiinalaista
opiskelijaa, Yu Zhai ja Yan Liu (City University of Hong Kong, Kiina), suoritti kansainvalisen
harjoittelunsa Tampereen teknillisessd yliopistossa ja tyoskenteli tassa tutkimusprojektissa
kesan ajan. He keskittyivat tyodssaan alykoteihin ja alykkdisiin autoihin. Opiskelijat
haastattelivat eurooppalaisia ja aasialaisia ihmisid henkil6kohtaisten haastattelujen ja
internetkyselyn avulla ja kerasivat heiddan mielipiteitdan naista sovelluksista ja yksilonsuojan
merkityksesta niissa. Tastd aiheesta on julkaistu kaksi artikkelia:



* Y. Liu, Y. Zhai, M. Yang, F. Long, and J. Virkki, Personal Perspectives for Smart Vehicles and
Driving, Journal of Emerging Trends in Computing and Information Sciences, Volume 5, Issue 9,
2014, pp. 682-689.

Artikkelissa esitellddn haastattelujen (95 haastateltavaa) ja internetkyselyn (153 vastaajaa)
tuloksia liittyen dlykkaisiin autoihin.

* Y. Zhai Y. Liu, M. Yang, F. Long, and J. Virkki, A Survey Study of the Usefulness and Concerns about
Smart Home Applications from the Human Perspective, Accepted to be published in Open Journal
of Social Sciences, Volume 2, Issue 11, 2014.

Artikkelissa esitellddn haastattelujen (95 haastateltavaa) ja internetkyselyn (153 vastaajaa)
tuloksia liittyen dlykoteihin.

* Saaduista tuloksista huomattiin ensimmaiseksi, ettd ihmisilla on hyvin erilaisia ajatuksia siit3,
mitd termeilld "dlykoti” ja "dlykds auto” tarkoitetaan ja millaisia vaikutuksia niilla voisi olla
jokapaivaiseen eldmadn. Suurin osa vastaajista oli halukkaita asumaan alykodissa ja ajamaan
alykkaalld autolla. Hinta ja luotettavuus nousivat paallimmaisiksi huolenaiheiksi, ja aasialaiset
vastaajat olivat yleisesti enemman huolissaan kuin eurooppalaiset vastaajat. Yksilonsuoja
dlykodeissa ja dlykkaissa autoissa huolestutti sekd eurooppalaisia ettd aasialaisia vastaajia.

Tutkimusprojektin viimeinen paidteema liittyi yksilonsuojaan sosiaalisessa mediassa. Aluksi
tutkimuksessa tutustuttiin aiheesta kdytavaan keskusteluun internetin keskustelupalstoilla ja
keskusteluja aiheesta aloitettiin my0s itse. Kesalla 2013 kiinalainen opiskelija Chi Kin Chan
(City University of Hong Kong, Kiina) suoritti kansainvilisen harjoittelunsa Tampereen
teknillisessa yliopistossa ja tydskenteli kesdn ajan tdssa tutkimusprojektissa. Han keskittyi
tutkimaan tiedon jakamista ja yksilonsuojaa sosiaalisessa mediassa ja kerasi kiinalaisten ja
suomalaisten ihmisten ajatuksia aiheista. Tutkimuksensa hdn teki henkilékohtaisia
haastatteluja ja internetkyselya kayttden. Tasta aiheesta on julkaistu kaksi artikkelia:

* (K. Chan and ]. Virkki, Perspectives for Sharing Personal Information on Online Social Networks,
Social Networking, Volume 3, Issue 1, 2014, pp. 41-49.

Artikkelissa esitellddn haastattelujen ja internetkyselyn (yhteensd 50 vastaajaa) avulla
kerdttyja tuloksia omien ja muiden ihmisten henkilokohtaisten tietojen jakamisesta
sosiaalisessa mediassa.

e J. Virkki and C.K. Chan, Perspectives for Sharing Photos of Children Online, Journal of Social
Sciences, Volume 3, Issue 2, 2014, pp. 357-366.

Artikkelissa esitellddn internetin keskustelupalstoilla esiin tulleita mielipiteitd ja
haastattelujen ja internetkyselyn (yhteensd 50 vastaajaa) avulla kerdttyja tuloksia lasten
kuvien jakamisesta sosiaalisessa mediassa.

* Saatujen tuloksien mukaan suurin osa vastaajista kdyttda sosiaalista mediaa paivittdin ja jakaa
henkilokohtaisia tietojaan internetissa. Puolet vastaajista jakaa tietoa myo6s muista ihmisista.
Tulosten mukaan naispuoliset vastaajat jakavat aktiivisemmin tietoa muista ihmisista kuin
miespuoliset vastaajat, myos kysymdattd siihen tietojen omistajan lupaa. Vastauksien
perusteella vain pieni osa ihmisistd kiyttad sosiaalista mediaa saadakseen uusia ystavia. Sen
sijaan tirkein syy ndiden verkkoviestintdyhteisdjen kidyttamiseen on se, ettd nykyiset ystavat
kayttavat niitd. Vastauksista selvisi myds, ettd monet ihmiset ndkevit internetin olennaisena
osana nykymaailmaa ja kokevat, ettd se yksityisyyden taso, joka heilld on internetissa, on sama
yksityisyyden taso, joka heilld on muutenkin eldmassaan.

3. Rahoituksen kiytto ja tulokset

Helsingin Sanomain Saation apuraha kaytettiin padasiassa henkilokohtaisena palkkana,
artikkelien julkaisukustannuksiin ja tutkijavierailun kustannuksiin. Tutkimus eteni hyvin,
esiin nousi mielenkiintoisia ndkékulmia, ja saadut tulokset antavat erittdin hyvan pohjan
jatkotutkimukselle. Saavutetut tulokset ovat erityisesti esineiden internetin ja sen sovellusten



kehityksen kanssa tydskentelevien hyddynnettdavissa. Tuloksia on hyddynnetty myds
opetuksessa Tampereen teknillisessd yliopistossa. Tama loppuraportti tutkimuksesta
julkaistuine vertaisarvioituine artikkeleineen toimitettiin Helsingin Sanomain Saatiolle
marraskuussa 2014.
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we are heading towards the IOT in the future and many IOT applications were seen tempting. However, security and priva-
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1. Introduction

The Internet of Things (IOT) is a conceptual vision to
connect things (everyday things from school buildings to
coffee cups) and devices (from laptops to ovens), in order
to create a ubiquitous computing world. Things will ex-
change data and information about the environment, while
reacting autonomously to different events, influencing the
environment, and creating services. This all can happen
with or without human intervention. The IOT is thus the
extension of the Internet to the next level, i.e., bringing the
Internet to the real physical world of things. Potential ex-
amples of the versatile applications of the IOT are pre-
sented next.

Given that a growing number of people have chronic
diseases and inconveniences, health-related applications of
the IOT are gathering more and more attention. Potential
applications include e.g. assistance and monitoring of con-
ditions of patients inside hospitals and at home, and acci-
dent victim’s medical journals that are automatically made
available to the caregivers to ensure that optimal treatment
can be provided. Electronic tags can be used in drugs and
drug boxes can carry information on adverse effects and
optimal dosage, monitor the use, inform the pharmacist

when new supply is needed, know incompatible drugs, and
prevent overdoses. The IOT also offers many applications
to home-environment, for example automatic energy and
water supply consumption, control of temperature gauges,
remotely armed home security system, switching ap-
pliances on and off, etc. Possible retail applications include
e.g. payment processing based on location or duration and
allowing customers to pay in department stores only by
walking out with the products. Customers can also receive
advices in the point of sale according to customer habits,
preferences, presence of allergic components, or expiring
dates. Also smart cities are examples of the potential future
IOT applications; for example, the citizens can monitor the
pollution concentration and can receive automatic alarms
when the radiation level reaches too high level, rubbish
bins can send an alarm to garbage collector when they are
close to being full, etc. The IOT also has many potential
applications in catastrophic prevention, for example detec-
tion and warning of forest fires and earthquake, and moni-
toring of vibrations and material conditions in buildings
and bridges [1-6].

A number of countries or districts have realized the im-
portance of the IOT in the recovery of economic growth
and sustainability. Amongst them the European Union (EU),
the United States, and China are prominent examples. Thus,
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companies, universities, and research institutions currently
take an active part in IOT development worldwide [7].

One of the most important challenges in convincing us-
ers to adopt this kind of all-around network is the protec-
tion of security. And it is not only security, but privacy too.
Concerns over security and privacy can spread wide, par-
ticularly as wireless systems can track users’ personal in-
formation, actions, behaviour and ongoing preferences.
Invisible and constant data exchange between things and
people, and between things and other things, will occur
unknown to the owners and originators of such data. The
huge volumes of data that the IOT generates will have to be
routed, captured, analysed, and acted upon in timely rele-
vant ways. Working out how to do this will be no easy task.
One important issue related to these different applications
is the data aggregation (combining seemingly non-sensitive
separate small bits of information may reveal additional,
possibly sensitive information) [8]. Similar effect can occur
when the data collected for one purpose is used for a differ-
ent purpose, and this is done without the person's approval.
As the devices and things within the IOT collect seemingly
inconsequential fragments of data for their service, it
should also be considered what happens when all that in-
formation is brought together, correlated, and reviewed.
The sheer scale and capacity of the new technologies will
magnify this problem and source suspect. Thus, security
and privacy of the IOT are currently active and important
research topics [2-7, 9-14].

Interesting point of view are the differences and similari-
ties in personal thoughts of people who work with the de-
velopment of the IOT and of those people, who are not yet
so familiar with the concept, but are potential end users of
the IOT (henceforth referred to as “ordinary people™). In
this research, 22 people were interviewed in Finland during
a period of 7 months, 8/2012-2/2013, in order to investigate
their thoughts and feelings on the Internet and individual
privacy, as well as their opinions on the IOT and its appli-
cations.

This paper is organized as follows: The introduction sec-
tion introduces the concept of the IOT and gives examples
of potential applications. Section 2 presents the performed
interviews, including the information on the answerers and
presented questions. The collected answers and examples
from free comments are presented and discussed in section
3. The last section summarizes the results and presents the
conclusions of this paper.

2. Interviews

For this research, 11 people working with different as-
pects of the 10T, e.g. radiofrequency identification, wire-
less networks, and wireless communication were inter-
viewed. These answerers were chosen from different organ-
izations (from researchers of different universities in Fin-
land and from workers of companies on the field). Also, 11
ordinary people, working in very different areas, were in-
terviewed. The idea of this research study is not only to

compare the answers from these two different groups but to
gather more versatile answers by interviewing people with
different backgrounds. Thus, people of different age and
people of both gender were chosen (the genders and ages of
the answerers can be seen in Table 1). The personal inter-
views were conducted by an associate of the researcher, and
they took place either at the answerers working facility,
home, or at a neutral, public place. Some of the interviews
were done by private e-mails between the researcher and
the answerer. All these interviews thus had more flexibility
than only a paper survey, as both the researcher and the
answerer were able to ask for clarification. This survey had
5 questions and a possibility for free comments. Questions
are listed next.

Table 1. Genders and ages of the answerers.

Ordinary peoplePeople working with the IOT

N of female 5 6
N of male 6 5
N total 11 11
Min. age 19 20
Average age 32 32
Max. Age 56 48

Question 1: Are you currently using social media and/or
do you share pictures or personal information on yourself
in the Internet?

-Yes, many times in a week

-Yes, sometimes

‘No

Question 2: How much do you think a person can cur-
rently affect his/her own individual privacy in the Internet?
Scale = 1-5, where

‘1= A person can completely control his/her own indi-
vidual privacy

-5= A person has no control over his/her own individual
privacy

Question 3: What kinds of IOT applications do you see
potential in your own life? What kinds of IOT applications
you would not want into your own life?

Question 4: Do you believe that current Internet will
grow into IOT and this kind of all-around network will
come to use? What will be the schedule?

-In the near future

‘During following 10 years

‘During following 20 years

-‘Longer than 20 years

‘Never

Question 5: How much do you think a person can affect
his/her own individual privacy in the Internet/IOT after 10
years from now? Scale = 1-5, where

‘1= A person can completely control his/her own indi-
vidual privacy

-5= A person has no control over his/her own individual
privacy
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3. Results and Discussion

This section introduces and discusses the collected an-
swers. All the examples of the achieved free comments are
presented as direct quotes and their text is italicized.

3.1. Question 1

Social media refers to the means of interactions among
people in which they create, share, and exchange informa-
tion in virtual communities and networks. It allows users to
share their lives in many different ways, via updates, im-
ages, voice, etc. Social media is more and more becoming a
platform for the public to voice their opinion and present
them to a huge audience in the Internet. Many people have
chosen to make their life, at least partly, public. In Question
1, it was asked if the answerers are currently using social
media and/or share pictures or personal information of
themselves in the Internet. The answers to this question
(shown in Fig. 1) show that 73 % of all the answers were
“many times a week” or “sometimes”, and 27 % of all the
answers were “no”. There were significantly more “no”
answers among the people that work with the IOT: 91 % of
the ordinary people answered “many times a week” or
“sometimes”, whereas among the people working with the
10T, 55 % answered “many times a week” or “sometimes”.
Also, in their free comments, people working with the IOT
were more critical towards the use of social media.

| W lany times aweek O Sometimes BNo |

100 % —_— — —
80% | [—
60 % —
40 % —
N B

Ordinary people  Peaple working All

withthe 10T

Figure 1. Results from Question 1; Are you currently using social media
and/or do you share pictures or personal information on yourselfin the
Internet?

“I have not opened a Facebook or Google account, nei-
ther I am using any online photo storages or backup servic-
es, while there are benefits also. In these cases I see privacy
concerns and legal complications more substantial than
benefits.”

“There really is no information available about what
kinds of security methods they’re using in many of the
social media applications. Why would I want to use (with
my own personal information!) something that I have no
idea of?”

3.2. Questions 2 and 5

Questions 2 and 5 dealt with the feelings on how much
people can currently/after 10 years affect their own indi-

vidual privacy in the Internet (results can be seen in Fig. 2
and Fig. 3, respectively). According to these answers,
people believe that the possibility of moving from the tradi-
tional Internet towards the IOT during the following 10
years will not significantly affect how much they can con-
trol their individual privacy in the Internet. However, some
answerers from both groups do believe for a negative
change, which can be seen from the differences between
Fig 2 and Fig 3. The average value of all the answers to
Question 2 was 2,64 and the average value of all the an-
swers to Question 5 was 3,18. Thus, according to these
results, people already feel that there is a lack of control
related to the individual privacy in the Internet. This was
also pointed out in the free comments. A lot of work is
currently done to maintain and improve the security and
privacy in the Internet, which was also mentioned.
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Figure 2. Results from Question 2; How much do you think a person can
currently affect his/her own individual privacy in the Internet?
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Figure 3. Results from Question 5; How much do you think a person can
affect his/her own individual privacy in the Internet after 10 years?

“Everything you share can come public information but
that is the case with old fashion communication also.*

“I find the individuals privacy quite poor and therefore
wish a lot higher security before IOT is everywhere more
than it already is.”

“Nowadays there are a lot of problems with the security.
I know that they are working to improve it. I just hope that
they succeed..”

“I do not want to use applications that have security risks
or applications that mean I may lose my privacy. I will not
want to use them in the future either, no matter how great
things anyone promises.”
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3.3. Question 3

As was described in the first section of this paper, the
range and diversity of IOT applications permeates practi-
cally through all aspects of the everyday life. Question 3
was about the IOT applications that the answerers see po-
tential in their own life in the future, and those they would
not want into their life. The most wanted applications
among these answerers seem to be those related to health-
care, e.g. automatic health-monitoring. This seems reason-
able, since the adjustment of the healthcare systems to the
increasing number of elderly and patients with chronic
diseases is one of the biggest challenges to the EU, includ-
ing Finland, and the future of the public healthcare is cur-
rently a hot topic in the Finnish media.

“Monitoring of my own health and the health of those
close to me”

“From personal and professional point of view, elderly
people more often benefit of staying at their own home as
long as possible, where this kind of monitoring can be
useful.”

Also, versatile applications to be used at home were seen
tempting. These applications also probably are the ones
most commonly mentioned with the IOT. Thus, they may
be the applications that the people are the most familiar
with. In general, very different kinds of applications were
mentioned to be considered helpful in everyday life.

“Energy and water supplies consumption monitoring. It
helps to save money.”

“Cloud storage of media so that it can be accessed and
used anytime and anywhere”

“Remote control of home applications”

“IOT brings lot of new possibilities for social life and
business.”

The lack of control was seen as the main reason why
some applications were not considered desirable. It was
also questioned if the cost of using different applications
will be suitable. Again, negative perspectives and feelings
were mentioned more often in the answers collected from
the people that work with the IOT.

“Those that will help, but not cause substantial privacy
concerns or other risks. This is a matter of balance, mean-
ing that if benefits are substantial then more risks can be
accepted. E.g. I am using sometimes navigation applica-
tions on the phone while knowing that the data can be
tracked.”

“Controlling things, like photo based recognition, or
something what will happen without my knowledge.”

”Systems that I cannot control or modify myself”

“I also do not want that the systems carry permanent in-
dividual information without a possibility to erase.”

“I would not feel comfortable with a home alarm or
smart home system connected or controllable through the
Internet. Such case is especially if the authentication is not
strong, e.g. based just on password and user name. Also the
potential damage is essential. For example, if you can turn
the heating completely off during the winter time, I would

not use such application. Also you should be able to bypass
locally the Internet application in case of misuse or other
problems.”

3.4. Question 4

In Question 4, it was inquired what people think will be
the possible schedule for the current Internet to grow into
the IOT and this kind of all-around network to come to use,
if it will come to use. The answers to this question can be
seen in Fig. 4. According to these results, 18 % of the ans-
werers felt that this will happen during the following 10
years, 18 % during the following 20 years, and 14 % of the
answerers felt that it will take longer than 20 years. In addi-
tion, two of the answerers (both working with the IOT) felt
that this growing into the IOT will never happen. There was
also one answerer from the group of ordinary people who
felt that this will happen in the near future.
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Figure 4. Results from Question 3; Opinions on the possible schedule for
current Internet to grow into 10T and this kind of all-around network to
come to use.

“It is quite hard to know the schedule. There already are
applications that I think are part of the IOT. On the other
hand, it seems something that will happen in the far away
future. For example, now everybody has a computer and a
cellular phone in Finland. This was not the case 25 years
ago. I do not think they would have predicted this”

In the free comments, the IOT was seen tempting, in
principle, but the necessity of the versatile applications was
also questioned:

“All in all, T expect much more positive consequences
than negative ones. Life becomes easier and IOT is conti-
nuously learning more and more on us, our habits, prefe-
rences and the environment we live in. However, it may
also be bad for individual decision making, since IOT may
decide options or make the final decision. We may trust too
much on the guidance of IOT. Therefore strict personal
profiles for the applications of IOT are needed. Therefore,
we must be active users not lazy followers.”

“Nowadays people believe that they need loads of stuff.
In reality we could survive with a lot less.”

In addition, it was questioned (both by the ordinary
people and the people working with the 10T) if people are
aware of the potential problems that may occur.

“It’s scary how few people are preparing for the IOT.”
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“Orwell's 1984 is here.”

4. Conclusion

In this research, 22 people were interviewed about the
10T in Finland. Out of the 22 answerers, 11 were working
with the IOT and 11 were ordinary people, who were not
yet so familiar with the concept. This paper presents the
collected answers to 5 questions and highlights of the free
comments. Most of the answerers believed that we are
heading towards the IOT in the future. According to these
answers, many future IOT applications were seen tempting,
but the necessity of the huge amount of new applications
was also questioned. In addition, the security risks and
losing control your own individual privacy were seen as the
main barriers, as was expected. The most desired applica-
tions seem to be those related to health-monitoring and
applications used at home. In general, the people working
with the IOT were found to be more critical towards it.
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ABSTRACT

The Internet of Things (IOT) is the extension of the Internet to the next level, i.e., bringing the Internet to the real
physical world of things. In this research, 22 people working with different aspects of IOT development were inter-
viewed in Finland and in China, in order to investigate their thoughts and personal opinions on the IOT and the indi-
vidual privacy in the IOT. This paper presents the background of the IOT, interviews and collected answers, as well as

highlights of collected free comments.

Keywords: China; Finland; Individual Privacy; Internet of Things; Interviews

1.Introduction

The Internet of Things (IOT) means connecting things
and devices in order to create an omnipresent computing
world. Things will exchange data and information about
the environment, while reacting autonomously to differ-
ent events, influencing the environment, and creating
services with or without human intervention. The 10T is
thus the extension of the Internet to the next level, i.e.,
bringing the Internet to the real physical world of things.
Possible applications of the IOT are versatile and some
examples are presented next.

Health-related applications include e.g. assistance and
monitoring of conditions of patients inside hospitals and
old people at home. For example, a tiny, wearable device
that can detect a person’s vital signs and send an alert to
a healthcare professional if a certain threshold is reached
or if a person has fallen down. Also, when an accident
occurs, the victim’s medical journals are automatically
made available to the ambulances to ensure that optimal
treatment can be provided. Electronic tags can be used in
drugs and drug boxes can carry information on adverse
effects and optimal dosage, monitor the use, inform the
pharmacist when new supply is needed, know incom-
patible drugs, and prevent overdoses. The IOT also offers
many applications to home-environment, for example
energy and water supply consumption monitoring in
houses to save cost and resources, remotely armed home
security system, control of temperature gauges, switching
appliances on and off, controlling lightning, etc. Possible
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retail applications including e.g. payment processing
based on location or duration in public transport allow
customers to pay in department stores without using a
cash desk, only by walking out with the products that
have electronic tags, and advices in the point of sale ac-
cording to customer habits, preferences, presence of aller-
gic components, or expiring dates. The IOT has many
potential applications in catastrophic prevention, for ex-
ample, detection and warning of forest fires and earth-
quake and monitoring of vibrations and material condi-
tions in buildings and bridges. In addition, smart cities
and intelligent transportation are examples of potential
future IOT applications [1].

The term “Internet of Things” was coined by Kevin
Ashton, executive director of the Auto-ID Center, in
1999. Different definitions for the IOT have appeared
and the term was evolving as the technology and imple-
mentation of the ideas move forward. A number of coun-
tries or districts have realized the importance of the IOT
in the recovery of economic growth and sustainability.
Amongst them, the European Union (EU), the United
States, and China are prominent examples. Academia has
a relatively long history of IOT research. The 10T re-
search in China has a strong support from the govern-
ment. Several research institutes have been, and currently
are, involved in far-reaching, government-supported,
projects. In Europe, the academic research work in the
IOT has been largely performed in different EU-funded
seventh Programme Framework (FP7) projects. To better
utilize the research achievements and to provide a place
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to share expertise, in 2009, the European Research Clus-
ter on the Internet of Things was founded. The industrial
activities in the IOT started around the same time as the
academia, though the corresponding products were very
sparse the first several years [2]. Thus, a wide range of
research and application projects have been set up in dif-
ferent application areas, the technical aspects of the fu-
ture Internet are widely studied, and a lot of development
work is done [2-5].

One of the most important challenges in convincing
users to adopt this kind of all-around network is the pro-
tection of privacy [6-9]. Concerns over privacy can spread
wide, particularly as wireless systems can track users’
actions, behaviour and ongoing preferences. Invisible
and constant data exchange between things and people,
and between things and other things, will occur unknown
to the owners and originators of such data. The sheer
scale and capacity of the new technologies will magnify
this problem and source suspect [10]. Privacy problems,
nevertheless, are not caused by the technology alone, but
primary through activities of people, businesses, and the
government [11].

Several interesting survey studies have already been
conducted. The results from an empirical study with 92
subjects indicated that the acceptance of IOT services is
influenced by various contradicting factors, such as per-
ceived privacy risks and personal interests. It was also
assumed that legislation, data security and transparency
of information influence the adoption behavior [12]. Also,
a survey with 475 subjects, focusing on the activities and
habits that people do at home that they would not want to
be recorded, was conducted, and bedroom was found to
be the most private place [13]. A study that investigated
American, Chinese, and Indian social networking site
users’ privacy attitudes and practices, based on 924 re-
sponses, found the American respondents to be the most
privacy concerned, followed by the Chinese and Indians,
respectively [14].

While our work shares many similar objects to the
work above, we focus only on the personal perspectives
of the people who are working with different aspects of
the development of the 10T, in two very different coun-
tries, in different parts of the world. In this research,
people working with IOT research and development were
interviewed in Finland (EU member) and in China, in
order to investigate their personal feelings about the
Internet and the individual privacy in the Internet today
and in the future. In this study, the individual privacy
refers to the evolving relationship between the technol-
ogy and the legal right to, or public expectation of, pri-
vacy in the collection and sharing of data about one’s self.
This definition is used for both the Internet and the IOT.

Copyright © 2013 SciRes.

2. Interviews

For this research, 22 people working with the research
and development of the IOT, e.g. with wireless compo-
nents/devices, wireless systems, Internet protocols, and
mobile communications were interviewed. People of dif-
ferent age (the average age of the answerers was 28, the
youngest answerer was 20 years old and the oldest an-
swerer was 48 years old), of both gender (genders of the
answerers can be seen in Table 1), and from different
organizations (researchers of different universities in
Finland and China, workers of companies on the field,
and participants of an international conference) were
chosen from Finland (11 people) and from China (11
people).

Personal interviews were conducted by an associate of
the researcher, and they took place either at the answer-
ers working facility or at a neutral, public place. Some of
the interviews were done by private e-mails between the
researcher and the answerer. All these interviews thus
had more flexibility than only an anonymous paper sur-
vey as both the researcher and the answerer were able to
ask for clarification. This study had 5 questions and a
possibility for free comments. The idea of this research
was not only to compare the answers from China and
from Finland, but also to gather more versatile answers
by making interviews in two very different countries.
Questions are listed next.

Question 1: How much do you think a person can cur-
rently affect his/her own individual privacy in the Inter-
net? Scale =1 - 5, where

1 = A person can completely control his/her individual
privacy;

5 = A person has no control over his/her individual
privacy.

Question 2: How worried are you about individual
privacy in the following Internet/IOT applications?

Scale = 1 - 5, where 1 = Not worried at all, 5 = Very
worried.

e Personal health-related applications (e.g. your medi-
cal conditions, drugs, treatments);

e Personal finances-related applications (e.g. your ac-
count and credit information);

e Personal purchases-related applications (e.g. what did
you buy, from where, how much did you spend);

e Personal communication-related applications (e.g. what
did you communicate, when, with whom);

Table 1. Gender and nationality of the answerers.

China Finland All

Female 7 6 13
Male 4 5 9
All 11 11 22
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e Personal tracking-related applications (e.g. where are/
were you).

Question 3: Do you believe that the current Internet
will grow into the IOT and this kind of all-around net-
work will come to use? What will be the schedule?

e In the near future;

During the following 10 years;

During the following 20 years;

Longer than 20 years;

Never.

Question 4: If you think that the current Internet will
grow into the IOT in the future, do you feel that the use
of at least some IOT applications will be mandatory so
that it is very hard to stay out?

o Yes;

e No;

e Idon’tknow.

Question 5: How much do you think a person can af-
fect his/her own individual privacy in the Internet/IOT
after 10 years from now? Scale = 1 - 5, where 1 = A per-
son can completely control his/her individual privacy, 5
= A person has no control over his/her individual pri-
vacy.

3. Results and Discussion

Questions 1 and 5 dealt with the opinions and feelings on
how much people can currently and after 10 years affect
their own individual privacy in the Internet. Results can
be seen in Figures 1 and 2, respectively. As can be seen,
the answerers from Finland are currently less worried
about the individual privacy in the Internet than the an-
swerers from China. This is an unexpected result, since
traditionally Finland is more of an individualistic society
and thus values individual privacy, where as China is
more of a collective society. Since the explanation to this
result cannot be found from this survey, more research is
definitely needed. According to these answers, people
from both countries believe that moving from the tradi-
tional Internet towards the IOT during the following 10

14
w 12 W Finland, currently ||
k) 10 m China, currently
z
S 8
© s
(]
-g 4

0 T T T T
Answer 1 2 3 4 5

Figure 1. Results from Question 1. Opinions on how much
people can currently affect their individual privacy in the
Internet.
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Figure 2. Results from Question 5. Opinions on how much
people can affect their individual privacy in the Internet
after 10 years.

years will not significantly affect how they can control
their individual privacy in the Internet. Some answerers
from Finland believe for a negative change, whereas
some of the answerers from China believe that they
might have even better control of their privacy in the
Internet after 10 years. This is probably because a lot of
work is currently done to improve the individual privacy
in the Internet and also the awareness of people is rising.
This was also seen in free comments from both countries:

“New technology must strengthen, rather than under-
mine, the privacy of people.”

“Users should be able to monitor and control the se-
curity and privacy settings of all the devices that they
own, some services should be accessible in an anony-
mous way, while others should require an explicit au-
thentication or authorization of the user.”

It is also probable that achieving this kind of high level
individual privacy may first require some bad experi-
ences:

“Nowadays alertness of privacy issues and identity
theft possibilities are increasing, regrettably, for the most
part, by bad practice.”

“If we want to make good use of it (the I0T), we must
make some strict policy to manage the use of it.”

Question 2 inquired how worried the answerers are
about individual privacy in different Internet/IOT appli-
cations. The application areas were chosen to be versatile
areas from everyday life. Results from China and Finland
can be seen in Figures 3 and 4, respectively. In China,
personal finances related applications were clearly the
ones that the answerers were most worried about. Salary
and other aspects of personal finances are seen very pri-
vate information in China and the future Internet applica-
tions must not affect this. Applications related to per-
sonal health were the least worrying ones and also the
one and only lowest level of concern (1 = not worried at
all) answer was nominated for this question. According
to free comments from China, many applications were
seen tempting, but safety must first be ensured. Also, it
was questioned if the cost of applications in many areas
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Number of answers

Figure 3. Results from Question 2. Opinions on individual
privacy in different Internet/IOT applications in China.
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Figure 4. Results from Question 2. Opinions on individual
privacy in different Internet/IOT applications in Finland.

will be too high.

“Insuring the individual privacy is obviously the key
point of popularizing the IOT.”

“Seeing it as a possibility for new applications but also
a lot of work must be done to safely implement them.”

“Until the devices and services will become both
cheap and safe, I will not let this kind of applications
(home automation) enter my life.”

Again, unexpected results were achieved in this part,
when the answerers from Finland were significantly less
worried than the answerers from China. For example, in
China, there were more than one nominations for the
highest concern (5 = very worried) for all applications,
whereas in Finland there were only two nominations for
the highest concern at all, both in personal communica-
tion related applications. As in China, applications re-
lated to personal health were the least worrying ones also
in Finland. It was stated in free comments that in health-
care, the most important thing is that all the vital infor-
mation is available when needed. The future of the public
healthcare is currently a hot topic in the Finnish media
and thus also opposite opinions, pointing important is-
sues, were presented in free comments. For example, in
one comment from Finland, it was stated that there al-
ready are individual privacy problems related to personal
health.

“There is not enough control, who can truly view your
healthy records as the cases of misuse in publicity indi-
cate.”

Copyright © 2013 SciRes.

“I want all my information to be available to anyone
who needs it when they take care of me. I also think fu-
ture applications can improve the privacy in the health-
care.”

Thus, the effects of carefully designed and secured
IOT applications to individual privacy in the future can
also be positive. One important issue related to these
different applications is the data aggregation (combining
seemingly non-sensitive separate bits of information may
well reveal additional, possibly sensitive, information)
[15]. Similar effect can occur when data collected for one
purpose is used for a different purpose without the per-
son’s approval. This was also made known in free com-
ments:

“Giving a small piece of information there and some-
thing small somewhere else does not seem bad, but what
if somebody combines all information? And will I even
know about that?”

In Question 3, it was inquired what the answerers
think will be the possible schedule for the current Inter-
net to grow into the IOT and this kind of all-around net-
work to come to use, if it will come to use. The answers
to this question can be seen in Figure 5. According to
these results, 41% of the answerers felt that this will
happen during the following 10 years, 36% during the
following 20 years, and 14% that it will take longer than
20 years. In addition, 9% of the answerers (all from
Finland) felt that this growing into IOT will never hap-
pen. None of the answerers felt that this will happen in
the near future. In free comments, the IOT was seen
tempting but challenging. Also the necessity of versatile
IOT applications was questioned in free comments.

“I am interested in living in world with IOT.”

“It is useful, but it is difficult.”

“Are ordinary people willing to pay for all these great
applications that are invented?”

In Question 4, it was asked if the answerers feel that
the use of at least some IOT applications will be manda-
tory in the future, so that it is very hard to stay out. The
answers from China and Finland can be seen in Figure 6.
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Figure 5. Results from Question 3. Opinions on the possible
schedule for the current Internet to grow into IOT and this
kind of all-around network to come to use.
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Figure 6. Results from Question 4. Opinions on if the use of
at least some IOT applications will be mandatory in the
future.

In China, 55% of the answerers felt that the IOT will be
mandatory in some way. People in Finland were more
concerted and all 11 answerers felt that the IOT will be
mandatory in some way. It was also mentioned that the
use of the Internet is already mandatory when living in
Finland and thus this will also be the case in the future
with the IOT. Also some feeling of helplessness was seen
in free comments. Thus, unlike the people in Finland,
some people in China feel that it is still possible to live
without the Internet in China and this may also be possi-
ble in the future.

“Living without Internet is already impossible in
Finland!”

“It is also a matter of control. For example, I am not
comfortable that anyone can track my personal contact
details from my car’s license number and I cannot do
much about it.” (in Finland)

4. Conclusion

In this study, 22 people working with different aspects of
research and development of the IOT were interviewed
in Finland and in China, related to the IOT and the indi-
vidual privacy in the IOT. This paper presents and dis-
cusses the collected answers and highlights of free com-
ments. We feel that this research study brings a new per-
spective to this interesting research area. Most of the
answerers believed that we were heading towards the
10T and in the future it would be mandatory to be part of
it somehow. According to answers, many future applica-
tions were seen tempting, but they contained great risks
and thus individual privacy must first be ensured. Also
individual privacy problems today were stated. In general,
the answerers from Finland were less worried about the
individual privacy in the IOT than the answerers from
China. This was an unexpected result and the reasons for
this definitely required more research work. Next step is
also to compare these answers with answers collected
from normal people. This future research also has to in-
volve significantly more answerers in order to achieve
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more meaningful results.

5. Acknowledgements

J. Virkki would like to thank the Helsingin Sanomat
Foundation.

REFERENCES

[1] Libelium, “50 Internet of Things Applications,” 2012.
http://www libelium.com/top_50_iot_sensor_applications
_ranking

[2] The Strategic Centre for Science, “Technology and Inno-
vation in the Field of ICT, Internet of Things Strategic
Research Agenda.” http://www Internetofthings.fi/

[3] Futuretech Alert, “Technology Convergence Leading to
the Internet of Things,” Frost & Sullivan, Mountain View,

2012.
[4] “The Internet of Things 2012—New Horizons-Cluster
Book,” 2012.

http://www Internet-of-things-research.eu/pdf/IERC_Clus
ter_Book_2012_WEB pdf

[5] European Commission, Information Society and Media,
“Internet of Things in 2020 Roadmap for the Future,”
2008.
http://www .iot-visitthefuture .eu/fileadmin/documents/rese
archforeurope/270808_IoT_in_2020_Workshop_Report_
V1-1.pdf

[6] L. Wu and P. Shao, “Research on the Protection Algo-
rithm and Model of Personal Privacy Information in
Internet of Thing,” International Conference on E-Busi-
ness and E-Government, Guiyang, 6-8 May 2011, pp. 1-4.

[71 H.Feng and W. Fu, “Study of Recent Development about
Privacy and Security of the Internet of Things,” Interna-
tional Conference on Web Information Systems and Min-
ing, Beijing, 23-24 October 2010, pp. 91-95.

[8] D. Gessner, A. Olivereau, A. S. Segura and A. Serbanati,
“Trustworthy Infrastructure Services for a Secure and
Privacy-Respecting Internet of Things,” International Con-
ference on Trust, Security and Privacy in Computing and
Communications, Heidelberg, 25-27 June 2012, pp. 998-
1003.

[9] V. Oleshchuk, “Internet of Things and Privacy Preserving
Technologies,” International Conference on Wireless Com-
munication, Vehicular Technology, Information Theory
and Aerospace & Electronic Systems Technology, Grimstad,
17-20 May 2009, pp. 336-340.

[10] International Telecommunication Union, “The Internet of
Things, Executive Summary.”
http://www .itu.int/dms_pub/itu-s/opb/pol/S-POL-IR.IT-2
005-SUM-PDF-E .pdf

[11] D. J. Solove, “A Taxonomy of Privacy,” University of
Pennsylvania Law Review, Vol. 154, No. 3, 2006, p. 477.
d0i:10.2307/40041279

[12] T. Kowatsch and W. Maass, “Privacy Concerns and Ac-
ceptance of IoT Services,” Internet of Things Intitiative,
2012, pp. 176-187.

[13] E. K. Choe, S. Consolvo, J. Jung, B. Harrison and J. A.

AIT


http://dx.doi.org/10.2307/40041279

26

[14]

J. VIRKKI, L. Q. CHEN

Kientz, “Living in a Glass House: A Survey of Private
Moments in the Home,” Proceedings of the 13th Inter-
national Conference on Ubiquitous Computing, Beijing,
17-21 September 2011, pp. 41-44.

Y. Wang, G. Norcie and L. F. Cranor “Who Is Concerned
about What? A Study of American, Chinese and Indian

Copyright © 2013 SciRes.

[15]

Users Privacy Concerns on Social Network Sites,” Inter-
national Conference on Trust & Trustworthy Computing,
Vol. 6740,2011, pp. 146-153.

D. J. Solove, “‘I’ve Got Nothing to Hide’ and Other
Misunderstandings of Privacy,” San Diego Law Review,
Vol. 44,2007, p. 745.

AIT



E-Health Telecommunication Systems and Networks, 2013, 2, 58-63

o5 Scientific
http://dx.doi.org/10.4236/etsn.2013.23008 Published Online September 2013 (http://www.scirp.org/journal/etsn)

#3% Research

Perspectives for Wearable Electronics in
Healthcare and Childcare

Johanna Virkki', Pasi Raumonen’
"Department of Electronics and Communications Engineering, Tampere University of Technology, Tampere, Finland
*Department of Mathematics, Tampere University of Technology, Tampere, Finland
Email: johanna.virkki@tut.fi

Received June 3, 2013; revised July 8, 2013; accepted July 31, 2013

Copyright © 2013 Johanna Virkki, Pasi Raumonen. This is an open access article distributed under the Creative Commons Attribu-
tion License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly
cited.

ABSTRACT

This paper starts with a literature survey that introduces the possibilities of wearable electronics (WE) in different
health-care and childcare applications. Next, 24 personal interviews and an Internet forum survey were conducted in
Finland about the use of WE in the applications mentioned above. According to the results, most of the people feel posi-
tive about clothes used for wireless identification purposes in healthcare and childcare, but when more information
about the person is added that can be wirelessly read, the feelings become more negative. Several important points to

consider before implementation of WE for healthcare and childcare environments were brought up.

Keywords: Childcare; Finland; Healthcare; Individual Privacy; Wearable Electronics

1. Introduction

One important part of the development of the future liv-
ing environment is the development of wearable elec-
tronics (WE) [1,2]. Recently, many innovative products
have appeared and expectations about the potential of
WE are high. The history of WE is summarized in [3].
Important application areas can be found e.g. from health-
care [4,5] and childcare.

This study focuses on WE used in healthcare and
childcare environments. It includes a literature survey,
personal interviews in Finland, and an Internet forum
survey in Finnish Internet forums. After this introduction
to the literature survey, the second section introduces the
interviews and the Internet forum survey. The results are
presented and discussed in the third section. The last sec-
tion summarizes the results and presents the conclusions
of this paper.

1.1. WE in Healthcare

In healthcare applications, WE can be used e.g. in patient
monitoring, positioning, and identification in hospitals
[6]. For example, a wireless sensor network (WSN)-
based indoor location system to support the nursing staff
[7], a radiofrequency identification (RFID) system to
track and identify patients in a children’s critical care
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ward [8], body-worn tags for the continuous tracking of
human movements in a conventional room [9], and a
system to detect life-threatening changes of daily active-
ties of older people [10] have been presented. In the fu-
ture, the importance of telemedicine and home-nursing is
expected to grow. The adjustment of the healthcare sys-
tems to the increasing number of elderly and patients
with chronic diseases is one of the biggest challenges to
the European Union, including Finland, where this sur-
vey was done, and the future of the public healthcare is
currently a hot topic in the Finnish media. There are
many opportunities to help elders live alone in their
homes with the help of WE. For example, a system has
been proposed that is installed in footwear for location
tracking and in gloves for activity monitoring [11], as
well as an RFID-based fall detection monitoring system
that includes a dual-band RFID module, placed into a
pair of slippers [12]. WE allows the body status to be
monitored by devices that measure heart or brain activity,
blood pressure, body temperature, or other body func-
tions [13]. For example, the realization of wireless oxy-
gen saturation and heart rate system for patient monitor-
ing [14], a scheme for monitoring the patient’s tempera-
ture, heartbeat, and pressure [15], and a wearable health
system for non-invasive and wireless monitoring of
physiological signals [16] have been introduced. Free-
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dom of movement achieved by WE is especially impor-
tant in home nursing [17]. Thus, another application for
WE is in the recovery of patients after an operation; in-
stead of being hospitalized for recovery monitoring, the
patients can be discharged to return home sooner. In ad-
dition to reducing the cost of the operation, home-nursing
can increase the patient’s physical activity, and thus also
speed up recovery.

1.2. WE in Childcare

In childcare applications, WE could automate the chil-
dren security and safety and thus provide help to nurses
[18]. A single cloth can keep the information of a child
(e.g. name, age, kindergarten group, allergies, etc.) easily
achieved for the nurses. In one proposed system, RFID
tags were embedded in the children uniforms in order to
automate the children security supervision and to provide
integration with the current security management system
for the kindergarten [19]. Another study proposed a sys-
tem solution based on RFID to be deployed in schools.
The system registers arrival and departure times of pupils
and sends that information to parents via SMS and/or
e-mail [20]. In Finland, all children under seven years old
have the right to have daycare organized by municipali-
ties either on a full-time or part-time basis. Compulsory
education starts in the year when a child becomes seven
years of age and in the previous year the child can par-
ticipate in pre-primary education in a pre-primary school.

1.3. Individual Privacy and WE

One of the most important challenges in convincing users
to adopt WE is the protection of privacy. Informational
privacy is the right of an individual to exercise control
over the collection, use, disclosure, and retention of his
or her personal information. Concerns over privacy can
spread wide, particularly as wireless systems can track
users’ actions, behavior, and on-going preferences [21,
22]. It makes the adoption of a ubiquitous healthcare or
childcare system deterred [23,24]. It has been stated,
however, that privacy problems are not caused by the
technology alone, but primary through activities of peo-
ple, businesses, and governments [25].

Several interesting surveys have already been con-
ducted. According to one study, using an iPod jacket as
the test item, the most important adoption factors are
convenience and compatibility, and the least important
are perceived social prestige and observability [26]. It
was mentioned, that this finding might not be intuitive,
considering that potential consumers of this kind of WE
are thought to be greatly influenced by external forces
such as peer pressure, trends, and perceived social pres-
tige. In a survey focusing on the activities and habits that
people do at home, which they would not want to be re-
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corded, the bedroom was found to be the most private
place [27]. The willingness of older adults to share health
or activity data with one’s doctor or family members and
concerns about privacy or security of monitoring has also
been measured [28]. A high proportion (over 72%) of
participants reported acceptance of in-home and com-
puter monitoring and willingness to have data shared
with their doctor or family members. However, a major-
ity (60%) reported concerns related to privacy or security;
these concerns increased after one year of participation.
Findings suggest that involvement in this unobtrusive
in-home monitoring study may have raised awareness
about the potential privacy risks of technology. Elderly
individuals, who were still living independently, were
asked to discuss their perceptions and concerns towards
the likelihood of using a WSN-based healthcare system
in their home [29]. The findings in this study indicate
that independence is highly valued by elderly people and
hence any system or technology that can prolong that
independence tends to be highly regarded. Thus, for ex-
ample the privacy of WSN health data might not be as
important as typically considered. Also, according to the
participants in a similar study, the results suggested
strong acceptance of the concept of home health moni-
toring and the devices to make the system work [30]. In a
study, where opinions on individual privacy were col-
lected from China and Finland, the Internet of Things
applications related to personal health were the least
worrying ones among all applications [31]. It was stated,
that in healthcare, the most important thing is that all the
vital information is available when needed. This work
shares some similar objects to the studies above. The
goal is to gather information on ordinary people’s thoughts
about WE in healthcare and childcare in Finland.

2. Interviews and Internet Forum Survey
2.1. Interviews

In this work, 24 Finnish people of different age were
interviewed (genders and ages of the answerers can be
seen in Table 1). The personal interviews were con-
ducted by an associate of the researcher, and they took
place either at the answerers working facility, home, or at
a neutral, public place. Some of the interviews were done
by private (e-)mails between the researcher and the an-
swerers. All these interviews thus had more flexibility
than only a paper survey as both the researcher and the
answerer were able to ask for clarification. In this study,
the individual privacy refers to the evolving relationship
between the technology and the legal right to, or public
expectation of, privacy in the collection and sharing of
data about one’s self. The interview had the following
questions and a chance for free comments.
1) Would you be willing to wear hospital clothes that.
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Table 1. Genders and ages of the interviewees.

female male
minimum age 29 28
average age 36 38
maximum age 52 61
number of interviewees 12 12

1A) Would allow wireless reading of your name and
patient number for those taking part into your care?
(Yes/No)

1B) In addition to wireless reading of your name and
patient number, would allow wireless reading of your
medical and medication records for those taking part into
your care? (Yes/No)

2) How worried would you be about your individual
privacy in situations 1A and 1B? (Scale =1 - 5, where 1
= not worried at all, 5 = very worried)

3) Would you be willing to let your child wear clothes
in kindergarten that.

3A) would allow the nurses to wirelessly read the
child’s name and kindergarten group? (Yes/No)

3B) In addition to the child’s name and kindergarten
group, would allow the nurses to wirelessly read other
information, such as age, allergies, legal guardian, or
contact information of guardians? (Yes/No)

4) How worried would you be about your child’s indi-
vidual privacy in situations 3A and 3B? (Scale =1 - 5,
where 1 = not worried at all, 5 = very worried)

2.2. Internet Forum Survey

The second part of this work was a survey of discussions
on different Internet forums. Discussions on WE were
started in May 2013, on 7 Finnish Internet forums, where
people are able to discuss anonymously. Three of the
forums were focused on discussions on parenthood and
children, two of the forums were science forums, one
was a forum concentrated on electronics, and one for
media and information technology. In the message start-
ing the discussion, the potential of WE in healthcare and
childcare was introduced and thoughts of such topic were
asked. The goal was to collect a general idea of feelings
and highlight some of the presented thoughts.

3. Results and Discussion

3.1. Results from Interviews

3

The results (percentages for answers “yes” and “no”
from the questions 1A, 1B, 3A, and 3B can be seen in
Table 2. The results for how worried would the inter-
viewees be about the individual privacy in these different
situations can be seen in Table 3 and Figure 1.
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Table 2. The results (percentages for answers “yes” and
“no”) from the situations 1A, 1B, 3A, and 3B.

yes/no 1A 1B 3A 3B
. 75 50 83 8
female (%) Yes (N=9) (N=6) (N=10) (N=1)
No 25 50 17 92
N3 -9 (-2 (=)
. 5
male (%) Yes 10y (N=4) (N=10) (N=6)
N 17 67 17 50
° (N=2) (N=8 (N=2) (N=6)
. 79 42 83 29
all(%)  Yes  n_19) (N=10) (N=20) (N=7)
N 21 58 17 71
°  (N=5 (N=149 (N=4 N=17)

Table 3. The average values of results how worried would
the interviewees be about the individual privacy in situa-
tions 1A, 1B, 3A, and 3B, scale 1 - 5.

1A 1B 3A 3B
average value 2.25 3.38 1.67 342
Answer
1 2 =3 =4 =5
. 20
2 15
E 15
<
Gt
S 10
Q
E
5 5
Z
0

Situation

Figure 1. The results how worried would the interviewees
be about the individual privacy in situations 1A, 1B, 3A,
and 3B, scale 1 - 5.

According to our results, 79% of the interviewees
would be willing to wear hospital clothes that would al-
low wireless reading of their name and patient number
(Situation 1A). If, in addition of wireless reading of the
name and patient number, the hospital clothes would
allow wireless reading of medical and medication records
(Situation 1B), only 42% would be willing to wear the
clothes. In free comments, WE in hospitals were mostly
considered useful, especially in hospitals with a lot of
patients and a great turnover, as such clothes may pre-
vent mix-ups of patients. However, it was strongly
pointed out that the use of this kind of clothes should be
voluntary or there would have to be a good reason for it.
It was specified that availability of medical records is
good but they cannot be available for inappropriate peo-
ple, not even for those working in that hospital.

As can be seen in Table 3, on scale 1 - 5, the average
values for the worry about individual privacy in situa-
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tions 1A and 1B were 2.25 and 3.38, respectively. Thus,
as natural, when more information on the user of the
clothes is available, the worry about the individual pri-
vacy is stronger. However, in neither situation, the worry
cannot be considered extremely strong (scale 1 - 5).

It is shown in Table 2, that 83% of the interviewees
would be willing to let their child wear clothes in kin-
dergarten that would allow the nurses to wirelessly read
the child’s name and kindergarten group (Situation 3A).
If, in addition to the child’s name and kindergarten group,
the clothes would allow the nurses to wirelessly read
other information, such as age, allergies, legal guardian,
contact information of guardians (Situation 3B), only
29% would be willing to let their child wear the clothes.
In situation 3B, there was a notable difference between
women and men; only 8% of the answers from women
were positive, compared to 50% from men. The suitabil-
ity of WE for children was questioned in many ways in
free comments. It was mentioned, that if children are able
to rip an electronic component from the clothes, they
may eat it, which may cause a serious danger. It was also
pointed out, that with children, it is essential that the
caregivers should know all children in person. Since this
is not always possible, this kind of wearable safety was
seen to be one kind of solution.

As can be seen in Table 3, on scale 1 - 5, the average
numbers for the worry about individual privacy in situa-
tions 3A and 3B were 1.67 and 3.42, respectively. Thus,
WE that allow the name and kindergarten group to be
wirelessly read were not found to be a threat for individ-
ual privacy of the child. There were no free comments
related to individual privacy of WE in kindergartens, but
according to the result 3.42 (on scale 1 - 5) from situation
3B, at least some worrying issues were considered when
more information was available for wireless reading.

Due to the small amount of the interviewees, this sur-
vey does not offer statistical data for conclusions. How-
ever, this paper gives a starting point for research on this
important topic by gathering different perspectives for
WE in healthcare and childcare. Future research will in-
volve significantly more answerers in order to achieve
more meaningful results.

3.2. Results from Internet Forum Survey

The first thing that was noticed when starting conversa-
tions on different Internet forums was that it is hard to
start conversation on WE, as the topic did not enjoy a
great interest. 2 of the 7 started conversations got no an-
swers at all. However, in 5 of them, interesting thoughts
were presented.

In most of the started conversations, the idea of using
WE in hospitals and kindergartens, as long as it is done
with the person’s own permission, was seen promising. It
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was also brought up that such applications already exist;
particularly tracers for children were mentioned. On the
contrary, in one conversation it was stated that WE will
never become a part of everyday life. Reasons for this
were, e.g., the fact that people want to change clothes all
the time and all clothes would need to have the same
information stored in them. Also, it was stated that no
electronic component can monitor who actually eats the
delivered drugs. In addition, WE in healthcare were
found to be the sad future direction mainly because there
is not enough staff working in hospitals.

Also, the mixing of clothes (e.g. of patients in the
same room) must be prevented, as it was mentioned in
one conversation. This may also cause care in a kinder-
garten, where clothes get easily mixed-up. Thus, instead
of preventing mix-ups, WE could cause them. The ef-
fects of continuous washing and bending on electronics
were considered. This is reasonable, since the reliability
of wearable components, e.g. in hospitals, is essential.

It was also discussed that some people may not be
willing to wear clothes with electronics, as is currently
the case with safety wristbands. It was also pointed out
that clothes could be taken off. Thus, for example a
lockable band was considered to be more suitable if
monitoring is mandatory for some reason. In addition,
the problems with drawing the limits were mentioned; at
what point we can start to monitor a demented person
without him/her knowing and how young/old child can
decide if not to wear clothes with electronics. In one
conversation, the use of current electronic devices, e.g.
mobile phones, to be utilized in such healthcare applica-
tions was also considered. Current mobile devices al-
ready have many of the needed features. In many cases,
existing mobile devices could be used instead of WE.

4. Conclusions

Many innovative applications of WE have appeared re-
cently and expectations about the possibilities are great.
WE have an important application area in the healthcare
industry and also a great potential for applications in
kindergarten and primary school environments. This pa-
per offers information on ordinary people’s thoughts to
those developing wearable electronic applications and
those working with the individual privacy in the future
wireless world. It introduces a literature survey about the
possibilities of WE in healthcare and childcare. In addi-
tion, 24 personal interviews and an Internet forum survey
were conducted about these applications in Finland.
According to the results, most of the people feel posi-
tive about clothes used for wireless identification pur-
poses. However, when more information is added which
can be wirelessly read, the feelings become more nega-
tive. In general, the use of WE in hospitals and kinder-
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gartens, as long as it is done with person’s own permis-
sion, was seen promising. Several important points to
consider were brought up in free comments and in the
Internet forum survey, e.g., related to the safety of chil-
dren, individual privacy of people, practical issues to
consider when embedding electronics to clothes, and usa-
bility of already existing mobile devices for such future
applications.
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Abstract

The innovative development of Wearable Electronics (WE) is creating exciting opportunities for
application across many industries. Two sectors with high potential are healthcare and childcare.
However, it is in these two sectors where the challenges of privacy are presumed to be of the
highest. In order to ascertain the personal views of people about potential privacy problems in WE
application in these two sectors, interviews with questionnaires were conducted in two different
countries: Finland and the United Kingdom (UK). The results indicated that the majority of people
in both countries are positive about the use of WE in healthcare and childcare environments.
However, when more information is added to be read wirelessly, the attitudes become more nega-
tive. In general, the application of WE is more favorable in the UK and the reason as to the differ-
ence will make for interesting further research. Several interesting viewpoints and concerns were
presented in the interviews. It can be concluded that the implementation of WE in these two sec-
tors will require the collaboration of work on several areas and the development of versatile user
studies.

Keywords

Childcare; Healthcare; Privacy; Wearable Electronics

1. Introduction

Given the importance of addressing ways to provide efficient care for the elderly, children, and people with
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chronic diseases, researchers have started to explore technological solutions to enhance healthcare and social
care provision whilst complementing existing services | 1]. Within the childcare sector, there is a need to imple-
ment systems that monitor the children and automate the safety and security procedures. However, within the
healthcare sector, there is a requirement to develop systems which go beyond the identification and monitoring
of patients and also include the collection of important data in order to implement preventive care, allow prompt
diagnosis of acute complications, and promote understanding of how (pharmacological) therapy is improving
patients’ parameters [2].

To address the growing needs of the healthcare and childcare sectors, a new generation of clothing and other
wearables are being developed, which are able to sense, communicate data, and harvest energy in a nonintrusive
way [3] [4]. These innovations fall under the area of Wearable Electronics (WE). The characteristic of ubiquit-
ous monitoring and the wide range of versatile manufacturing methods (screen printing [5] [6], sewing machine
and embroidery [7]-[9], copper meshes, conducting textiles, and ribbons [2] [10]-[13], and spraying using con-
ductive paint [ 12]) has led to high expectations in regard to the potential of WE applications.

Although there are significant benefits in WE applications, the area also has challenges, as illustrated in Table 1.
One area that is not addressed, and is of vast importance, is the perception of the people who the technology will
be applied. There have been a lot of concerns from the public in regard to wireless sensor technologies but there
has not been an investigation into the perceptions of people in regard to WE, particularly in important sectors
such as the healthcare and childcare sectors.

This paper explores the personal perspectives of people in reference to WE application in the healthcare and
childcare sectors. The research is conducted in both Finland and the UK in order to explore if there is a differ-
ence between the two countries. The paper is set out as follows. In section 2, there is a literature review of WE
with a focus of its application in the healthcare and childcare sectors. Section 3 explores the main issue of WE
(privacy) by exploring the challenges and concerns. It is asserted that further research is required into the per-
ceptions of individuals in regard to WE in healthcare and childcare, and their views of privacy. Section 4 intro-
duces the methodology to investigate this research problem, which is through questionnaires and interviews. In
order to gather versatile data and investigate if there are any differences in views, the interviews are carried out
in the UK and Finland. The results are presented and discussed in Section 5 and finally the paper concludes with
Section 6, the conclusions.

2. Wearable Electronics (WE)
2.1. The Definition of WE

Wearable electronics and wearable computers appeared in the mid-1990s, when the computer was regarded as

Table 1. List of challenges in WE applications [1].

Challenge
Hardware
Unobtrusiveness
Sensitivity and calibration
Energy
Data acquisition efficiency
Physical
Error resilience and reliability
Interoperability
Bandwidth
Application
Security
Privacy
User-friendliness
Ease of deployment and scalability
Mobility
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the ultimate equipment for information processing and thus before tablet computers and smart phones [14]. The
concept of wearables, something you’re wearing, e.g., clothing, glasses, or watches, is nothing new. However,
today’s wearables can sense and communicate. In reference [15], WE is defined as “apparel with unobtrusively
built-in electronic functions” whereas in reference [16] it is defined as “intelligent assistance that augments
memory, intellect, creativity, communication and physical senses”. WE in this study is defined by adding elec-
tronics in anything wearable. Therefore, the focus in this study is on e-clothes, i.e., clothes with added electron-
ics, and more specifically, an exploration of people’s perceptions and not so much in the e-cloth technology it-
self.

2.2. WE in Healthcare

The healthcare sector is very large all across the globe and high costs and large quantity of errors make the in-
dustry very challenging [17]. Also, population structures are changing and an increase in the aging population
creates a higher demand for healthcare services. The increasing number of patients (many elderly) with chronic
diseases (such as heart failures, dementia, and strokes) and the healthcare system adjustment required to cope
with the changes have been highlighted as one of biggest challenges by the European Union (EU). Therefore,
this research focuses on two member states within the EU; Finland and the UK.

Potential healthcare sector applications of WE can be found, e.g., in patient monitoring, positioning, and iden-
tification [18]. In addition, a wireless sensor network (WSN)-based indoor location system to support the nurs-
ing staff [19], a radiofrequency identification (RFID) system to track and identify patients in a children’s critical
care ward [20], body-worn tags for the continuous tracking of human movements in a conventional room [21],
and a wearable RFID-enabled sensor node for continuous biomedical monitoring [22] have been introduced.

WE can also offer opportunities to help old people live alone in their homes and systems to detect life-
threatening changes of daily activities of older people have been presented [23]. For example, imagine a system
installed in footwear for location tracking and in gloves for activity monitoring [24], as well as an RFID-based
fall detection monitoring system, placed into a pair of slippers [25]. WE can monitor the body status by devices
that measure heart or brain activity, blood pressure, body temperature, and other body functions [26]. Just to
present a couple of examples; the realization of wireless oxygen saturation and heart rate system for patient
monitoring [27], a scheme for monitoring the patient’s temperature, heartbeat, and pressure [28], and a wearable
health system for non-invasive and wireless monitoring of physiological signals [29] have been introduced,
which opens up a realm of possibilities when addressing the issues within the healthcare sector for coping with
chronic diseases and an aging population.

In addition to reducing the cost of the operation by replacing the time being hospitalized for recovery moni-
toring with WE and home-nursing, it is also possible to increase the patient’s physical activity, and thus also
speed up recovery. In the future, the importance of home-nursing is expected to grow in general, and the free-
dom of movement achieved by WE is especially significant in home nursing [30].

2.3. WE in Childcare

In childcare applications, WE could automate the children security and safety and thus provide help to nurses.
For example, in emergency situations, use of WE can ensure everyone is safely evacuated and it can provide
accurate child and nurse counts for daily management. A single cloth can keep the data of a child (e.g. name of
the child and parents, age, kindergarten group, allergies, etc.), allowing the nurses easy access to vital informa-
tion.

Interesting studies have already been conducted. In one proposed system, RFID tags were embedded in the
costumes of the children in order to automate the security supervision and to provide integration with the current
security management system for the kindergarten [31]. Another study proposed a system solution based on
RFID to be deployed in schools. The system registers arrival and departure times of pupils, and sends that in-
formation to parents via mobile phone and/or e-mail [32]. RFID technology was also deployed in a kindergarten
environment for indoor positioning to provide a helping hand to nurses [33]. In Finland, all children under seven
years old have the right to have daycare organized by municipalities either on a full-time or part-time basis.
Compulsory education starts in the year when a child becomes seven years of age and in the previous year the
child will participate in pre-primary education in a pre-primary school. In the UK, full-time education is com-
pulsory for all children aged between five and seventeen with a child beginning primary education during the
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school year he or she turns five.

3. WE and Privacy

Information privacy is the right of an individual to exercise control over the collection, use, disclosure, and re-
tention of his or her personal information. One of the most important challenges in adopting, and most of all,
convincing the actual users to adopt WE in healthcare and childcare environments, is the protection of privacy.
The fact that wireless systems can track users’ actions, behaviors, and on-going preferences, creates a deterrent
to the adoption of a ubiquitous healthcare or childcare system [34]-[37].

One study asserts that during a test of the iPod jacket, the most important adoption factors were convenience
and compatibility, and the least important ones were perceived social prestige and observability [38]. It was
mentioned that this finding might not be intuitive considering that potential consumers of this kind of WE are
thought to be greatly influenced by external forces, such as peer pressure, trends, and perceived social prestige.
When moving in personal spaces, such as at home, the bedroom was found to be the most private place that
people would not want to be monitored [39]. Therefore, there is an imaginary line as to what is deemed accepta-
ble and what is not when it comes to privacy, and this can often be ambiguous and challenging to define.

When exploring into privacy issues in the healthcare sector, the willingness of older adults to share health or
activity data with their doctor or family members have also been measured [40] and over 72% of participants
reported acceptance of in-home and computer monitoring and willingness to share the data with their doctor or
family members. However, 60% reported concerns related to privacy or security and these concerns increased
after one year of participation. It was concluded that involvement in this in-home monitoring study raised
awareness about the potential privacy risks of the technology [40].

Although the views highlighted some concerns in regard to privacy, independently living elderly individuals
were asked to discuss their perceptions and concerns towards the likelihood of using a WSN-based healthcare
system in their home [41]. The results in this study indicate that independence is highly valued by elderly people
and any technology that can prolong independence, tends to be highly regarded. Thus, for example the privacy
of health data might not be as vital as usually considered. Also, according to the participants in a similar study,
the results suggested strong acceptance of the concept of home health monitoring and the technology to make
the system work [42]. The perspectives for WE in Finland were already collected in a previous study by inter-
views and an Internet forum survey [43]. Several important points to consider before the implementation of WE
for healthcare and childcare environments were found:

e safety of children,

individual privacy of people,

practical issues to consider when embedding electronics to clothes, and

usability of already existing mobile devices for such future applications.
In a study where opinions on individual privacy were collected from China and Finland, the application of In-
ternet of Things to personal health was identified as the least problematic amongst all the applications [44]. It
was stated that in the healthcare sector, the most important thing is that all the vital information is available
when it is needed. Therefore, it is clear that concerns of privacy within the healthcare sector are very unclear and
vary due to age, status (married/single) and potential benefit application (help to improve health or live inde-
pendently). This requires further investigation and particularly views within the childcare sector where there are
no published results of perception within the EU area.

This research develops on the areas addressed in this section and Section 2, filling a gap in the literature in
regard to WE application in the healthcare and childcare sectors. The goal is to gather and compare the personal
views of people about privacy in WE application from Finland and the UK in order to provide an account of the
perceptions and highlight any potential barriers which may arise in regard to further development and applica-
tion of WE (in healthcare and childcare).

4. Methodology: Questionnaires and Interviews

In this study, 45 people, 24 from Finland and 21 from the UK, were interviewed. The interview included the
questionnaire (shown in Table 2) and a chance for free comments. The personal interviews were conducted by
an associate of the researcher and they took place either at the interviewees working facility, home, or at a neu-
tral, public place. Some of the interviews were done by private (e-)mails between the researcher and the inter-
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viewee. All these interviews thus had more flexibility than only a paper survey as both the researcher and the
interviewee were able to ask for clarification. The genders and ages of the interviewees from both countries can
be seen in Table 3.

5. Results and Discussion

The results (proportion of “Yes” and “No” responses) for the questions 1A and 1B are presented in Table 4.
According to our results, 37 out of the total 45 interviewees would be willing to wear hospital clothes that would
allow wireless reading of their name and patient number (Situation 1A). The results were similar among people
from the UK and Finland and among female and male participants. If, in addition of wireless reading of the
name and patient number, the hospital clothes would allow wireless reading of medical and medication records
(Situation 1B), 26 out of the total 45 interviewees would be willing to wear the clothes. It can be seen that the
Finnish participants are more negative towards wearing these clothes than the participants from the UK. This
difference can be clearly seen in Figure 1, where the percentages of answers are presented to make the results
more comparable.

The results for how worried would the interviewees be about the individual privacy in these two situations can
be seen in Figure 2. In this study, the individual privacy refers to the evolving relationship between the tech-
nology and the legal right to, or public expectation of, privacy in the gathering and sharing of data about one’s
self. As can be seen, in both Finland and the UK, the female interviewees are more worried; the average values
of results how worried would the interviewees be about the individual privacy (scale 1 - 5) are higher in both
situations 1A and 1B.

It can also be seen in Figure 2, that the average values for the worry about individual privacy in situations 1A
and 1B were: 2.25 and 3.38 in Finland, respectively, and 2.10 and 2.48 in the UK, respectively. This asserts that
as the amount of user information on the clothes increases, the worry about the individual privacy gets stronger.
However, in either situation, the worry cannot be considered extremely strong (scale 1 - 5). If we compare the
results from Finland and the UK, it can be seen that the people in Finland are more worried about their individ-
ual privacy than the people in the UK. Unfortunately this questionnaire gives no further information on the pos-
sible reasons behind this. This interesting result definitely requires more research in the next study.

In free comments, WE in hospitals were, in general, considered useful, and people were “not too worried
about basic information being read”. It was, e.g., pointed out that such clothes may prevent mix-ups of patients.

Table 2. Questionnaire of this study.

1. Would you be willing to wear hospital clothes that.
1(a). Would allow wireless reading of your name and patient number for those taking part into your care? (Yes/No)

1(b). In addition to wireless reading of your name and patient number, would allow wireless reading of your
medical and medication records for those taking part into your care? (Yes/No)

2. How worried would you be about your individual privacy in situations 1A and 1B?
(Scale = 1-5, where 1 = not worried at all 5 = very worried)

3. Would you be willing to let your child wear clothes in kindergarten that.
3(a). Would allow the nurses to wirelessly read the child’s name and kindergarten group? (Yes/No)

3(b). In addition to the child’s name and kindergarten group, would allow the nurses to wirelessly read other information,
such as age, allergies, legal guardian, or contact information of guardians? (Yes/No)

4. How worried would you be about your child’s individual privacy in situations 3A and 3B?
(Scale = 1-5, where 1 = not worried at all 5 = very worried)

Table 3. Genders and ages of the interviewees.

Finland UK
Female Male Female Male
Minimum age 29 28 15 18
Average age 36 38 39 37
Maximum age 52 61 59 60
Number of interviewees 12 12 13 8
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Table 4. Results (answers “Yes” and “No”) from situations 1A, 1B, 3A, and 3B.

Yes/No 1A 1B 3A 3B
E le (N= 12) Yes 9 10 1
€male =
No 3 2 11
Male Yes 10 10 6
Finland
fian (N=12) No 2 2 6
All Yes 19 10 20 7
(N=24) No 5 14 4 17
Yes 11 11 11 11
Female (N = 13)
No 2 2 2
Male Yes 7 5 4
UK
(N=8) No 1 3
All Yes 18 16 15 13
(N=21) No 3 5 6 8
100%-
90% -
80% -
70% -
60% -
50% - »
No ® No
40% -
30% - HYes m Yes
20% -
10% -
0% -
FIN FIN FIN UK UK UK FIN FIN FIN UK UK UK
Female Male All Female Male All Female Male All Female Male All
Situation 1A Situation 3A
100% 100% 7
90% 90%
80% 80%
70% 70%
60% 60%
50% =No 50% CINES
40% 40%
30% HYes 30% - BYes
20% 20%
10% 10%
0, 0, -
0% FIN FIN FIN UK UK UK 0% FIN FIN FIN UK UK UK
Female Male All Female Male All Female Male All Female Male All
Situation 1B Situation 3B

Figure 1. Percentages of answers “Yes” and “No” from situations 1A, 1B, 3A, and 3B.

However, it was specified that availability of medical records is good but they cannot be available for inappro-
priate people, not even for those working in the hospital. Some people were also worried about the expenses of
adapting such technology and some were not sure how quickly the current staff in hospitals could adapt to such
a new technology. Also, in some answers, the use of such technology was strongly objected: “It is unnecessary”
and “It is too risky and dangerous”. Thus, people seem to have several concerns over adaptation of WE in
healthcare environment. These results are in line with the conclusions presented in a literature review [45],
where it was stated that most systems are described in their prototype stages. Deployment issues, such as impli-
cations on organization or personnel, privacy concerns, or financial issues are mentioned rarely, though their
solution is crucial in transferring promising systems to a stage of actual field operation. Thus, there is definitely
a strong need for further research on the deployment of such systems, including clinical studies, economic and

O,
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O1A O1B B 3A B 3B
4
3.5
3
2.5+ ]
2 4+
1.5 4
1 -
0.5 4+
0
Female Male All Female Male All
Finland Finland Finland UK UK UK

Figure 2. The average values of results how worried would the interviewees be about the
individual privacy in situations 1A, 1B, 3A, and 3B, scale 1 - 5.

social analyses, and user studies. The users should embrace the system for full satisfaction.

Table 4 illustrates that 35 out of the total 45 interviewees would be willing to let their child wear clothes in
kindergarten that would allow the nurses to wirelessly read the child’s name and kindergarten group (Situation
3A). There is no significant difference among people from the UK and Finland and among the female and male
interviewees.

If, in addition to the child’s name and kindergarten group the clothes would allow the nurses to wirelessly
read other information, such as age, allergies, legal guardian, contact information of guardians (Situation 3B),
only 20 out of the total 45 interviewees would be willing to let their child wear the clothes. In situation 3B, there
was a notable difference when the answers of the female interviewees from the UK were compared to other an-
swers; 11/13 answered “Yes” whereas the other “Yes” results were: 1/12 and 6/12 for the Finnish female and
male interviewees, respectively, and 2/8 for the UK male answers. These differences can be clearly seen in
Figure 1, where the percentages of answers are presented.

However, as shown in Figure 2, the UK female interviewees gave the average value of 3.38 (Scale 1 - 5) for
how worried would they be about the individual privacy in situation 3B. This value is the second highest among
all interviewees, right after 3.50 that were given by the male interviewees from Finland. Thus, the female inter-
viewees from the UK are quite worried about the individual privacy of the children but would still allow them to
wear wirelessly readable clothes. This is an interesting finding and will be studied further in our next study.

The suitability of WE for children was questioned in many ways in free comments. It was mentioned that if
small children are able to rip an electronic component from the clothes, they may eat it, which may cause a se-
rious danger. Also, it was mentioned that the parents need to have the option to make the decision of whether to
use such devices in the kindergarten where their children are, stating also that the use of this kind of wirelessly
readable clothes has to be voluntary. It was also pointed out that with children it is essential that the caregivers
should know all children in person. Some people were not willing to let their children be “wirelessly connected
to anything”. Thus, as was the case with WE in the healthcare sector, more research on the implications, privacy
concerns, and financial issues is needed.

6. Conclusion

Many innovative applications of WE have appeared recently and expectations about the possibilities are great.
WE has an important application area in the healthcare industry and also a great potential for applications in
kindergarten and primary school environments. This paper consists of a literature survey and 45 personal inter-
views that were conducted to study the thoughts related to the privacy of these WE applications. The results in-
dicate that the majority of people would be contented to use WE but the application is more favorable in the UK
than in Finland. The achieved results are in line with the earlier studies that have highlighted some concerns in
regard to privacy but with a strong acceptance of different welfare and healthcare technologies. However, this

O,
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study also asserts some interesting new findings and further investigation will be conducted in order to compare
the results from other countries to see if and why the personal views differ from country to country. As this pa-
per offers information on the public’s perceptions in the UK and Finland, it is useful to those developing wear-
able electronic applications and those investigating individual’s privacy whilst developing the future wireless
world.
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ABSTRACT
It is not yet clear which of future smart technologies will actually be accepted as part of our everyday lives. In this
research, the thoughts of 248 people about smart parking and smart cars and driving systems were collected by interviews
and with an Internet survey in Europe and Asia. Firstly, it was found that different people have very different thoughts
about what the widely used terms “smart cars and smart drive systems” mean. However, according to our results, the
majority of the answerers would be willing to use these smart applications. In general, the Asian answerers were found to
be more worried about these new applications than people from Europe, and the reliability of the technology together with
cost were considered as the major worries. People were found to be quite willing to let their personal information and
driving habits to be recorded by these smart applications. However, the information about the people travelling in the car
was considered private. Some major differences were found in results gathered with different methods, which is also

important to take into account in further research.

Keywords: Internet of Things, Internet survey, interviews, personal perspectives, smart driving, smart cars, smart parking

1. INTRODUCTION

The Internet of Things (IOT) means connecting
daily things and versatile devices in order to create an
omnipresent computing world. In the IOT, things will
exchange data and information about the environment,
while reacting autonomously to different events,
influencing the environment, and creating services with or
without human intervention. Possible applications of the
IOT are versatile in all areas of life [1] [2]. A number of
countries and districts have realized the importance of the
IOT in the recovery of economic growth and
sustainability, amongst them the European Union, the
United States, and China. Thus, companies, universities,
and research institutions currently take an active part in
the IOT development worldwide.

Due to the technology advancement in the 10T,
everything is becoming “smart” and “intelligent”, even
cars and driving. The potential uses of smart car and
driving system applications are almost limitless [3]. Smart
cars are to perform sophisticated driver support and
automated control functionalities in an unstructured,
dynamic world. The intelligent car could understand the
situation it is facing and could be able to adapt its internal
functionalities accordingly. However, the resulting
behavior should be safe under all conditions. Further, self-
driving cars, which sense their surroundings with versatile
techniques, resulting in less-stressed "drivers", higher
efficiency (the driver can do something else during
driving), and increased safety and less pollution, are
currently a hot topic [4][5].

One basic application area of smart driving is
smart parking. Today, searching for a vacant parking
space in a metropolitan area is a daily, time-consuming
concern for most drivers. It also causes traffic congestion
and air pollution by drivers constantly cruising in certain
area only for an available parking space. Thus, there is
also a need for smarter parking mechanisms, e.g., parking

space management, car guidance, parking lot reservation,
automatic payment, etc. [6]. The concept of smart parking
systems and their categories is studied and the
classifications of various existing systems are explained,
e.g., in[7].

Despite the fast development of versatile
applications, it is not yet clear which of these technologies
will actually be accepted as a part of our everyday lives.
For example, in an interview study made in Finland, the
IOT and its applications were seen tempting, in principle,
but the necessity of the versatile applications was also
questioned [8]. During the last two decades, user
acceptance models that reflect people’s willingness to
accept a given technology have been proposed, tested,
refined, extended, and unified. For example, in an
interesting study conducted in China, the authors
proposed an IOT acceptance model that consists of
several factors: the results showed particularly strong
support for the effects of perceived usefulness, ease of
use, enjoyment, and behavioral control, and also of social
influence [9]. The results from another study indicated
that the acceptance of IOT services is influenced by
various contradicting factors, such as perceived privacy
risks and personal interests. It was also assumed that
legislation, data security and transparency of information
influence the adoption behavior [10]. In another study,
made in China, it was found that usefulness plays an
important role in acceptance of the IOT [11]. Previous
studies and the developed user acceptance models have
contributed to our understanding of user technology
acceptance factors and their relationships. Naturally, they
also have found to have their limitations, such as the
relatively low explanatory power and inconsistent
influences of the factors across studies, leading, e.g., to
development of an integrative model [12].

The personal thoughts of potential end users of
the IOT and its applications, i.e., “ordinary people”, offer
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an interesting and important point of view. In this
research, the thoughts of 248 people from Europe and
Asia were collected by interviews and with an Internet
survey. The main focus was to find answers to the
following questions:

a. Are the answerers already familiar with these
applications?

b. Do the answerers feel that the applications would
be use full in their lives?

c. Are the answerers likely to pay extra to use the
applications?

d. Are the answerers willing to provide their
personal information for the applications?

e. Are there any privacy concerns or concerns
about the practicability, cost, or reliability of the
technology used in these applications?

This paper is organized as follows: The
introduction section shortly introduces the concepts of the
IOT, smart cars and driving systems, and smart parking. It
also introduces the goals of this study. Section 2 presents
the performed interviews and the Internet survey,
including the information on the answerers and the
presented questions. The collected answers and examples
from free comments are presented and discussed in
section 3. The last section summarizes the results and
presents the conclusions of this paper.

2. INTERVIEWS AND INTERNET
SURVEY

All the data for this research was collected
during June-August 2014. In the first part of this research,
95 people were personally interviewed and Table 1 shows
detailed information about the answerers. People of
different age, of both gender and of different occupation
were chosen from Europe (50 people, all of them from
Finland) and from Asia (45 people, all of them from Hong
Kong and mainland China). Personal interviews took
place either at the answerers working facility or at a
neutral, public place. Some of the interviews were done
by private e-mails between the researcher and the
answerer. All these interviews thus had more flexibility
than an anonymous paper or Internet survey, as both the
researcher and the answerer were able to ask for
clarification.

The second part of this study was an Internet
survey, where 153 answers were collected, again from
people of different age, of both gender, and of different
occupation (See Table 1). There were 50 people from
Europe (from Finland, Sweden, Portugal, Germany, Italy,
Bulgaria, Norway, Russia, Slovenia, United Kingdom,
Spain, and France) and 103 from Asia (from mainland
China, Hong Kong, Iran, India, Korea, and Afghanistan).

At the beginning of the interviews and the
Internet survey, it was very briefly (by a couple of
examples) explained what is meant by smart cars and
parking and driving systems in this study. The following
examples were given: Smart parking is “to make the

process of parking more efficient and convenient, e.g., by
smart reservation, charging, and real time monitoring”.
Smart cars and driving systems are “to collect and
transmit information of the vehicle and help to implement
car control and coping with emergencies”. The seven
questions of the interview study are listed next.

1a. Have you heard about smart parking systems before?
(Yes/No)

1b. Would you be willing to use smart parking?
(Yes/No)

1c. Are you willing to pay an extra fee for a smart parking
system?
(Yes/No)

2a. Have you heard about smart cars and driving systems
before?
(Yes/No)

2b. Would you be willing to use smart cars and driving
systems?

(Yes/No)

3. What are your major worries about smart cars and
driving systems, if any?

*  Your individual privacy
* Reliability of technology
*  Practicability

+  Cost

»  Other

4. When do you think that smart cars and driving systems
will be in everyday use?

* In the near future

*  During 5-10 years

*  During 11-20 years

*  Longer than 20 years
* Never

The Internet survey covers all the questions from
the interview and the following extra question:

Sa. Would you allow a smart driving system to record
your name and plate number?

(Yes/No)
How worried would you be about your
individual privacy in above situation? (Scale=1-5; 1=not
worried at all, 5=very worried)
5b. Would you allow a smart driving system to record

your parking time and place?
(Yes/No)
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How worried would you be about your

individual privacy in above situation? (Scale=1-5; 1=not 5d. Would you allow a smart driving system to record the
worried at all, 5=very worried) information of people who are in your car?
5c. Would you allow a smart driving system to record (Yes/No)

your vehicle speed?
How worried would you be about your
(Yes/No) individual privacy in above situation? (Scale=1-5; 1=not
worried at all, 5=very worried)
How worried would you be about your
individual privacy in above situation? (Scale=1-5; 1=not
worried at all, 5=very worried)

Table 1: Gender, age, and nationality of the answerers

Internet Survey Interviews
All Asian European All Asian European All
103 50 153 45 50 95
Gend Male 50 26 76 25 29 54
ender Female 53 24 77 20 21 41
18-25 74 18 92 30 23 53
26-35 20 25 45 15 13 28
Age 36-45 3 4 7 0 6 6
46-55 6 1 7 0 6 6
>55 0 2 2 0 2 2
Table 2: The answers to questions about smart parking
1a. Have you heard about smart parking systems before?
Interviews
Asian European Male Female
Yes 58 % 36 % 52% 39%
No 42 % 64 % 48% 61 %
Internet Survey
Asian European
Yes 65 % 60 %
No 35% 40 %
1b. Would you be willing to use smart parking?
Interviews
Asian European Male Female
Yes 87 % 86 % 81% 93 %
No 13% 14 % 19% 7%
Internet Survey
Asian European
Yes 80 % 86 %
No 20 % 14 %
1c. Are you willing to pay an extra fee in a smart parking system?
Interviews
Asian European Male Female
Yes 49 % 50 % 54% 44 %
No 51 % 50 % 46 % 56 %
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Internet Survey

Asian European
Yes 42 % 54 %
No 58 % 46 %

3. RESULTS AND DISCUSSION

This section introduces and discusses the
collected answers. All the examples of the achieved free
comments are presented as direct quotes and their text is
italicized.

3.1 Smart Parking

According to the interviews and the Internet
survey, 58 % and 65 % of the Asian people were familiar
with smart parking, respectively. The numbers for
European people were 36 % and 60 %, respectively.
These results are presented in Table 2. There is a
significant difference between the results from the
interviews and the Internet survey, especially in the case
of the European answerers. This can be partly explained
by the fact that all of the answerers in the interviews were
from Finland, were parking space is not such a big
problem, whereas in the Internet survey, there were
answerers from several European countries. Also, the fact
that the answerers of the Internet survey probably are
more familiar with new technologies may have affected
the results. It was noticed that a higher percentage of male
answerers were familiar with smart parking systems than
female answerers (percentages 52 % and 39 %,
respectively) but female answerers were more willing to
use these systems (93 % of the female and 81 % of the
male). In general, smart parking systems were seen in a
positive way: 86 % of the European answerers both from
the interviews and from the Internet survey considered
smart parking to be useful in their lives and the numbers
from the Asian answerers were quite similar, being 87 %
and 80 %, respectively. Also, about half of all answerers
were willing to pay an extra fee for smart parking systems
(See Table 2). However, in several comments in was
stated that the price must not be too high for them to use
the system.

In free comments, especially self-parking cars
were mentioned several times. Following quotes are
examples of the versatile comments about what is smart
parking: “Something to make your parking easier; cars
parking by themselves; cars parking by using sensors;
system that will help you to find your car from the parking
lot; mobile phone payment and parking space
reservation; leaving the car into the parking lot and the
car parking itself; poor parking skill people need this
system, and specially for the down town (busy) area;
automatic parking fee payment system; smart phone can
reserve the parking space”.

3.2 Smart Cars and Driving systems

In the interviews, 60 % of the Asian and 70 % of
the European answerers were familiar with smart cars and
driving systems. However, many of them mentioned that

they are only “familiar with the concept” and not with any
further details. In the Internet survey, 59 % of the Asian
and 90 % of the European were familiar with these
applications. It was also again noticed that a higher
percentage of male answerers were familiar with smart
cars and driving systems than female answerers
(percentages 70 % and 59 %, respectively). However,
again female answerers were a little bit more willing to
use them (85 % of the female and 74 % of the male
answerers said “yes”).

The terms “smart cars and driving systems”
include a huge variety of applications. Also in this study,
it came clear from the free comments that different people
have very different thoughts about what are smart cars
and smart driving systems: some quite basic applications,
e.g., lane departure warning were mentioned, whereas
others mentioned self-driving cars. This also has an effect
on the results of willingness to use the technology, as
people probably feel differently about the use of a lane
departure warning system than the use of a self-driving
car. Thus, these results will only be used to study the
feelings of people about the smart applications they know,
regardless of what these smart applications actually are.
Naturally, the next step is to focus on people’s thoughts
about specific applications, instead of the whole wide
concept. However, according to our results, a major
percentage of the answerers thought that they would be
willing to use smart cars and driving systems. For the
European answerers, the percentages of “yes”-answers in
the interviews and in the Internet survey were 84 % and
86 %, respectively and for the Asian answerers the
percentages were 73 % and 85 %, respectively.

Following quotes are examples of the comments
about what are smart cars and driving systems: “Google
cars; lane departure warning; cars driving by themselves,
some small things to help control cars; cars monitoring
and sensing the environment, safe cars and safety alerts;
automatic maps, checking locations and distances from A
to B; some small things to help control cars; for large
vehicles; monitor the road temperature; maps and apps”.

As can be seen from Table 4, the reliability of
the technology is the major worry in smart cars and
driving systems for both genders and for both European
and Asian answerers. Many people chose more than one
option as their major worry and cost can be considered as
the other main worry. The individual privacy was not
generally seen as a major worry. Only among the Asian
answerers in the interviews, 40 % of the answerers named
it as a major worry. One reason for this may be that car-
and driving-related IOT applications do not feel like
applications that track their user’s personal information,
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actions, behavior and ongoing preferences, like some
other IOT applications. In general, it seems that Asian
people are more worried than people from Europe; the
percentages are higher in all options (individual privacy,
reliability of technology, practicability, and cost). Also in
a previous study about versatile IOT applications, the
answerers from Finland were less worried about the
individual privacy in the IOT than the answerers from
China [13]. Again, it was noticed that the answers
gathered by interviews were different to those gathered by
the Internet survey, which is an important point to
consider in future research.

Smart cars and driving systems also raised a
number of questions about future regulations and
legislation. In free comments, it was questioned, e.g., that
“when smart cars crash, who will take the responsibility,

since the vehicle was driving by itself?” and”if one is
smart and another is non-smart, how can smart driving
system communicate with the regular car or its driver?”.
The legislation, regulations, and standards definitely will
require a significant amount of collaborated work before
we can drive around with self-driving smart cars, but also
before people can completely trust on more basic
applications in the field.

As can be seen from Table 5, people have very
different thoughts about the possible schedule of smart
cars and driving systems coming to everyday use. For
example, in the Internet survey, about half of the
answerers thought it would happen during following 5-10
years and 20 % of the Asian and 28 % of the European
answerers felt that it will take 11-20 years.

Table 3: The answers to questions about smart cars and driving systems

2a. Have you heard about smart cars and driving systems before?

Interviews

Asian European Male Female
Yes 60 % 70 % 70 % 59 %
No 40 % 30 % 30 % 41 %
Internet Survey

Asian European
Yes 59 % 90 %
No 41 % 10 %
2b. Would you be willing to use smart cars and driving systems?
Interviews

Asian European Male Female
Yes 73 % 84 % 74 % 85 %
No 27 % 16 % 26 % 15 %
Internet Survey

Asian European
Yes 85 % 86 %
No 15% 14 %

Table 4: The major worries about smart cars and driving systems

3. What are your major worries about smart cars and driving systems, if any?

Interviews

Male Female
Your individual privacy 30 % 22 %
Reliability of technology 69 % 61 %
Practicability 17 % 34 %
Cost 34 % 54 %
Others 4% 5%

Asian European
Your individual privacy 40 % 14 %
Reliability of technology 71 % 60 %
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Practicability 40 % 10 %
Cost 54 % 32%
Others 2% 6 %

Internet Survey

Asian European
Your individual privacy 26 % 21 %
Reliability of technology 77 % 39 %
Practicability 44 % 12 %
Cost 47 % 27 %
Others 3% 1%

Table 5: The answers to question about the possible schedule of smart cars and driving systems coming to everyday use

4. When do you think smart cars and driving systems will be in everyday use?
Interviews Internet Survey
Male Female Asian European Asian  European

Near future 26%  27% 24%  28% 24%  10%
5-10 years 28%  51% 38%  38% 50%  54%
11-20 years 34%  20% 27%  28% 20%  28%
> 20 years 11% 2% 9% 6% 6% 8%

Never 1% 0% 2% 0% 0% 0%

Table 6: What kind of information would people be willing to allow smart driving systems to record and how worried
would they be about their individual privacy.

5a. Would you allow a smart driving system to record your name and plate number?

5b. Would you allow a smart driving system to record your parking time and place?

5c. Would you allow a smart driving system to record your vehicle speed?

5d. Would you allow a smart driving system to record the information of people who are in your car?

5a. 5b. 5c. 5d.

Asian European Asian | European | Asian | European Asian | European
Yes 57% 68% 58% 74% 84% 74% 15% 28%
No 43% 32% 42% 26% 16% 26% 85% 72%

How worried would you be about your individual privacy in above situation? (Scale: 1-5)

Average value
Sa. Asian 3.23
European 3.08
5b. Asian 3.33
European 3.32
Sc. Asian 2.42
European 2.94
5d. Asian 3.80
European 3.96

In addition, 24 % of the Asian and 10 % of the
European felt it will happen in the near future. Similar
major dispersion was also found in the answers of the
interviews, also shown in Table 5. One major reason for
these differences may be the discovered fact that people
have very different thoughts about what is meant by smart
cars and driving systems. However, this diversity of

results is also in line with the diversity of the results of
another study, where it was inquired what the answerers
think will be the possible schedule for the current Internet
to grow into the IOT and this kind of all-around network
to come to use [13].
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As can be seen from the results presented in
Table 6, most people from Europe are willing to let smart
driving systems to record their name and plate number,
parking time and place, and their vehicle speed. The
percentages of “yes”-answers for these situations where
68 %, 74 % and 74 %, respectively. The people from Asia
were not as willing to get their name and plate number
and the parking time and place recorded, the percentages
of “yes”-answers were 57 % and 58 %, respectively.
However, 84 % of the answerers from Asia were willing
to let their speed be recorded. In this situation (the
recording of the vehicle speed) the average number of
worry (between 1-5) was the lowest: 2.94 for the
European and 2.42 for the Asian answerers. It is notable
that, e.g., the vehicle speed and plate number are already
recorded in many roads all over the world, with or without
the driver willing to give the information. Also, in some
countries and regions, it is possible to get your name from
your car plate number by a single phone call or text
message. According to the results, only 15 % (Asian
answerers) and 28 % (European answerers) were willing
to let the information about the people who are in their car
to be recorded. Thus, there seems to be a strong line of
privacy. In this situation also the average value of worry
(between 1-5) was the highest: 3.80 for the Asian people
and 3.96 for the European people.

4. CONCLUSIONS

Due to technology advancement, even cars and
driving are becoming “smart”. The potential future
applications of smart cars and driving systems are endless.
In this study, the thoughts of 248 people about these
applications were collected from Europe and Asia by
interviews and with an Internet survey. The first finding
was that people have very different thoughts about what
this huge amount of applications, referred as “smart cars
and driving systems” means. It was noticed that the
majority of the answerers would be willing to use smart
cars and driving systems as well as smart parking. In
general, the Asian answerers were found to be more
worried about these new applications than people from
Europe and the reliability of the technology together with
cost were considered as the major worries. People were
found to be quite willing to let their name and plate
number, parking time and place, and vehicle speed to be
recorded by these applications. However, the information
about the people travelling in the car was considered
private. In some cases, a significant difference between
the results from the interviews and the Internet survey was
noticed, which needs to be taken into account in the future
research, when deeper analyses are done.
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Abstract

It is not yet clear how smart home technologies and applications will actually be accepted as part
of our everyday lives. In this research, the thoughts of 248 people about smart homes were col-
lected by interviews and with an Internet survey in Europe and Asia. It was found that people have
very versatile thoughts about what the term “smart home” means in practice and when smart
houses will become part of our daily lives. The Asian answerers can be considered to be slightly
more optimistic about the schedule. The majority of the answerers were found to be interested in
versatile smart home applications and willing to live in a smart house. The cost can be considered
to be their biggest worry and the Asian answerers were found to be more worried about the reli-
ability, practicability, and cost than the answerers from Europe. Also some privacy concerns were
found from both the European and the Asian answerers.

Keywords

Asia, Europe, Internet Survey, Interviews, Personal Perspectives, Smart Homes

1. Introduction

The growth of the Internet of Things (IOT) means more and more daily things and devices connecting each
other and creating a pervasive computing world where they will exchange data and information about the envi-
ronment, while reacting independently to different events, influencing their surroundings, and creating services
with or without human intervention. The IOT has potential applications in all areas of life [1] [2]. Despite the
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fast development of versatile applications, it is not yet clear which of these will actually be accepted as a part of
our daily lives. For example, in a study made in Finland, the IOT and its applications were seen tempting, in
principle, but the necessity of the versatile applications was also questioned by the answerers [3]. During the last
two decades, user acceptance models to reflect people’s willingness to accept new technologies, e.g., smart
products [4], have been developed, tested, refined, extended, and unified. For example, in a study from China,
the authors proposed an IOT acceptance model consisting of several factors: the results showed particularly
strong support for the effects of perceived usefulness, ease of use, enjoyment, and behavioral control, and also of
social influence [5]. Also the results of another study showed that the acceptance of IOT services would be af-
fected by various contradicting factors, such as perceived privacy risks and personal interests. It was also as-
sumed that legislation, data security and transparency of information influence the adaptation [6]. In a yet an-
other study, made in China, it was found that usefulness plays an important role in acceptance of the IOT [7].

One of the most important IOT application areas are smart houses [8]. Smart home, comprising smart devices
and things in the home context, promises enormous possibilities to our future life, e.g., by automation of the
home, housework, or household activities. At the same time, smart homes will probably have their own influ-
ence to change our living habits. Moreover, as home is not just a physical house for people [9], in addition to
technology development, the needs and thoughts of future smart home inhabitants also need to be studied. For
example, a survey focusing on the activities and habits that people do at home that they would not want to be
recorded has been conducted, and bedroom has been found to be the most private place [10]. One of the most
important challenges in convincing users to adopt this kind of all-around network in their home is the protection
of privacy. Concerns over privacy can spread wide, particularly as these wireless systems can track users’ ac-
tions, behaviour and ongoing preferences. Possible privacy problems, however, are not caused by the technology
alone, but primary through activities of people, businesses, and the government [11] [6]. One study exploring
the social barriers to smart home diffusion, including how these vary by expertise, life-stage, and location, high-
lighted the importance of control, security, and cost [12]. The results of another study, analyzing the attitudes of
users towards different types of ambient assisted living services, showed that users were not yet (in 2011) very
familiar with the vision of smart technology at home and reported hesitancy and aloofness towards using such
technologies. Persons with many social contacts and a high interest in technology showed the highest acceptance
for electronic services at home. The results for the different applications were insensitive to gender and age [13].
One major reason for the unenthusiastic acceptance might be the fact that current developments in this sector are
in many parts focusing on technical feasibility, inspired by technical disciplines, leaving the human factor in
these systems fairly under developed. However, at least at the current maturity of technical solutions, the human
perspective should be incorporated into technical designs as soon as possible [14].

The personal thoughts and feelings of people who are potential end users of the IOT and its applications, i.e.,
“ordinary people”, are an important research area. In this research, the thoughts of 248 people from Europe and
Asia were collected by interviews and with an Internet survey. The main focus was to find answers to the fol-
lowing questions:

1) Are the answerers already familiar with smart houses and smart home applications?

2) Do the answerers feel that smart home applications would be useful in their lives?

3) Are there any privacy concerns or concerns about the practicability, cost, or reliability of the technology
used in these applications?

This paper is organized as follows: The introduction section introduces the topic and the goals of this study.
Section 2 presents the performed interviews and the Internet survey, including the information on the answerers
and the presented questions. The collected answers and examples from free comments are presented and dis-
cussed in Section 3. The last section summarizes the results and presents the conclusions of this paper.

2. Interviews and Internet Survey

All the data for this research was collected during June-August 2014. In the first part of this research, 95 people
were interviewed and Table 1 shows more information about the answerers. People of different age, of both
gender and of different occupation were chosen from Europe (50 people, all of them from Finland) and from
Asia (45 people, all of them from Hong Kong and mainland China). Personal interviews took place either at the
answerers working facility or at a neutral, public place. Some of the interviews were done by private e-mails
between the researcher and the answerer. All these interviews thus had more flexibility than an anonymous paper
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Table 1. The answerers of this study.

Internet survey Interviews
Asian European All Asian European All
All 103 50 153 45 50 95
Male 50 26 76 25 29 54
Gender

Female 53 24 77 20 21 41

18-25 74 18 92 30 23 53

26-35 20 25 45 15 13 28

Age 36-45 3 4 7 0 6 6
46 - 55 6 1 7 0 6 6

>55 0 2 2 0 2 2

or Internet survey, as both the researcher and the answerer were able to ask for clarification. However, personal
interviews are quite time-consuming and thus also a more effective method to gather data was needed.

The second part of this study was an Internet survey, where 153 answers were collected, again from people of
different age, of both gender, and of different occupation (also shown in Table 1). There were 50 people from
Europe (from Finland, Sweden, Portugal, Germany, Italy, Bulgaria, Norway, Russia, Slovenia, United Kingdom,
Spain, and France) and 103 from Asia (from mainland China, Hong Kong, Iran, India, Korea, and Afghanistan).

The interviews consisted of the following questions:

1a) Have you heard about smart homes before? (Yes/No)

1b) What have you heard about them? What do you know about smart homes?

1c) Would you be willing to live in a smart home? (Yes/No)

2) What kind of smart home applications are you or your friends/family interested in? (Including a list of ap-
plications)

3) What are your major worries about smart homes, if any? (Including a list of possible worries)

4) When do you think smart homes will become a part of our everyday life?

The Internet survey covers all the questions from the interviews and the following extra question:

5a) Would you allow your smart home to record people’s personal information when they enter the house?
(Yes/No)

5b) Would you allow your smart home to record your movement around the house? (Yes/No)

5¢) Would you allow your smart home to record your house health status? (Yes/No)

5d) Would you allow your smart home to record your personal health status? (Yes/No)

Also: How worried would you be about your individual privacy in above situations 5(a)-5(d)? (Scale: 1 - 5; 1
= not worried at all, 5 = very worried).

3. Results and Discussion

This section introduces and discusses the collected answers. All the examples of the achieved free comments are
presented as direct quotes and their text is italicized.

As can be seen from Table 2, 76% of the Asian and 64% of the European answerers in the interviews were
familiar with smart homes. The percentages were 74% (Asian) and 88% (European) in the Internet survey.
There is a significant difference between the results from the interviews and the Internet survey in the case of the
European answerers. This can be partly explained by the fact that all of the answerers in the interviews were
from Finland, whereas in the Internet survey there were answerers from several European countries. Thus, one
limitation in the use of the interview results of this study is that people from Finland and China are not repre-
sentative enough to reflect the attitudes of European people and Asian people, respectively. However, also the
fact that the answerers of the Internet survey probably are more familiar with new technologies in general may
have affected the results. The percentages of Asian answerers were similar in the interviews and in the Internet
survey also with question 1(c), where 82% (interviews) and 86% (Internet survey) of the Asian answerers were
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Table 2. Answers to questions 1(a) and 1(c) about smart homes.

1(a). Have you heard about smart homes before?

Interviews
Asian European
Yes 76% 64%
No 24% 36%

Internet survey

Asian European
Yes 74% 88%
No 26% 12%

1(c). Would you be willing to live in a smart home?

Interviews
Asian European
Yes 82% 74%
No 18% 26%

Internet survey

Asian European
Yes 86% 92%
No 14% 8%

willing to live in a smart home. Again, there was a difference in the answers from Europe: 74% (interviews) and
92% (Internet survey) were willing to live in a smart home. However, according to these results, in all cases, the
majority of the answerers were willing to live in a smart home.

Following quotes are examples of the versatile comments about what people have heard or what they know
about smart homes: “App fo control everything; automatic AC, lights, heating; sound control for the lights; re-
frigerators can order food automatically; automatically monitor electricity usage; lock home and alarm system;
wireless detector to detect who is in your home; iPad can control the home applications; solar energy roof,
home appliances are connected by the wireless network; automatically tell you what is turned on/off by phone”.

Automatic heating and lightning control were the most often mentioned applications and also automatic fridge
was mentioned several times. Some of the answerers from Finland mentioned smart or automatic sauna. In free
comments, it was stated that modern houses already can have smart hardware installed and thus it should be easy
to implement a smart home. However, it was also commented that integration of such smart applications to ex-
isting houses may be difficult and expensive. In some comments, the whole concept was questioned and it was,
e.g., stated that smart homes are “only things seen in the movies”. Many people also commented that although
they have heard about smart homes, they do not actually know what the smart homes will be like in real life and
what they can expect and demand from the future smart applications at home. Thus, also the results of the ac-
ceptance of the whole smart home concept in this study have to be seen as acceptance of what the answerers
think the future smart homes will be like and what applications they think smart homes will include.

The smart home applications in this study were chosen to be from versatile areas of everyday life. In Table 3,
it is presented what kind of smart home applications the answerers were interested in. Many people chose more
than one application and all of the applications gained some interest. However, in free comments it was, e.g.,
stated that people are “living just fine without these new applications”. These comments are in line with the ear-
lier mentioned results achieved in [3]. As can be seen, a single application cannot be named to be the most
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popular, although, e.g., temperature & humidity control and smart cleaning can be considered to be interesting
ones among all answerers. In the future, it is important to study the opinions and interests of people application
by application and also empirical user studies can be valuable. For example, in one study, a simulation of a
smart fridge was developed and the people’s opinions on smart fridge offering different assistance functions
were studied [15]. In our study, the Asian answerers were more interested in different smart home applications
than the answerers from Europe. It was also noticed that the European Internet survey answerers were not par-
ticularly interested in any of the applications, compared to all other answerers. It is surprising, since 92% of
them answered that they would like to live in a smart home.

The answers to question about the major worries related to smart homes can be seen in Table 4. In general,
the Asian people were more worried than the people from Europe; the percentages are higher in all options (in-
dividual privacy, reliability of technology, practicability, and cost) and the same result was achieved both in the
Internet survey and in the interviews. Also in a previous study about versatile IOT applications, the answerers
from Finland were less worried about the individual privacy in the IOT than the answerers from China [16].
Among the Asian answerers, cost can be named as the biggest worry, although also other percentages were quite
high. In the European interviews (people from Finland), cost was clearly the main worry. However, among the
European answerers of the Internet survey, there is no single major worry.

Table 3. Answers to question 2 about smart homes.

2. What kind of smart home applications are you or your friends/family interested in?

Interviews Internet survey

Asian European Asian European
Security control 56% 40% 44% 14%
Temperature & humidity control 49% 52% 65% 11%
Smart lighting 51% 36% 69% 10%
Home entertainment system 38% 26% 57% 11%
Yard management system 31% 14% 39% 4%
Smart cleaning 53% 50% 75% 11%
Senior nursing system 53% 26% 60% 7%
Childcare system 42% 20% 74% 7%
Disabled nursing system 40% 12% 29% 2%
Energy management system 47% 40% 69% 11%
Window & curtain control system 22% 18% 56% 8%
Pets feeding system 7% 16% 33% 5%

Table 4. Answers to question 3 about smart homes.

3. What are your major worries about smart homes, if any?

Interviews Internet survey
Asian European Asian European
Yourindividualprivacy 56% 38% 37% 30%
Reliability of technology 49% 28% 55% 27%
Practicability 53% 6% 53% 15%
Cost 62% 54% 61% 26%

Other 2% 2% 2% 2%
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As can be seen from Table 5, people have very different thoughts about the possible schedule of smart homes
coming to everyday use. For example, in the Internet survey, 42% of the answerers thought it would happen
during following 5 - 10 years and 29% of the Asian and 38% of the European answerers felt that it will take 11 -
20 years. In addition, 21% of the Asian and 8% of the European felt it will happen in the near future. In general,
the Asian answerers can be considered to be slightly more optimistic about the schedule. None of the answerers
felt that this would never happen. Similar major dispersion was also found in the answers of the interviews, also
shown in Table 5. One major reason for these differences may be the found fact that people have very different
thoughts about what is meant by smart homes coming to everyday life and even what is meant by smart home.
However, this diversity of results is also in line with the diversity of the results of another study (published
2013), where it was inquired what the answerers think will be the possible schedule for the current Internet to
grow into the IOT and this kind of all-around network to come to use [16].

The privacy concerns of future smart technology users are an important research area. For example, in one
study, the reputation of the retailer and acceptance of RFID-based information services was investigated. Results
showed that people are moderately privacy aware and that their privacy awareness is negatively related to their
acceptance of the service. Also, a group of “extreme rejecters” that hold highly negative attitudes and signifi-
cantly bias group means were found [17]. Also in our study, when the answerers were asked to give a number
for their amount of worry about their individual privacy in different scenarios, the whole scale from 1 to 5 was
used by the answerers. For our study, we chose 4 different scenarios (5(a) - 5(d)) and chose to present the aver-
age number of worry for each group (see Table 6). In an earlier study about people’s worries related to their in-
dividual privacy, among different IOT applications, the applications related to personal health were considered
the least worrying ones and the applications related to personal finances were found to be the most worrying
ones [16].

It can be seen from Table 6 that about half of all the Asian answerers and 32% of the European answerers
would allow a smart home to record people’s personal information when they enter the house. The average
number of worry in this situation was 3.55 for the Asian and 3.72 for the European answerers. Only 31% of the
Asian would allow the house to record their movement around the house, whereas the percentage for European
answerers was 60%. There was also a difference in the average value of worry in this question; the average
value of worry (between 1 - 5) was 3.65 for the Asian and 3.14 for the European answerers. Almost all of the
answerers would allow their smart home to record the house health status and the average numbers of worry
were also quite low in this case for both Asian and European answerers; 2.35 and 2.22, respectively. Also, 83%
of the Asian and 78% of the European answerers would allow their own personal health status to be monitored
by their house. The average number of worry for Asian and European answerers was 2.79 and 3.18, respectively.
Thus, people were quite willing to let their smart home to record information about their own health and the
health of the house but not so willing to let people’s personal information or their movement around the house to
be recorded.

4. Conclusions

The personal thoughts and feelings of people who are potential end users of the IOT and its applications, i.e.,
“ordinary people” offer important information for people working to develop the IOT and its applications, e.g.,

Table 5. Answers to question 4 about smart homes.

4. When do you think smart homes will become a part of our everyday life?

Interviews Internet survey
Asian European Asian European
In the near future 24% 18% 21% 8%
During 5 - 10 years 36% 26% 42% 42%
During 11 - 20 years 29% 36% 29% 38%
Morethan 20 years 11% 20% 8% 12%
Never 0% 0% 0% 0%
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Table 6. Answers to question 5 about smart homes.

5(a). Would you allow your smart home to record people’s personal information when they enter the house?
5(b). Would you allow your smart home to record your movement around the house?

5(c). Would you allow your smart home to record your house health status?

5(d). Would you allow your smart home to record your personal health status for your safety and health?

Yes No
Asian 47% 53%
5(a)
European 32% 68%
Asian 31% 69%
S(b)
European 60% 40%
Asian 95% 5%
5(0)
European 94% 6%
Asian 83% 17%
5(d)
European 78% 22%
How worried would you be about your individual privacy in above situation?
Average value
Asian 3.55
5(a)
European 3.72
Asian 3.65
5(b)
European 3.14
Asian 235
5(c)
European 2.22
Asian 2.79
5(d)
European 3.18

smart home applications. In this research, the thoughts of people about different aspects of smart homes were
collected. It was found that majority of the answerers were somehow familiar with smart homes and also willing
to live in a smart house. However, people were found to have different thoughts about what is actually meant by
smart homes and they also had different thoughts about the possible schedule of smart homes coming to every-
day use. The Asian answerers can be considered to be slightly more optimistic about the schedule than the an-
swerers from Europe. People were found to be interested in versatile smart home applications and cost can be
considered to be the biggest worry. In general, the Asian people were more worried about the reliability, practi-
cability, and cost than the people from Europe. Also some concerns about the individual privacy were found
both from Europe and Asia, related to a smart home recording the habits, movement, and information of the in-
habitants. In future research, it is also important to study the smart home environment application by application,
not just the whole wide concept.
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ABSTRACT

The goal of this research was to study how people feel about sharing personal information on social networks.
The research was done by interviews; S0 people were interviewed, mostly from mainland China, Hong Kong,
and Finland. This paper presents the included 12 questions and discusses the collected answers. It was discov-
ered, e.g., that 38 out of the 50 answerers use social media every day and share versatile personal information on
the Internet. Half of the answerers also share information about other people on the Internet. It was also discov-
ered that compared to male answerers, the female answerers were more active in sharing information about
other people. There was a significant variety in opinions: what should be the age limit for sharing personal in-
formation online, while 22 out of the 50 answerers felt that there is no need for an age limit at all. According to
the answers, only a few people use social media for making new friends. Instead, an important reason for using
social media is that their existing friends are using. An interesting finding was that the answerers see the Internet
as a part of the real world; the privacy that you have on the Internet is the privacy that you have in the real world.
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1. Introduction service provider; e.g., IP (Internet Protocol) address, used
browser, time of connection, and other visited profiles.
This information can also allow the service provider to
customize its services on the basis of the secondary data
collected. Available information can be used to create a
digital footprint of any user using social media services
[2-4].

While sharing information is the main purpose of so-
cial media, privacy is the major concern; it has been
noted that some people aren’t concerned about security

New social media applications are constantly booming.
The trend of always increasing number of users who
share multimedia content with real or virtual friends was
highlighted in a study that measured the consumer usage,
attitude, and interest in adopting social media platforms.
It was conducted in 29 countries and involved 17,000
individuals [1]. With the even growing popularity and
usage of online social media services, people now have
accounts (sometimes several) on multiple and diverse

services.

The personal information commonly shared on social
media includes, e.g., personal identifiers (name, birth
date, photos), contact information (email and physical
addresses, telephone numbers), social links (friends, in-
terests), and online activities (search history, games).
Besides the information that the user knowingly discloses,
the use of the network itself reveals information to the
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and privacy on social media sites, although one of their
main reasons for using such sites is to share information
[5,6]. Also, most users click to accept privacy notices
and consent declarations without reading or understand-
ing them [7]. However, the data collected in social net-
working services tend to last, with the added risk of be-
ing linked in diverse ways. This combination of disclo-
sure, storage, and linkage is the core of the privacy prob-
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lem. Thus, one important issue related to these different
social media applications is the data aggregation (com-
bining seemingly non-sensitive separate bits of informa-
tion may well reveal additional, possibly sensitive, in-
formation). Similar effect can occur when data collected
for one purpose are used for a different purpose without
the person’s approval [8,9].

Individual privacy in social media is an active research
area. For example, a study that investigated American,
Chinese, and Indian social networking site users’ privacy
attitudes and practices, based on 924 responses, found
the American respondents to be the most privacy con-
cerned, followed by the Chinese and Indians, respective-
ly [10]. In a study, where opinions on individual privacy
were collected from 22 people working with different
aspects of research and development of the Internet of
Things (IOT) in China and Finland, individual privacy
problems existing today were stated. In general, the ans-
werers from Finland were less worried about the indi-
vidual privacy in different IOT applications than the
answerers from China [11]. In a yet another study,
French and Chinese social network service users did
possess significantly different privacy belief and trust.
Specifically, French users were found to be more con-
cerned about their privacy while using the Internet and
they felt less comfortable in giving personal info [12].
Also, in one study, individuals using Facebook and
MySpace expressed similar levels of concern regarding
Internet privacy. Facebook users were more trusting of
the site and its members, and more willing to include
identifying information in their profile. However, MyS-
pace users were more active in the development of new
relationships. It was concluded that the interaction of
trust and privacy concern in social networking sites is not
yet understood to a sufficient degree to allow accurate
modeling of behavior and activity [13].

Also, the behavior and thoughts of active users of so-
cial media, the teenagers, have been studied. Teens share
a wide range of information about themselves on social
media sites; also the sites themselves are designed to
encourage the sharing of information and the expansion
of networks. However, few teens have a fully public ap-
proach to social media. Instead, they take a selection of
steps to restrict and prune their profiles, and their pat-
terns of reputation management on social media vary
greatly according to their gender and network size; girls
are more likely than boys to restrict access to their pro-
files. These are among the key findings of a survey of
802 teens, which examined their privacy management on
social media sites [14]. In addition, according to a survey
of 802 parents and their teenage children, most parents of
teenagers are concerned about what their teenage child-
ren do online and how their behavior could be monitored
by others. Some parents are taking steps to observe, dis-
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cuss, and check up on their children’s digital footprints
[15]. In a yet another study, it was found out that students
are more likely to have a private profile in social media if
their friends and roommates also have. In addition,
women are more likely to have private profiles than men,
and having a private profile is associated with a higher
level of online activity [16]. A gender gap when it comes
to the way male and female social media users choose to
manage their profiles was also found in another study
[17]. According to findings of this study, women are
much more conservative in the basic settings they choose
in social media; 67% of female profile owners restrict
access to friends only compared with 48% of male pro-
file owners.

In this study, “social media” refers to social network-
ing sites, like Google+, Facebook, and LinkedIn, as well
as to information- and media-sharing sites, like Twitter
and Instagram. This work shares some similar objects to
the studies above. The goal is to gather the thoughts that
people have about sharing their own personal informa-
tion, as well as sharing personal information about other
people in social media. It has been stated that what really
haunts people is typically user-generated content, i.e.,
information that people themselves, their friends, and
other social media users upload to social media websites
[7]. It has also been stated that privacy problems are not
caused by the technology alone, but primary through
activities of people, businesses, and governments [18].

2. Survey

For this research, 50 people from Asia (38 people) and
Europe (12 people) were interviewed. Most of the ans-
werers were from mainland China, Hong Kong, and Fin-
land, but there were also individual answerers from Sin-
gapore, Ireland, and Russia. People of different age and
of both gender (see Table 1), were interviewed. Personal
interviews were conducted by an associate of the re-
searcher, and they took place at a neutral, public place.
Some of the interviews were done by private e-mails
between the researcher and the answerer, and some of the
answers were collected with an Internet questionnaire.
This study consists of 12 questions that are listed in Ta-
ble 2.

3. Results and Discussion
Question 1 wanted to know how often the answerers use

Table 1. Genders, age groups, and nationalities of the ans-
werers in this study.

Gender Age  group Nationality
All M F <20 20-30 30-40 50-60 Asian European
50 31 19 3 40 6 1 38 12
SN
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Table 2. Questions of the study.

1. How often do you visit social networking websites?
. <1 day per week

. 1 to 3 days per week

. 4 to 6 days per week

. Everyday

2. Why are you using these?

. Because your friends are using

. Because it is an easy way to get new information

. Because you want to share something interesting with others
. Because you want to make new friends

. Because it is easy to keep contact with friends abroad

. Because it can closer the relationship between people

. Because you want to record important things in your life
. Other

3. What personal information do you share on the Internet?

. Photo

. Name

. Age

. Gender

. Nationality

. Birthday

. Relationship status
. Home address

. Mobile number

. E-mail address

. Workplace

. Education background

. Other

4. Who has access to your information?
. Your family members

. Your boyfriend/girlfriend/spouse
. Your friends

. Your colleagues

. Anyone

. Other

5. What are your considerations before you share some information?
. Importance of information

. Safeness of website

. Necessity of sharing

. Number of possible viewers

. Identity of possible viewers

. Possible consequences of sharing
. Other

6. Do you share information about other people on the Internet? Yes/No
7. Do you ask for permission before sharing the information? Yes/No
8. Why/Why not?
9. Do you think there should be an age limit for people to share their information on the Internet? If yes, what is the appropriate age?
. <10 years old
. 10 - 13 years old
. 14 - 17 years old
. 18 - 21 years old
. >21 years old
. No age limit required
10. Informational privacy is the right of an individual to exercise control over the collection, use, disclosure, and retention of his
or her personal information. Do you think there are differences between privacy on the Internet and privacy in the real world? Yes/No
11. If yes, what are the differences?/If no, why?
12. How much do you think a person can currently affect his/her own individual privacy on the Internet? Scale = 1 - 5, where
1 = A person can completely control his/her own individual privacy, 5 = A person has no control over his/her own individual privacy
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social networking websites. The answers can be seen in
Table 3. According to these results, 38 answerers out of
the total 50 use social media every day. Only 4 answerers
use social media less that 1 day a week. These numbers
can also be supported by a study published at the begin-
ning of 2012, where it was found out that two-thirds of
online adults have a profile on a social networking site
[17].

The possible reasons for their use of social media were
asked in Question 2, and the answers can be seen in Table
4. Two of the most popular reasons were “because your
friends are using” (42 answerers out of the total 50) and
“because it is an easy way to get new information”
(41/50). Many of the answerers gave more than one rea-
son. Quite surprisingly, only 4 people answered their
reason for the use of social media to be making new
friends. There were 3 answerers who had some other
reason for their use and one of them explained the reason
to be “work-related”. Nowadays many people have a
“work profile” on social media and this profile may be
totally separated from their real-life friends. It can also
be assumed that different social media sites are used for
different reasons. This was also discussed in a study
where a comparative analysis showed that Facebook is
about having fun and knowing about the social activities
occurring in one’s social network, whereas instant mes-
saging is geared more toward relationship maintenance
and development [19].

In Question 3, it was asked what personal information
the answerers are willing to share on the Internet. These

results can be found from Table 5. As natural, name
(45/50) and photo (42/50) were the most shared pieces of
information. It should be noted, however, that many
people have to share their photo, name, mobile number,
and e-mail address on the Internet because of their work.
However, 32 people out of the total 50 also share their
birthday on the Internet, which probably is not needed
for work. The natural next things to ask in Question 4,
was who has access to that shared information. These
results can be seen in Table 6. Only 9 out of the total 50
answerers allow anyone to see their information. These
answerers probably include people who have to share
something because of their work. This result is in line
with the results achieved in [14]. Only 24 and 21 ans-
wered their family and spouse, respectively, to have
access to their information, whereas 43 out of the total 50
answered that their friends are allowed to see their in-
formation. Some people probably count their spouse and
family into their “Internet-friends”. However, not every-
body just wants to share the same information with their
family and with their friends.

In Question 5, the possible considerations before shar-
ing personal information on the Internet were asked. The
importance of the information (31 answerers out of the
total 50) and the necessity of sharing (27/50) were the
most often mentioned considerations. Instead, the num-
ber (12/50) and identity (17/50) of the possible viewers
were the least mentioned considerations. Again, many
people gave more than one answer. These results are
presented in Table 7.

Table 3. Answers to Question 1; How often do you visit social networking websites (How many days a week)?

AIIN=50 Male N =31 Female N=19 Asian N =38 European N =12

<1 day 4 2 2 1 3

1 - 3 days 2 1 1 0 2

4 - 6 days 6 5 1 5 1

Every day 38 23 15 32 6

Table 4. Answers to Question 2; Why are you using these?
AIIN=50 MaleN=31 FemaleN=19 Asian N=38 EuropeanN =12

Because your friends are using 42 25 17 34 8
Because it is an easy way to get new information 41 24 17 33 8
Because you want to share something interesting with others 21 11 10 16 5
Because you want to make new friends 4 3 1 3 1
Because it is easy to keep contact with friends abroad 27 16 11 23 4
Because it can closer the relationship between people 18 10 8 14 4
Because you want to record important things in your life 14 4 10 11 3
Other 3 2 1 0 3
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Table 5. Answers to Question 3; What personal information do you share on the Internet?

AlIN =50 Male N =31 Female N =19 Asian N =38 European N =12

Photo 42 24 18 32 10

Name 45 28 17 33 12

Age 23 14 9 18 5

Gender 39 22 17 33 6

Nationality 27 16 11 19 8

Birthday 32 16 16 26 6

Relationship status 14 9 5 10 4

Home address 2 2 0 1 1

Mobile number 4 3 1 2 2

E-mail address 23 14 9 20 3

Workplace 12 7 5 6 6

Education background 25 14 11 17 8

Other 1 1 0 1 0

Table 6. Answers to Question 4; Who has access to your information?
AlIN =50 Male N =31 Female N =19 Asian N =38 European N =12

Family 24 17 7 20 4
Spouse 21 13 8 17 4
Friends 43 27 16 35 8
Colleagues 22 14 8 17 5
Anyone 9 5 4 5 4
Other 2 1 1 1 1

Table 7. Answers to Question 5; What are your considerations before you share some information?

AlIN=50 Male N =31 Female N =19 Asian N =38 European N =12
Importance of information 31 22 9 26 5
Safeness of website 24 15 9 17 7
Necessity of sharing 27 16 11 20 7
Number of possible viewers 12 6 6 10 2
Identity of possible viewers 17 11 6 13 4
Possible consequences of sharing 20 13 7 12 8
Other 0 0 0 0 0

In Question 6, it was asked if the answerers share in-
formation about other people on the Internet. The an-
swers are shown in Table 8. According to these results,
about half of the answerers (26 answerers out of the total
50) do share information about other people. It can be
seen that among the male answerers, there are less people
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(12/31) who share information about other people than
among the female answerers (14/19). In Question 7,
more information was asked from those who do share
information about other people, particularly, do the ans-
werers ask for permission before sharing the information.
These answers can be seen in Table 9. As can be seen,
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out of the total 26 answerers, who share information
about other people, 18 say that they also ask for permis-
sion before sharing. It can also be seen that male answer-
ers (10/12) ask for permission more often than female
answerers (8/14). These are interesting findings as in
earlier studies, e.g., [14,16,17] it has been found out that
compared to male users, female social media users are
more concerned about the privacy of, at least, their own
profile. In Question 8, it was asked Why/Why not do the
answerers ask for permission before sharing information
about other people. Examples of the most common given
answers are presented in Table 10. The main reasons for

not sharing were, as one can expect, courtesy and respect
to other people’s privacy. On the other hand, in other
answers, it was stated many times that there is no need to
ask for permission before sharing information about oth-
er people. It was also mentioned that the shared informa-
tion is nothing important and that is why the people will
not mind the sharing.

In Question 9, it was asked if there should be an age
limit for people to share their information on the Internet.
The results can be seen in Table 11. Almost half of the
answerers (22 answerers out of the total 50) felt that
there is no need for an age limit and 5 answerers felt that

Table 8. Answers to Question 6; Do you share information about other people through the Internet?

AlIN =50 Male N =31 Female N =19 Asian N =38 European N =12
Yes 26 12 14 19 7
No 24 19 5 19 5

Table 9. Answers to Question 7; Do you ask for permission before sharing the information?

AlIN =26 Male N=12 Female N = 14 Asian N=19 European N =7
Yes 18 10 8 13 5
No 8 2 6 6 2
Table 10. Question 8; Why/Why not?

YES

. “May contain sensitive information”

. “To respect my friends and protect their privacy to some extent”

. “A basic courtesy is to respect the privacy of others”

. “It’s their privacy and the rights remain with them.”

. “Respect”

. “Privacy”

. “Public image matters.”

. “If T would share, I would ask, naturally.”

NO

. “No need. If it’s too bad, I won’t.”

. “They know what I do.”

. “If they don’t like they will del tag.”

. “I think they won’t feel bad for the sharing.”
. “Just small things, not important!”
. “Because I think the information will not affect the person in a bad way. For example I will share a photo which is my friend

and I stay together and do something together. It is somehow like information that sharing what my friend and I has done. Some
photo will be eliminated instead of uploaded such as a naked photo of my friend.”

. “It seems not necessary to ask for permission.”

. “They didn’t ask for.”
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the age limit should be under 10 years. However, there
were also 11 answerers who felt that the age limit should
be over 18 years. Thus, there is a significant variety in
opinions. Currently the age limit in many social net-
working sites is 13 years. However, in many social net-
working websites the age verification systems can be
passed solely by the children lying about their age.

In Question 10, it was asked if the answerers feel that
there are differences between privacy on the Internet and
privacy in the real world. The answers can be found from
Table 12. More information about the possible differ-
ences was asked next, in Question 11, and the examples
of the most common given answers are presented in
Table 13. Out of the total 50 answerers, 26 felt that there
is a difference. In many answers it was stated that it is
easier to share information on the Internet and also easier
to find information about other people from the internet.
Thus, it is easier to keep your privacy in the real world.
However, one interesting point was noticed; many of the
answerers feel that the Internet is part of the real world,
“just another different platform of social network only”.
This is natural for the younger people, since they have
never known a world without the Internet or mobile
phones. Thus, the privacy that you have on the Internet is
the privacy that you have in the real world.

Question 12 asked how much do the answerers think a
person can currently affect his/her own individual priva-
cy on the Internet; scale = 1 - 5, where 1 = A person can
completely control his/her own individual privacy and 5
= A person has no control over his/her own individual
privacy. These answers are presented in Table 14. None
of the answerers felt that a person can completely control
his/her own individual privacy. In addition, 5 of the 50
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answerers felt that a person currently has no control over
his/her individual privacy on the Internet. The average
value of all the answers was 3.3. The same question was
part of a study done in Finland, where the average value
of all the answers among 22 people (11 Finnish people
working with different aspects of IOT development and
11 ordinary Finnish people) was 2.6 [20]. In a yet anoth-
er study, where 22 people working with different aspects
of IOT development were interviewed in Finland and in
China with the same question, it was found out that the
answerers from Finland were less worried about the indi-
vidual privacy on the Internet than the answerers from
China [11]. Unfortunately, the same kind of comparison
cannot be done in this study, as there are significantly
different amounts of answerers from different countries.

4. Conclusion

In this study, thoughts about sharing personal informa-
tion on online social networks were collected by inter-
views. The interviewees were mostly from mainland
China, Hong Kong, and Finland. Most of the answerers
use social media every day and share versatile personal
information on the Internet. However, only a few ans-
werers use social media for making new friends. Instead,
they use social media because also their existing friends
are using. Other findings of this study include that about
half of the answerers also share information about other
people through the Internet. Some of them do not feel the
need to ask for permission before sharing, but most of
them feel that courtesy and respect of privacy require
them to ask for permission. It was also found out that
female answerers were more active than male answerers
in sharing information about other people. In addition,

Table 11. Answers to Question 9; Do you think there should be an age limit for people to share their information through the

Internet? If yes, what is the appropriate age?

AIIN =50 Male N =31 Female N =19 Asian N =38 European N =12
<10 5 3 1 3 1
10-13 4 2 2 2 2
14-17 8 4 4 5 3
18-21 11 5 6 7 4
>21 0 0 0 0 0
No 22 17 5 21 1

Table 12. Answers to Question 10; Do you think there are differences between privacy on the Internet and privacy in the real

world?
AIIN=50 Male N =31 Female N =19 Asian N =38 European N =12
Yes 26 15 11 19 7
No 22 14 8 17 5
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Table 13. Answers to Question 11; If yes, what are the differences?/If no, why?

YES

“People are more willing to share due to the anonymity on the Internet.”

“We are more alert about our privacy in real world than on the Internet.”

“In real world, we will give our personal information to someone mainly through applying something such as jobs or a school etc.
Nowadays, Hong Kong already has a law that the company or firm cannot use people individual information without that people’s
permission. In internet, we will give our personal information to someone mainly through our own sharing such a sharing in Facebook
r twitter. But in internet, there is nearly no way stopping others to use or watch your individual information as there is no law to restrict
people. Moreover the technology of stealing other people information is easy through internet. So in internet, we cannot really control

our privacy indeed.”

. “In the real world there is no easy access to people’s information unless it is disclosed to you by the person themselves or others.

On the Internet other people can easily search others up.”

. “We can use incorrect information without monitoring on the Internet.”

. “In reality, privacy is easier to protect.”

. “Cause they are in different platform.”

. “Information privacy is the same thing in both world but the right is more difficult to protect in cyber world.”
. “There is easier access to information through Internet.”

. “People have no idea what they do on the Internet.”

NO

. “People should get same privacy no matter where they are.”

. “Internet also is in the real world, it seem so different but just another different platform of social network only.”
o “The content of information is more or less the same.”

. “All are about my privacy no matter it is on the Internet or real world.

I think we should not divide into two categories because they all deserve our attention to protect it.”

. “Both ways involve the chance of disclosing others info so they’re more or less the same. So if there’s any very personal
and confidential info about others, we should respect others and ask for permission before disclosing it.”

. “Internet is a part of real world.”

. “Your information should always be limited to people you want to share it with, no matter where it is.”

Table 14. Answers to Question 12; How much do you think a person can currently affect his/her own individual privacy on

the Internet? Scale =1 - 5.

AIIN =50 Male N =31 Female N =19 Asian N =38 European N =12
1 0 0 0 0 0
2 5 3 2 3 2
3 26 19 7 19 7
4 13 6 7 12 1
5 5 3 2 4 1

there was a significant variety in opinions if there should
be an age limit for sharing personal information online;
almost half of the answerers felt that there is no need for
an age limit, whereas many felt that the age limit should
be over 18 years. One thing that was discovered is that
many of the answerers felt that the Internet is a part of the
real world. Thus, the privacy that you have on the Inter-
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net is the privacy that you have in the real world.
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Abstract

The goal of this study was to gather the thoughts people have about sharing photos of children
online. The work was done by gathering a literature review, studying 29 Internet forum discussions
(in English and Finnish), and by personal interviews of 50 people (from Asia and Europe). Eight
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1. Introduction

Today's young parents are the first generation to raise kids in the age of social media. The trend of
continuously increasing number of users sharing multimedia content was highlighted in a study that
measured the consumer usage, attitude, and interest in adopting social media platforms (Smith,
2008). People today have accounts (sometimes several) on versatile social media applications and
new applications are constantly booming. Commonly shared personal information includes, e.g.,
personal identifiers, contact information, social links, and online activities. For example, posting
original photos and videos online has increased significantly in the past year; half of wired users
post original photos online (Duggan, 2013). Besides the information the user knowingly discloses,
the use of the service itself reveals information to the service provider; e.g., IP (Internet Protocol)
address, used browser, time of connection, and other visited profiles. The service provider can thus
customize its services on the base of the secondary data collected. Available information can be
used to create a digital footprint of the user (Malhotra et al., 2012; ENISA, 2007; Campisi et al.,
2009).

While sharing (personal) information is the main purpose of online social networks, privacy is the
major concern. It has been studied that some people aren’t concerned about the security and privacy
on social media applications, although their main reason for using such applications is to share
information (Miller and Voas, 2012; Baracaldo et al., 2011). Correspondingly, most users click to
accept privacy notices and consent declarations without understanding or even reading them
(Determann, 2012). Nevertheless, the data collected in online social networking applications tends
to stay online, with the added risk of being linked in diverse ways. Thus, one important issue related
to these different social media applications is the data aggregation (joining seemingly non-sensitive
separate bits of information may well reveal additional information). Similar effect can occur when
data collected for one purpose is used for a different purpose without the person's approval or even
knowledge (Krishnamurthy, 2013; Solove, 2007). An interesting survey on social networks' privacy
leaks and the potential hazards for users are presented in (Michalopoulos et al., 2010).

Virtual life and online individual privacy are active research areas worldwide. For example, a study
that investigated American, Chinese, and Indian users of social networking applications and studied
their privacy attitudes and practices, found the American respondents to be the most privacy
concerned, followed by the Chinese and Indians, respectively (Yang et al., 2011). In another study,
where opinions on individual privacy were collected from people working with different aspects of
the Internet of Things (IOT) in China and Finland, the answerers from Finland were less worried
about the individual privacy in different IOT applications than the answerers from China (Virkki
and Chen, 2013). In a yet another study, it was found that French and Chinese online social
networking users possessed significantly different privacy belief and trust. Specifically, French
users were found to be more concerned about their privacy in the Internet and they felt less
comfortable in giving personal info (Chen and Tsoi, 2011). Also, in one study, individuals using
Facebook and MySpace expressed similar levels of concern regarding the Internet privacy.
However, Facebook users were more trusting of the site and its members, and more willing
to include identifying information in their profile. On the other hand, MySpace users were more
active in the development of new relationships. It was concluded that the interaction of trust and
privacy concern in social networking applications was not yet understood to a sufficient
degree to allow accurate modeling of behavior and activity (Dwyer et al., 2007). In a more recent
study, an interesting literature review (Kuss and Griffiths, 2011), with thought-provoking references
like (Wilson et al., 2010; Kirschner and Karpinski, 2010; Barker, 2009), it was indicated that
extraverts seem to use social networking sites for social enhancement, whereas introverts use them
for social compensation, which in both cases appears to be related to greater usage, as does low



conscientiousness and high narcissism. Negative correlates of usage include the shrinkage in real
life social community participation and academic achievement, each of which may be indicative of
potential addiction. Thus, virtual life and online individual privacy are important and challenging
research topics.

Also, an interesting research area, the virtual lives of active users of social media applications, the
teenagers, has been under study. Teens share a wide range of information about themselves on
social media sites but few teens have a fully public approach to social media. Instead, they take a
selection of steps to restrict their profiles, and their patterns of reputation management on social
media vary greatly according to their gender and network size; girls are more likely than boys to
restrict access to their profiles. These are among the key findings of a recent survey that examined
teenagers’ privacy management on social media applications (Madden et al., 2013). In addition,
according to another survey, most parents of teenagers are concerned about what their teenage
children do online and how their behavior could be monitored by others. Some parents are taking
steps to observe, discuss, and check up on their children’s digital footprints (Madden et al., 2012).
In a yet another study, it was found out that students are more likely to have a private profile in
social media if their friends and roommates also have. In addition, women are more likely to have
private profiles than men. Also, having a private profile is associated with a higher level of online
activity (Lewis et al., 2008). A gender gap when it comes to the way male and female social media
users choose to manage their profiles was also found in another study (Madden, 2012). According
to findings of this study, women are much more conservative in the basic settings they choose in
social media; 67 percent of female profile owners restrict access to friends only compared with 48
percent of male profile owners.

What haunts people and their privacy is typically user-generated content, i.e., information that
people themselves, their friends, and other social media users upload online (Determann, 2012). It
has also been stated that privacy problems are not caused by the technology alone, but primary
through activities of people, businesses, and governments (Solove, 2006). According to one study,
11 percent of online social networking users have posted online content they regret (Madden, 2012).
In another study, it was discovered that 8 percent have requested someone to remove information
about them that was posted online, including photos or videos (Madden and Smith, 2010).

Thus, social media applications have collected a great amount of data and are today also functioning
as tools for computational social science. Online social networking has made available a rich and
versatile dataset covering large sections of the population (Oboler et al., 2012). This work shares
some similar objects to the studies above. The goal is to gather the thoughts people have about
sharing photos of children online. The work was done by gathering a literature review, by studying
29 Internet forum discussions, and by 50 personal interviews. The work presented here is organized
as follows: After this literature survey, the Internet forum survey and the conducted interviews will
be introduced. The third section presents and discusses the gathered results, while the last section
provides the conclusions of this study.

2. Internet forum survey and interviews

2.1 Internet forum survey

For this survey, 29 Internet discussions handling the topic of sharing photos of children online were
studied; 11 discussions were in English and 18 were in Finnish. Many of the discussions took place

in discussion forums that were related to parenting, but the topic was also discussed, e.g., in
comments of online magazine articles and blogs. The oldest discussion was started in March 2007



and the newest in October 2013. There were all together 1857 studied messages. The survey was
divided into two main topics:

1. How do the answerers feel about sharing photos of children online?
2. What are the main viewpoints presented in these discussions?

2.2. Interviews

For this research, 50 people from Asia (38 people) and Europe (12 people) were interviewed. Most
of the answerers were from mainland China, Hong Kong, and Finland, but there were also
individual answerers from Singapore, Ireland, and Russia. People of different age and of both
gender (See Table 1), were interviewed.

Some of the interviews were done as personal interviews that were conducted by an associate of the
researcher, some were done by private e-mails between the researcher and the answerer, and some
of the answers were collected with an Internet questionnaire. Some of the results of this interview
study were published in our previous paper (Chan and Virkki, 2013) but it also includes interesting
unpublished information, e.g., answers to the following two questions:

1. Do you share information about other people through the Internet?
e Yes/No
2. Whose information do you think you can share without asking for permission?
Your children
Your other family members
Your boyfriend / girlfriend / spouse
Your friends
Your colleagues
Anyone
Others, who?

Table 1. Gender, age group, and nationality of the answerers in this study.

Gender Age group Nationality
All| M | F [<20{20-30| 30-40 [ 50-60 | Asian | European
503119 3 40 6 1 38 12

3. Results and discussion
3.1 Internet forum survey results

The first studied topic, how do people feel about sharing photos of children online, showed clearly
three main opinion groups: those who say they share photos of their children online; those who say
they share photos of their children online, but mention this to be only to limited people; and those
who say they do not share photos of their children online. All messages (out of the 1857 studied
messages) that clearly stated an opinion were selected and these opinions can be seen in Table 2. As
can be seen, 61 percent of the answerers share photos of their children online. However, 34 percent
of the answerers share only to limited people. Thus, they seem to trust the privacy settings of the
online applications. It should be noted that also some of the answerers who stated that they share
photos online (27 percent of the answerers) may have limited the access to friends only; they just
did not mention it.



Table 2. How people feel about sharing photos of children online.

Percent Opinion

27 % | Share photos of children online

34 % | Share photos of children online, but only to limited people

39 % | Do not share photos of children online

The polarized public debate about whether or not privacy can be dismissed as a leftover in the
information age was previously introduced in an interesting study (Madden, 2012). Basically, some
people think that if people are willing to share versatile personal information about their lives on
social networking applications, they must have abandoned any realistic expectation of privacy.
Some researchers have suggested that online social network users are uniquely unconcerned about
privacy; continuous use of social media without any major negative experiences may lessen their
concerns about sharing information. However, some people say that the users still care about their
privacy online but those sensitivities have been influenced by technology companies that can profit
from availability of personal information. Also, users may be more open with what they share
because they don’t completely understand how their data is stored and used. Just because people
want to post some information publicly online does not mean they quietly gave up all control over
the information they want to share (Madden, 2012). This ongoing debate is supported by the
findings of our Internet forum survey; in these 29 studied Internet discussions, eight main
viewpoints for sharing photos of children online were discovered, and they are listed next.

1. It is OK if only photos where the child cannot be identified are shared.
e Shared photos are taken so that the face cannot be identified or the child is so young that
identification is not possible.
e No full name of the child is given online with the photo.

2. It is OK if no photos that can be harmful to the child are shared.
e No bath photos or beach photos are shared.

3. It is OK if the photos are only available to a limited amount of people.
e Photos can be shared if they are only shared to a certain group of people.
e “Aslong as you click that only friends can see your photos, you're safe.”

4. It is not safe even if the photos are only available to a limited amount of people.
e This kind of privacy is not real and although shared only with limited access to them, these
photos will not necessary stay private because other people can share them forward.
e Some social media applications, for example Facebook, own the uploaded photos.
e The privacy settings and rules in social media applications can change.

5. It is not an issue.
e [f someone sees photos of a child, it will cause no damage to the child.
e Children are outside all the time (parks, shops, beaches) and anyone can see them, sharing a
photo online is nothing different.
o “Istill don't see the problem with someone knowing what you or your kids look like.”

6. It is an issue.
e [t is parents” responsibility to protect the privacy of their children.
e Everybody, also minors, should be able to decide themselves if they want their photos to be
shared online.



7. Other people sharing photos online can be an issue
e Other relatives of the children can share photos; parents should be able to decide the rules to
this, but some people do not listen to the parents.

8. It is part of the modern world
e Today's young parents are first generation to raise kids in age of social media. In the internet
age, privacy is just less important to people.
e “The world is changing, get used to it!”

3.2 Interview results

According to results from the interviews, half of the answerers (26 answerers out of the total 50)
share information about other people online. What is notable is that 14 out of the 19 female
answerers (74 percent) say that they share information about other people, compared to 12 out of
the 31 male answerers (39 percent). These results can be seen in Table 3.

As can be seen from Table 4, there is also a difference among female and male answerers in
question “Whose information do you think you can share without asking for permission?”” Out of
the all answerers, 42 percent feel that they cannot share information about other people without
permission and the percentages for male and female answerers are 48 percentages and 32,
respectively. Actually, the percentage of female answerers to share information of certain people
group without permission is bigger than that of male answerers for every people group. These are
interesting findings, as in earlier studies, e.g., (Lewis et al., 2008) and (Madden, 2012) it has been
found that compared to male users, female social media users are more concerned about the privacy
of, at least, their own profile. According to our results, 36 percent of the answerers feel that they can
share information about their friends online, without asking for permission. However, only 14
percent of the answerers feel that they can share information about their children online, without
asking for permission. There is again a notable difference among male and female answerer
percentages (10 percent and 21 percent, respectively, think they can share information about
children without permission). This clear difference between genders definitely is a topic for our
further research.

The result of only 14 percent of the answerers feeling they can share information about their
children online without permission is not in line with the results achieved in the Internet forum
survey, where 27 percent of the answerers share photos of their children online and 34 percent of
the answerers share photos of their children online, but only to limited people. One reason may be
that many people share photos of children who are too young to be able to give permission and thus
no permission is asked. Also, many people probably think they actually are the ones to give the
permission for sharing photos their children, as one writer in an Internet discussion stated: “Parents
can decide as they are responsible for other decisions too”.

Table 3. Answers to “Do you share information about other people through the
Internet?”

All Male Female
N=50 N=31 N=19
Yes 26 12 14
No 24 19 5




Table 4. Answers to “Whose information do you think you can share without asking
for permission?”

All | Male | Female
N=50|N=31| N=19
Your children 14%]10% | 21 %
Your other family members 20% | 16 % | 26 %
Your boyfriend / girlfriend / spouse | 20 % | 19 % | 21 %

Your friends 36% (32% | 42%
Your colleagues 14%|10% | 21 %
Anyone 0% | 0% | 0%
Other 0% | 0% 0 %
None of these 42 % |48 % | 32 %

4. Conclusions

Online information sharing has become a mainstream activity. Consequently, the public debate
about privacy has been spreading. This study started with a literature survey in order to give an
understanding on the magnitude of the topic. The thoughts people have about sharing photos of
children online were gathered from different countries by Internet forum survey and personal
interviews. It was discovered that while some parents think it is OK to share photos of children,
some think it is OK if they can only be accessed by selected people (34 percent of the messages in
this study), while others (39 percent of the messages in this study) feel it is not OK, no matter what
the circumstances are. In the Internet forums, eight main viewpoints for sharing photos of children
online were discovered that also supported the findings of earlier studies. Furthermore, in the
personal interviews, it was found that compared to the male answerers, the female answerers are
more active in sharing information about other people online, and also feel freer to share the
information without asking for permission.
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