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ABSTRACT

The Internet of Things (IOT) is the extension of the Internet to the next lexghbringing the Internet to the real
physical world of things. In this research, 22 people working with different aspects of IOT development were inter-
viewed in Finland and in China, in order to investigate their thoughts and personal opinions on the IOT and the indi-
vidual privacy in the IOT. This paper presents the backgtai the 10T, interviews and collected answers, as well as
highlights of collected free comments.

Keywords: China; Finland|ndividual Privacy; Internet of Things; Interviews

1. Introduction retail applications including e.g. payment processing
based on location or duration in public transport allow
customers to pay in department stores without using a
fash desk, only by walking out with the products that

The Internet of Things (ID) means connecting things
and devices in order to create an omnipresent computin

world. Things wil exphange Qata and information a.bOUthave electronic tags, and advices in the point of sale ac-
the enwronm.ent, wh!le reacting z_autonomously 0 d|ffgr- cording to customer habitsreferences, presence of aller-
ent events, influencing the environment, and creatlnggiC components, or expiring dates. The 10T has many
services with or without human intervention. The IOT is potential applications in catastrophic prevention, for ex-

th%‘s _the Extensmn of thﬁ Interlner: tq thle nelxt l?\";" ample, detection and warning of forest fires and earth-
bringing the Internet to the real physical world of things. 3k and monitoring of vibrations and material condi-

Possible applications of the IOT are versatile and somg,ng i pyildings and bridges. In addition, smart cities

examples are presented next. _ and intelligent transportatioare examples of potential
Health-related applicatiorisclude e.g. assistance and ¢,iyre |OT applications [1].

monitoring of conditions of patients inside hospitals and  Tne term Olnternet of ThingsO was coined by Kevin
old people at home. For example, a tiny, wearable devicshton, executive director ahe Auto-ID Center, in

that can detect a personOs vital signs and send an alerjigog. pifferent definitions for the IOT have appeared

a healthcare professionalafcertain threshold is reached ang the term was evolving as the technology and imple-
or if a person has fallen dm. Also, when an accident mentation of the ideas move forward. A number of coun-
occurs, the victimOs mediqalirnals are automatically  tries or districts have realized the importance of the 10T
made available to the ambutas to ensure that optimal in the recovery of economic growth and sustainability.
treatment can be provided. Electronic tags can be used 'Wmongst them, the European Union (EU), the United
drugs and drug boxes can carry information on advers&tates, and China are prominent examples. Academia has
effects and optimal dosage, monitor the use, inform they relatively long history ofOT research. The 10T re-
pharmacist when new supply is needed, know incomsearch in China has a st support from the govern-
patible drugs, and prevent overdoses. The IOT also offerment. Several research institutes have been, and currently
many applications to home-environment, for exampleare, involved in far-reaching, government-supported,
energy and water supply consumption monitoring inprojects. In Europe, the acadie research work in the
houses to save cost and resources, remotely armed hort@®T has been largely performed in different EU-funded
security system, control of temperature gauges, switchingeventh Programme Framework (FP7) projects. To better
appliances on and off, controlling lightning, etc. Possibleutilize the research achievements and to provide a place

Copyright © 2013 SciRes. AIT



22 J. VIRKKI, L. Q. CHEN

to shae expertise, in 2009, the European Research Clus2. Interviews

ter on the Internet of Things was founded. The industriaIFOr this research, 22 people working with the research
activities in the IOT started around the same time as thg development’of the 10T, e.g. with wireless compo-

academia, though the corresypling products were Very ponio/qevices, wireless systems, Internet protocols, and

sparse the first several years [2]. Thus, a wide range gfqpije communications were interviewed. People of dif-
research and application projects have been set up in difgrent age (the average age of the answerers was 28, the
ferent application areas, ttiechnical aspects of the fu- youngest answerer was 20 years old and the oldest an-
ture Internet are widely studied, and a lot of developmentyerer was 48 years old), of both gender (genders of the
work is done [2-5]. answerers can be seenTable 1), and from different
One of the most important challenges in convincingorganizations (researchers different universities in
users to adopt this kind of all-around network is the pro-Finland and China, workers @ompanies on the field,
tection of privacy [6-9]. Concerns over privacy can spreadand participants of an imeational conference) were
wide, particularly as wirelss systems can track usersOchosen from Finland (11 people) and from China (11
actions, behaviour and ongoing preferences. Invisiblepeople).
and constant data exchange between things and people,Personal interviews were conducted by an associate of
and between things and other things, will occur unknowrthe researcher, and they toplace either at the answer-
to the owners and originators of such data. The sheeers working facility or at a naral, public place. Some of
scale and capacity of the new technologies will magnifythe interviews were done by private e-mails between the
this problem and source suspect [10]. Privacy problemstesearcher and the answeréil these interviews thus
nevertheless, are not caused by the technology alone, ba@d more flexibility than only an anonymous paper sur-
primary through activities of people, businesses, and th&€y as both the researcher and the answerer were able to
government [11]. ask for clarification. This study had 5 questions and a
Several interesting survey studies have already beeRossibility for free comments. The idea of this_ research
conducted. The results from @mpirical study with 92 Was not only to compare ghanswers from China and
subjects indicated that thecaptance of 10T services is oM Finland, but also to gather more versatile answers
influenced by various contradicting factors, such as perPY making interviews in two very different countries.
ceived privacy risks and personal interests. It was alsG2Uestions are listed next. ,
assumed that legislation, dagacurity and transparency Question 1:_H0W much_do. you thmlg a person can cur-
of information influence the adoption behavior [12]. Also,ren,t)Iy affect_hls/her own individual privacy in the Inter-
a survey with 475 subjects, focusing on the activities andﬁet._ScaIe =1-5, where : o
. 1 = A person can completely control his/her individual
habits that people do at home that they would not want to . .
be recorded, was conducted, and bedroom was found t%nvacy, . o
T ! : ) 5 = A person has no control over his/her individual
be the most private place [13} study that investigated privacy.
Amerigan, Chinese, and Indian social networking site Question 2: How worried are you about individual
usersO privacy attitudes .and practices, based on 924 E?rivacy in the following Internet/IOT applications?
sponses, found the American respohdents to be the most gegle = 1 - 5, where 1 = Not worried at all, 5 = Very
privacy concerned, followed e Chinese and Indians, \yorried.
respectively [14]. x Personal health-related djgptions (e.g. your medi-
While our work shares many similar objects to the  ¢a| conditions, drugs, treatments);

work above, we focus only on the personal perspectives, personal finances-related applications (e.g. your ac-
of the people who are working with different aspects of  count and credit information);

the development of the 10T, in two very different coun- x Personal purchases-related applications (e.g. what did
tries, in different parts of the world. In this research, you buy, from where, how much did you spend);
people working with 10T research and development werex Personal communication-related applications (e.g. what
interviewed in Finland (EU member) and in China, in  did you communicate, when, with whom);

order to investigate their personal feelings about the

Internet and the individual privacy in the Internet today Table 1. Gender and natiomlity of the answerers.

and in the future. In this study, the individual privacy

. - _ China Finland All
refers to the evolving relationship between the technol-

. . . . Female 7 6 13
ogy and the legal right to, or public expectation of, pri-
vacy in the collection and sharing of data about oneOs self. Male 4 5 o
This definition is used for both the Internet and the 10T. Al 11 11 22
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x Personal tracking-related applications (e.g. where are/ 14
were you). o 12 [ ] Fin.land, 10 years ||
Question 3: Do you believe that the current Internet & 10 [ChiE. 10 Feas
will grow into the 10T and tis kind of all-around net- % 8
work will come to use? What will be the schedule? -
X In the near future; E
x During the following 10 years; E =
x During the following 20 years; = 2 M
X Longer than 20 years; 0 . . . —
x Never. Answer 1 2 3 . =

Question 4: If you think that the current Internet will
grow into the 10T in the future, do you feel that the use
of at least some 10T applications will be mandatory so
that it is very hard to stay out?

Figure 2. Results from Question 5. Opinions on how much
people can affect their individual privacy in the Internet
after 10 years.

x Yes; years will not significantly affect how they can control
x No; their individual privacy inthe Internet. Some answerers
x 1 donOt know. from Finland believe for a negative change, whereas

Question 5: How much do you think a person can af-some of the answerers fro@hina believe that they
fect his/fher own individual privacy in the Internet/IOT might have even better control of their privacy in the
after 10 years from now?8le = 1 - 5, where 1 = A per- |nternet after 10 years. This probably because a lot of
son can completely control his/her individual privacy, 5 work is currently done to improve the individual privacy
= A person has no control over his/her individual pri- jn the Internet and also tiesvareness of people is rising.

vacy. This was also seen in free comments from both countries:
i i New technologymuststrengthen rather than under-

Questions 1 and 5 dealt with the opinions and feelings on @Jsersshouldbe able to monitor and control the se-
how much people can currently and after 10 years affecgurity and privacy settingsof all the devicesthat they
their own individual privacy in the Internet. Results can OWn someservicesshould be accessiblein an anony-
be seen iFigures 1and2, respectively. As can be seen, mousway, while others shoud require an explicit au-
the answerers from Finlanare currently less worried thenticationor authorizationof theuserO .

about the individual privacy ithe Internet than the an-  Itis also probable that achieving this kind of high level
swerers from China. This is an unexpected result, sincédividual privacy may first require some bad experi-
traditionally Finland is more of an individualistic society €NCes:

and thus values individual privacy, where as China is ~Nowadaysalertnessof privacy issuesand identity
more of a collective societgince the explanation to this theftpossibilitiesare increasing regrettably for themost
result cannot be found from this survey, more research igart by badpracticeO

definitely needed. Accordingo these answers, people  Of wewantto makegooduseof it (theOT), we must
from both countries believe that moving from the tradi- Makesomestrict policy to managethe useof it. O

tional Internet towards the 10T during the following 10 ~ Question 2 inquired how worried the answerers are
about individual privacy in different Internet/IOT appli-

14 cations. The application areas were chosen to be versatile
o, 12 W Finland, cumently | areas from everyday life. Results from China and Finland
g 10 m China, currently can be seen iRigures 3 and4, respectively. In China,
Z personal finances related applications were clearly the
8 8 ones that the answerers were most worried about. Salary
= B and other aspects of personal finances are seen very pri-
3 4 vate information in China artie future Internet applica-
% tions must not affect this. Applications related to per-
=z 2 i sonal health were the least worrying ones and also the

0 . ; . T

one and only lowest level of concern (1 = not worried at
Answer 1 2 3 4 5 all) answer was nominated for this question. According
Figure 1. Results from Question 1. Opinions on how much 0 frée comments from China, many applications were

people can currently affect their individual privacy in the ~ S€en tempting, but safety must first be ensured. Also, it
Internet. was questioned if the cost of applications in many areas

Copyright © 2013 SciRes. AIT
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Number of answers

Figure 3. Results from Questin 2. Opinions on individual
privacy in different Internet/l OT applications in China.
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Figure 4. Results from Questin 2. Opinions on individual
privacy in different Internet/l OT applications in Finland.

will be too high.

Qnsuring the individual privacy is obviouslythe key
pointof popularizingthe |IOT.O

CBeeingt asa possibilityfor newapplicationsbutalso
alot of work mustbe doneto safelyimplementhemO

QuUntil the devices and services will becomeboth
cheapand safe | will not let this kind of applications
(homeautomation entermylife.O

Q want all my informationto be available to anyone
who needsit whentheytake care of me | also think fu-
ture applicationscan improvethe privacy in the health-
careO

Thus, the effects of carefully designed and secured
IOT applications to individual privacy in the future can
also be positive. One important issue related to these
different applications is the data aggregation (combining
seemingly non-sensitive separate bits of information may
well reveal additional, possibly sensitive, information)
[15]. Similar effect can occur when data collected for one
purpose is used for a different purpose without the per-
sonOs approval. This was also made known in free com-
ments:

GGiving a small pieceof information there and some-
thing small somewherelsedoesnot seenmbad, but what
if somebodycombinesall informatior? And will 1 even
knowaboutthat?Q

In Question 3, it was inquired what the answerers
think will be the possible schedule for the current Inter-
net to grow into the IOT and this kind of all-around net-
work to come to use, if it will come to use. The answers
to this question can be seenhigure 5. According to
these results, 41% of the saverers felt that this will
happen during the following 10 years, 36% during the
following 20 years, and 14% that it will take longer than
20 years. In addition, 9% of the answerers (all from
Finland) felt that this growing into 10T will never hap-
pen. None of the answererdtfthat this will happen in
the near future. In free comments, the IOT was seen
tempting but challenging. Also the necessity of versatile
IOT applications was questioned in free comments.

Q aminterestedn living in world with IOT.O

Again, unexpected results were achieved in this part, @t is usefu) butit is difficult.O

when the answerers from Famd were significantly less

QAre ordinary peoplewilling to payfor all thesegreat

worried than the answerers from China. For example, irgpplicationsthat are invente®0O

China, there were more than one nominations for the |n Question 4, it was asked if the answerers feel that
highest concern (5 = very worried) for all applications, the use of at least some 10T applications will be manda-
whereas in Finland there were only two nominations fortory in the future, so that it is very hard to stay out. The
the highest concern at abipth in personal communica- answers from China and Finland can be sedtigure 6.

tion related applications. Am China, applications re-

lated to personal health were the least worrying ones als 18

in Finland. It was stated iftlee comments #t in health- . 8 1 @ China, N=11 |—|
care, the most important thing is that all the vital infor- 2 £ B [ Finland, N=11—]
mation is available when needed. The future of the public€ 5 o ol [EAIL N=22
healthcare is currently a hot topic in the Finnish media® 4 S = _

and thus also opposite opinions, pointing important is—é 2 i — “;E;E [

sues, were presented in freemments. For example, in 2 (1) . 5353f 153ff|””H553
one comment from Finland, Was stated that there al- Inthe near During  During  Longer  Never
ready are individual privacy problems related to personal future  following following  than 20

health. 10 years 20years  years

Orhereis notenoughcontrol, who cantruly viewyour  rigre 5. Results from Questior3. Opinions on the possible

healthyrecordsas the casesof misusein publicity indi-
cateO
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schedule for the current Internet to grow into 10T and this
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[ China, N=11
M Finland, N=11
D All, N=22

Number of answers

]

No

(1]

Yes | dont’t know

Figure 6. Results from Questiord. Opinions on if the use of
at least some IOT applications will be mandatory in the
future.

(2]

In China, 55% of the answerers felt that the 10T will be (3]
mandatory in some way. People in Finland were more
concerted and all 1answerers felt thahe IOT will be [4]
mandatory in some way. It was also mentioned that the
use of the Internet is already mandatory when living in
Finland and thus this will also be the case in the future
with the IOT. Also some feklg of helplessness was seen [5]
in free comments. Thus, unlike the people in Finland,
some people in China feel that it is still possible to live
without the Internet in China and this may also be possi-
ble in the future.

Quiving without Internet is already impossible in
Finland!O

Ot is also a matter of control. For example | am not
comfortablethat anyonecan track my personalcontact
details from my car® licensenumberand | cannotdo

[6]

; [7]
muchaboutit.O (in Finland)
4. Conclusion
In this study, 22 people working with different aspects of[8]

research and development tbe 10T were interviewed

in Finland and in China, related to the IOT and the indi-
vidual privacy in the IOT. This paper presents and dis-
cusses the collected answersl dighlights of free com-
ments. We feel that this research study brings a new pefe]
spective to this interesting research area. Most of the
answerers believed that we were heading towards the
IOT and in the future it would be mandatory to be part of
it somehow. According to answers, many future applica-
tions were seen tempting, but they contained great riskLlO]
and thus individual privacy must first be ensured. Also
individual privacy problems today were stated. In general,
the answerers from Finlanglere less worried about the [17]
individual privacy in the IOT than the answerers from
China. This was an unexpected result and the reasons for
this definitely required more research work. Next step ig[12]
also to compare these aresw with answers collected
from normal people. This future research also has to in-
volve significantly more answerers in order to achieve[13]

Copyright © 2013 SciRes.
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more meaningful results.
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ABSTRACT

This paper starts with a literature survey that introdubespossibilities of wearable electronics (WE) in different
health-care and childcare applications. Next, 24 personal interviews and an Internet forum survey were conducted in
Finland about the use of WE in the applications mentioned above. According to the results, heogeople feel posi-

tive about clothes used for wireless identification purposes in healthcare and childcare, but when more information
about the person is added that can be wirelessly read, the feelings become ntowe. 1B=yeeral important points to
consider before implementatioh WE for healthcare and childcazavironments were brought up.

Keywords: Childcae; Finland; Healthcare; Inddual Privacy Wearable Electronics

1. Introduction ward [8], body-worn tags for the continuous tracking of
human movements in a conventional room [9], and a

One important part of the development of the future liv- . : . .
. i . system to detect life-threatening changes of daily active-
ing environment is the development of wearable elec-

tronics (WE) [1,2 Recently, many innovative products ties of older people [10] have been presented. In the fu-

have appeared and expations about the potential of ture, the importance of telemedicine and home-nursing is
WE are high. The history of WE is summarized in [3]. expected to grow. The adjusént of the healthcare sys-

— tems to the increasing number of elderly and patients
Important application areas can be found e.g. from health-". o ; :

. with chronic diseases is omné the biggest challenges to
care [4,5] and childcare.

This study focuses on WE used in healthcare an(}he European Union, including Finland, V\_/here this sur-
. . . . vey was done, and the future of the public healthcare is
childcare environments. It includes a literature survey,

personal interviews in Finland, and an Internet forumCurrently a hot topic in t Finnish media. There are

survey in Finnish Internet forums. After this introduction many opportunmes to help elders live alone in their
. S homes with the help of WE. For example, a system has
to the literature survey, the second section introduces th

interviews andhe Internet forum survey. The results are been proposed that is installed in footwear for location

presented and discussed in the third section. The last setcrf’l cking and in gloves for activity monitoring [11], as

: . : well as an RFID-based fall detection monitoring system
tion summarizes the resulééd presents the conclusions ; .
of this paper. that includes a dual-bandFID module, placed into a

pair of slippers [12]. WE allows the body status to be
1.1. WE in Healthcare monitored by devices that measure heart or brain activity,
blood pressure, body temperature, or other body func-
In healthcare applications, Wian be used e.g. in patient tions [13]. For example, the realization of wireless oxy-
monitoring, positioning, and identification in hospitals gen saturation and heart rate system for patient monitor-
[6]. For example, a wireless sensor network (WSN)-ing [14], a scheme for monitoring the patientOs tempera-
based indoor location system to support the nursing staffure, heartbeat, and press{it&], and a wearable health
[7], a radiofrequency identification (RFID) system to system for non-invasive dnwireless monitoring of
track and identify patients in a childrenOs critical careghysiological signals [16] have been introduced. Free-
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dom of movement achieved by WE is especially impor-corded, the bedroom was found to be the most private
tant in home nursing [17]. Thus, another application forplace [27]. The willingness of @ér adults to share health
WE is in the recovery of patients after an operation; in-or activity data with oneOs doctor or family members and
stead of being hospitalized for recovery monitoring, theconcerns about privacy or security of monitoring has also
patients can be discharged to return home sooner. In adbeen measured [28]. A high proportion (over 72%) of
dition to reducing the cost of the operation, home-nursingparticipants reported acceptance of in-home and com-
can increase the patientOs physical activity, and thus algater monitoring and willingness to have data shared

speed up recovery. with their doctor or familymembers. However, a major-
ity (60%) reported concernslated to privacy or security;
1.2. WE in Childcare these concerns increased aftee year of participation.

In childcare applications, WE could automate the chil-!:Indlngs suggesF that involvement in thls unobtrusive
) . in-home monitoring study may have raised awareness

dren security and safety and thus provide help to NUrSeSbout the potential privacy risks of technology. Elderl

[18]. A single cloth can keep the information of a child . P P Y 9y y

. . . individuals, who were still living independently, were
(e.g. name, age, kindergartgroup, allergies, etc.) easily : . .
: sked to discuss their perceptions and concerns towards
achieved for the nurses. In one proposed system, RFI

. . . . e likelihood of using a W$-based healthcare system
tags were embedded in the children uniforms in order toIn their home [29]. The findings in this study indicate

automate the children security supervision and to prOVid?hat independence is highly valued by elderly people and
integration with the current security management system

for the kindergarten [19]. Another study proposed a sys-.hence any system or technp logy that can prolong that
tem solution based on RFID to be deployed in schoolsIndependence tends to be highly regarded. Thus, for ex-

. i : -ample the privacy of WSN health data might not be as
The system registers arrival and departure times of pupils . . :
and sends that information to parents via SMS and/o'rmp(.)r.tamt as .typ|callly 9on5|dered. Also, according to the
e-mail [20]. In Finland, all children under seven years oldgte:gL]C'ngi Itr;nieS(I)Tltlr?; Stuiybftuin:gsﬁgsltr? ur?]giis_ted
have the right to have daycare organized by municipali- 9 P cep

ties either on a full-time or part-time basis. Compulsorytorlng and the devices to make the system work [30]. In a

. . : study, where opinions on individual privacy were col-
education starts in the year when a child becomes seven ; . )
: . . ected from China and Finldn the Internet of Things
years of age and in the previous year the child can par-

ticipate in pre-primary edudan in a pre-primary school applications related to personal health were the least
P pre-p y pre-p y " worrying ones among all applications [31]. It was stated,

1.3. Individual Privacy and WE that in health_care_, the most important thing is th{:lt all the
vital information is available when needed. This work
One of the most important challenges in convincing usershares some similar objects the studies above. The
to adopt WE is the protection of privacy. Informational goal is to gather information on ordinary peopleOs thoughts
privacy is the right of an glividual to exercise control about WE in healthcare drchildcare in Finland.
over the collection, use, disclosure, and retention of his
or her personal information. Concerns over privacy car?. Interviews and Internet Forum Survey
spread wide, particularly asireless systems can track
usersO actions, behavior, and on-going preferences [
22]. It makes the adoption of a ubiquitous healthcare oifn this work, 24 Finnish people of different age were
childcare system deterred [23]. It has been stated, interviewed (genders and ages of the answerers can be
however, that privacy problems are not caused by thaeen inTable 1). The personal interviews were con-
technology alone, but primary through activities of peo-ducted by an associate of the researcher, and they took
ple, businesses, and governments [25]. place either at the answerererking facility, home, or at
Several interesting surveys have already been cona neutral, public place. Some of the interviews were done
ducted. According to one study, using an iPod jacket ady private (e-)mails betweethe researcher and the an-
the test item, the most important adoption factors areswerers. All these interviews thus had more flexibility
convenience and compatibility, and the least importanthan only a paper survey as both the researcher and the
are perceived social prestige and observability [26]. Itanswerer were able to ask fdarification. In this study,
was mentioned, that this finding might not be intuitive, the individual privacy refers to the evolving relationship
considering that potential consumers of this kind of WEbetween the technology and the legal right to, or public
are thought to be greatly influenced by external forcesexpectation of, privacy in #éhcollection and sharing of
such as peer pressure, trenaisd perceived social pres- data about oneOs self. The interview had the following
tige. In a survey focusing on the activities and habits thatjuestions and a chance for free comments.
people do at home, which they would not want to be re- 1) Would you be willing to wear hospital clothes that.

2%.1. Interviews
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Table 1. Genders and ages of the interviewees. Table 2. The results (percentages for answers OyesO and
OnoO) from the situations 1A, 1B, 3A, and 3B.
female male
yes/no 1A 1B 3A 3B
minimum age 29 28
female (%) Yes 75 50 83 8
average age 36 38 (N=9) (N=6) (N=10) (N=1)
No 25 50 17 92
maximum age 52 61 (N=3) (N=6) (N=2) (N=11)
o e (%)  Yes 83 33 83 50
number of interviewees 12 12 male (%) (N=10) (N=4) (N=10) (N=86)
No 17 67 17 50
. . (N=2) (N=8) (N=2) (N=6)
1A) Would allow wireless reading of your name and | (% Ves 79 42 83 29
patient number for those taking part into your care? all (%) (N=19) (N=10) (N=20) (N=7)
(Yes/No) No 21 58 17 n

(N=5) (N=14) (N=4) (N=17)

1B) In addition to wireless reading of your name and

patlgnt number, quld allow wireless read'r‘g of y‘?“r Table 3. The average values of results how worried would
medical and medication records for those taking part intQne interviewees beabout the individual privacy in situa-

your care? (Yes/No) tions 1A, 1B, 3A, and 3B, scale 1 - 5.
2) How worried would you be about your individual
privacy in situations 1A and 1B? (Scale = 1 - 5, where 1 1A B 3A 3B
= not worried at all, 5 = very worried) average value 2.25 3.38 1.67 3.42
3) Would you be willing to let your child wear clothes
in kindergarten that. Answe
3A) would allow the nurseso wirelessly read the 1 =2 =3 =4 =5
child®s name and kindergarten group? (Yes/No) g 20
3B) In addition to the childOs name and kindergarter 3 15
: c 15
group, would allow the nurses to wirelessly read other <
information, such as age, allergies, legal guardian, or :‘:’ 10 10
contact information of guardians? (Yes/No) 3 6 6
4) How worried would you be about your childOs indi- § 5 44 L,
vidual privacy in situations 3A and 3B? (Scale = 1 - 5, o of los
where 1 = not worried at all, 5 = very worried) 1A, 3A
Situation

2.2. Internet Forum Survey
] ] . Figure 1. The results how worried would the interviewees
The second part of this wokkas a survey of discussions be about the individual privacy in situations 1A, 1B, 3A,

on different Internet forums. Discussions on WE wereand 3B, scale 1 - 5.

started in May 2013, on 7 Finnish Internet forums, where

people are able to discuss anonymously. Three of the According to our results, 79% of the interviewees
forums were focused on discussions on parenthood an#ould be willing to wear hospital clothes that would al-
children, two of the forums were science forums, onelow wireless reading of their name and patient number
was a forum concentrated on electronics, and one fo(Situation 1A). If, in addition of wireless reading of the
media and information techngjg. In the message start- name and patient number, the hospital clothes would
ing the discussion, the potential of WE in healthcare andllow wireless reading of medical and medication records
childcare was introduced and thoughts of such topic weréSituation 1B), only 42% would be willing to wear the
asked. The goal was to collect a general idea of feelingslothes. In free comments, WE hospitals were mostly

and highlight some of the presented thoughts. considered useful, especialiy hospitals with a lot of
patients and a great turnover, as such clothes may pre-
3. Results and Discussion vent mix-ups of patients. However, it was strongly

pointed out that the use of this kind of clothes should be
voluntary or there would have to be a good reason for it.
The results (percentages for answers OyesO and Orb®jas specified that availability of medical records is
from the questions 1A, 1B, 3A, and 3B can be seen irgood but they cannot be available for inappropriate peo-
Table 2 The results for how worried would the inter- ple, not even for those working in that hospital.

viewees be about the individual privacy in these different As can be seen ihable 3, on scale 1 - 5, the average
situations can be seenTiable 3andFigure 1. values for the worry about individual privacy in situa-

3.1. Results from Interviews
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tions 1A and 1B were 2.25 and 3.38, respectively. Thusyas also brought up that such applications already exist;
as natural, when more information on the user of theparticularly tracers for children were mentioned. On the
clothes is available, the worry about the individual pri- contrary, in one conversation it was stated that WE will
vacy is stronger. However, in neither situation, the worrynever become a part of everyday life. Reasons for this
cannot be considered extremely strong (scale 1 - 5). were, e.g., the fact that peephant to change clothes all

It is shown inTable 2, that 83% of the interviewees the time and all clothes would need to have the same
would be willing to let their child wear clothes in kin- information stored in them. Also, it was stated that no
dergarten that would allow the nurses to wirelessly reaclectronic component can mitor who actually eats the
the child®s name and kindergarten group (Situation 3Ajlelivered drugs. In addition, WE in healthcare were
If, in addition to the childOs name and kindergarten groufound to be the sad futurerection mainly because there
the clothes would allow the nurses to wirelessly reads not enough staff working in hospitals.
other information, such as egallergies, legal guardian,  Also, the mixing of clothes (e.g. of patients in the
contact information of guardians (Situation 3B), only same room) must be prevented, as it was mentioned in
29% would be willing to let their child wear the clothes. one conversation. This may also cause care in a kinder-
In situation 3B, there was a notable difference betweemyarten, where clothes get easily mixed-up. Thus, instead
women and men; only 8% of the answers from womerof preventing mix-ups, WE could cause them. The ef-
were positive, compared to 50% from m&he suitabil-  fects of continuous washing and bending on electronics
ity of WE for children was questioned in many ways in were considered. This is reasonable, since the reliability
free comments. It was mentioned, that if children are ablef wearable components, e.g. in hospitals, is essential.
to rip an electronic component from the clothes, they |t was also discussed that some people may not be
may eat it, which may cause a serious danger. It was alsgilling to wear clothes witrelectronics, as is currently
pointed out, that with children, it is essential that thethe case with safety wristbands. It was also pointed out
Caregivers should know all children in person. Since thl&hat clothes could be taken off. ThUS, for examp|e a
is not always possible, this kind of wearable safety wagockable band was considered to be more suitable if
seen to be one kind of solution. monitoring is mandatory for some reason. In addition,

As can be seen ifiable 3, on scale 1 - 5, the average the problems with drawing the limits were mentioned; at
numbers for the worry about individual privacy in situa- what point we can start to monitor a demented person
tions 3A and 3B were 1.67 and 3.42, respectively. Thuswithout him/her knowing and how young/old child can
WE that allow the name and kindergarten group to bejecide if not to wear clbes with electronics. In one
wirelessly read were not found to be a threat for individ-conversation, the use of cunteelectronicdevices, e.g.
ual privacy of the child. Tére were no free comments mobile phones, to be utilized in such healthcare applica-
related to individual privacy of WE in kindergartens, but tions was also considered. Current mobile devices al-
according to the result 3.42 (snale 1 - 5) from situation ready have many of the needed features. In many cases,
3B, at least some worrying issues were considered whegxisting mobile devices could be used instead of WE.
more information was available for wireless reading.

Due to the small amount of the interviewees, this sur4. Conclusions
vey does not offer statistical data for conclusions. How- . . —

. . . : Many innovative applications of WE have appeared re-

ever, this paper gives a starting point for research on this h A
. . X . . cently and expectations about the possibilities are great.
important topic by gathering different perspectives for

WE in healthcare and childcare. Future research will in—.WE have an important application area in the healthcare

- . . industry and also a great potential for applications in
volve significantly more answerers in order to achieve, . ! . .
: kindergarten and primary school environments. This pa-
more meaningful results.

per offers information on ordinary peopleOs thoughts to
those developing wearable electronic applications and
those working with the individual privacy in the future
The first thing that was natd when starting conversa- wireless world. It introduces a literature survey about the
tions on different Internet forums was that it is hard topossibilities of WE in healthcare and childcare. In addi-
start conversation on WE, as the topic did not enjoy aion, 24 personal interviews and an Internet forum survey
great interest. 2 of the 7 started conversations got no amwere conducted about these applications in Finland.
swers at all. However, in &f them, interesting thoughts According to the results, mosf the people feel posi-
were presented. tive about clothes used for wireless identification pur-
In most of the started conversations, the idea of usingposes. However, when more information is added which
WE in hospitals and kindergartens, as long as it is donean be wirelessly read, the feelings become more nega-
with the personOs own permission, was seen promising.tlve. In general, the use &¥E in hospitals and kinder-

3.2. Results from Internet Forum Survey

Copyright © 2013 SciRes. ETSN
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gartens, as long as it is me with personOs own permis-

sion, was seen promising. Several important points to
consider were brought up in free comments and in thg11]
Internet forum survey, e.g., related to the safety of chil-

dren, individual privacy of people, practical issues to

consider when embedding electronics to clothes, and usa-
bility of already existing mobile devices for such future [12

applications.
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Abstract

The innovative development of Wearable Electronics (WE) is creating exciting opportunities for
application across many industries. Two sectors with high potential are healthcare and childcare.
However, it is in these two sectors where the challenges of privacy are presumed to be of the
highest. In order to ascertain the personal views of people about potential privacy problems in WE
application in these two sectors, interviews with questionnaires were conducted in two different
countries: Finland and the United Kingdom (UK). The results indicated that the majority of people
in both countries are positive about the use of WE in healthcare and childcare environments.
However, when more information is added to be read wirelessly, the attitudes become more nega-
tive. In general, the application of WE is more favorable in the UK and the reason as to the differ-
ence will make for interesting further research. Several interesting viewpoints and concerns were
presented in the interviews. It can be concluded that the implementation of WE in these two sec-
tors will require the collaboration of work on several areas and the development of versatile user
studies.

Keywords

Childcare; Healthcare; Privacy; Wearable Electronics

1. Introduction

Given the importance of addressing ways to provide efficient care for the elderly, children, and people with
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chronic diseases, researchers have started to explore technological solutions to enhance healthcare and social
care provision whilst complementing existing services | 1]. Within the childcare sector, there is a need to imple-
ment systems that monitor the children and automate the safety and security procedures. However, within the
healthcare sector, there is a requirement to develop systems which go beyond the identification and monitoring
of patients and also include the collection of important data in order to implement preventive care, allow prompt
diagnosis of acute complications, and promote understanding of how (pharmacological) therapy is improving
patients’ parameters [2].

To address the growing needs of the healthcare and childcare sectors, a new generation of clothing and other
wearables are being developed, which are able to sense, communicate data, and harvest energy in a nonintrusive
way [3] [4]. These innovations fall under the area of Wearable Electronics (WE). The characteristic of ubiquit-
ous monitoring and the wide range of versatile manufacturing methods (screen printing [5] [6], sewing machine
and embroidery [7]-[9], copper meshes, conducting textiles, and ribbons [2] [10]-[13], and spraying using con-
ductive paint [ 12]) has led to high expectations in regard to the potential of WE applications.

Although there are significant benefits in WE applications, the area also has challenges, as illustrated in Table 1.
One area that is not addressed, and is of vast importance, is the perception of the people who the technology will
be applied. There have been a lot of concerns from the public in regard to wireless sensor technologies but there
has not been an investigation into the perceptions of people in regard to WE, particularly in important sectors
such as the healthcare and childcare sectors.

This paper explores the personal perspectives of people in reference to WE application in the healthcare and
childcare sectors. The research is conducted in both Finland and the UK in order to explore if there is a differ-
ence between the two countries. The paper is set out as follows. In section 2, there is a literature review of WE
with a focus of its application in the healthcare and childcare sectors. Section 3 explores the main issue of WE
(privacy) by exploring the challenges and concerns. It is asserted that further research is required into the per-
ceptions of individuals in regard to WE in healthcare and childcare, and their views of privacy. Section 4 intro-
duces the methodology to investigate this research problem, which is through questionnaires and interviews. In
order to gather versatile data and investigate if there are any differences in views, the interviews are carried out
in the UK and Finland. The results are presented and discussed in Section 5 and finally the paper concludes with
Section 6, the conclusions.

2. Wearable Electronics (WE)
2.1. The Definition of WE

Wearable electronics and wearable computers appeared in the mid-1990s, when the computer was regarded as

Table 1. List of challenges in WE applications [1].

Challenge
Hardware
Unobtrusiveness
Sensitivity and calibration
Energy
Data acquisition efficiency
Physical
Error resilience and reliability
Interoperability
Bandwidth
Application
Security
Privacy
User-friendliness
Ease of deployment and scalability
Mobility
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the ultimate equipment for information processing and thus before tablet computers and smart phones [14]. The
concept of wearables, something you’re wearing, e.g., clothing, glasses, or watches, is nothing new. However,
today’s wearables can sense and communicate. In reference [15], WE is defined as “apparel with unobtrusively
built-in electronic functions” whereas in reference [16] it is defined as “intelligent assistance that augments
memory, intellect, creativity, communication and physical senses”. WE in this study is defined by adding elec-
tronics in anything wearable. Therefore, the focus in this study is on e-clothes, i.e., clothes with added electron-
ics, and more specifically, an exploration of people’s perceptions and not so much in the e-cloth technology it-
self.

2.2. WE in Healthcare

The healthcare sector is very large all across the globe and high costs and large quantity of errors make the in-
dustry very challenging [17]. Also, population structures are changing and an increase in the aging population
creates a higher demand for healthcare services. The increasing number of patients (many elderly) with chronic
diseases (such as heart failures, dementia, and strokes) and the healthcare system adjustment required to cope
with the changes have been highlighted as one of biggest challenges by the European Union (EU). Therefore,
this research focuses on two member states within the EU; Finland and the UK.

Potential healthcare sector applications of WE can be found, e.g., in patient monitoring, positioning, and iden-
tification [18]. In addition, a wireless sensor network (WSN)-based indoor location system to support the nurs-
ing staff [19], a radiofrequency identification (RFID) system to track and identify patients in a children’s critical
care ward [20], body-worn tags for the continuous tracking of human movements in a conventional room [21],
and a wearable RFID-enabled sensor node for continuous biomedical monitoring [22] have been introduced.

WE can also offer opportunities to help old people live alone in their homes and systems to detect life-
threatening changes of daily activities of older people have been presented [23]. For example, imagine a system
installed in footwear for location tracking and in gloves for activity monitoring [24], as well as an RFID-based
fall detection monitoring system, placed into a pair of slippers [25]. WE can monitor the body status by devices
that measure heart or brain activity, blood pressure, body temperature, and other body functions [26]. Just to
present a couple of examples; the realization of wireless oxygen saturation and heart rate system for patient
monitoring [27], a scheme for monitoring the patient’s temperature, heartbeat, and pressure [28], and a wearable
health system for non-invasive and wireless monitoring of physiological signals [29] have been introduced,
which opens up a realm of possibilities when addressing the issues within the healthcare sector for coping with
chronic diseases and an aging population.

In addition to reducing the cost of the operation by replacing the time being hospitalized for recovery moni-
toring with WE and home-nursing, it is also possible to increase the patient’s physical activity, and thus also
speed up recovery. In the future, the importance of home-nursing is expected to grow in general, and the free-
dom of movement achieved by WE is especially significant in home nursing [30].

2.3. WE in Childcare

In childcare applications, WE could automate the children security and safety and thus provide help to nurses.
For example, in emergency situations, use of WE can ensure everyone is safely evacuated and it can provide
accurate child and nurse counts for daily management. A single cloth can keep the data of a child (e.g. name of
the child and parents, age, kindergarten group, allergies, etc.), allowing the nurses easy access to vital informa-
tion.

Interesting studies have already been conducted. In one proposed system, RFID tags were embedded in the
costumes of the children in order to automate the security supervision and to provide integration with the current
security management system for the kindergarten [31]. Another study proposed a system solution based on
RFID to be deployed in schools. The system registers arrival and departure times of pupils, and sends that in-
formation to parents via mobile phone and/or e-mail [32]. RFID technology was also deployed in a kindergarten
environment for indoor positioning to provide a helping hand to nurses [33]. In Finland, all children under seven
years old have the right to have daycare organized by municipalities either on a full-time or part-time basis.
Compulsory education starts in the year when a child becomes seven years of age and in the previous year the
child will participate in pre-primary education in a pre-primary school. In the UK, full-time education is com-
pulsory for all children aged between five and seventeen with a child beginning primary education during the
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school year he or she turns five.

3. WE and Privacy

Information privacy is the right of an individual to exercise control over the collection, use, disclosure, and re-
tention of his or her personal information. One of the most important challenges in adopting, and most of all,
convincing the actual users to adopt WE in healthcare and childcare environments, is the protection of privacy.
The fact that wireless systems can track users’ actions, behaviors, and on-going preferences, creates a deterrent
to the adoption of a ubiquitous healthcare or childcare system [34]-[37].

One study asserts that during a test of the iPod jacket, the most important adoption factors were convenience
and compatibility, and the least important ones were perceived social prestige and observability [38]. It was
mentioned that this finding might not be intuitive considering that potential consumers of this kind of WE are
thought to be greatly influenced by external forces, such as peer pressure, trends, and perceived social prestige.
When moving in personal spaces, such as at home, the bedroom was found to be the most private place that
people would not want to be monitored [39]. Therefore, there is an imaginary line as to what is deemed accepta-
ble and what is not when it comes to privacy, and this can often be ambiguous and challenging to define.

When exploring into privacy issues in the healthcare sector, the willingness of older adults to share health or
activity data with their doctor or family members have also been measured [40] and over 72% of participants
reported acceptance of in-home and computer monitoring and willingness to share the data with their doctor or
family members. However, 60% reported concerns related to privacy or security and these concerns increased
after one year of participation. It was concluded that involvement in this in-home monitoring study raised
awareness about the potential privacy risks of the technology [40].

Although the views highlighted some concerns in regard to privacy, independently living elderly individuals
were asked to discuss their perceptions and concerns towards the likelihood of using a WSN-based healthcare
system in their home [41]. The results in this study indicate that independence is highly valued by elderly people
and any technology that can prolong independence, tends to be highly regarded. Thus, for example the privacy
of health data might not be as vital as usually considered. Also, according to the participants in a similar study,
the results suggested strong acceptance of the concept of home health monitoring and the technology to make
the system work [42]. The perspectives for WE in Finland were already collected in a previous study by inter-
views and an Internet forum survey [43]. Several important points to consider before the implementation of WE
for healthcare and childcare environments were found:

e safety of children,

individual privacy of people,

practical issues to consider when embedding electronics to clothes, and

usability of already existing mobile devices for such future applications.
In a study where opinions on individual privacy were collected from China and Finland, the application of In-
ternet of Things to personal health was identified as the least problematic amongst all the applications [44]. It
was stated that in the healthcare sector, the most important thing is that all the vital information is available
when it is needed. Therefore, it is clear that concerns of privacy within the healthcare sector are very unclear and
vary due to age, status (married/single) and potential benefit application (help to improve health or live inde-
pendently). This requires further investigation and particularly views within the childcare sector where there are
no published results of perception within the EU area.

This research develops on the areas addressed in this section and Section 2, filling a gap in the literature in
regard to WE application in the healthcare and childcare sectors. The goal is to gather and compare the personal
views of people about privacy in WE application from Finland and the UK in order to provide an account of the
perceptions and highlight any potential barriers which may arise in regard to further development and applica-
tion of WE (in healthcare and childcare).

4. Methodology: Questionnaires and Interviews

In this study, 45 people, 24 from Finland and 21 from the UK, were interviewed. The interview included the
questionnaire (shown in Table 2) and a chance for free comments. The personal interviews were conducted by
an associate of the researcher and they took place either at the interviewees working facility, home, or at a neu-
tral, public place. Some of the interviews were done by private (e-)mails between the researcher and the inter-
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viewee. All these interviews thus had more flexibility than only a paper survey as both the researcher and the
interviewee were able to ask for clarification. The genders and ages of the interviewees from both countries can
be seen in Table 3.

5. Results and Discussion

The results (proportion of “Yes” and “No” responses) for the questions 1A and 1B are presented in Table 4.
According to our results, 37 out of the total 45 interviewees would be willing to wear hospital clothes that would
allow wireless reading of their name and patient number (Situation 1A). The results were similar among people
from the UK and Finland and among female and male participants. If, in addition of wireless reading of the
name and patient number, the hospital clothes would allow wireless reading of medical and medication records
(Situation 1B), 26 out of the total 45 interviewees would be willing to wear the clothes. It can be seen that the
Finnish participants are more negative towards wearing these clothes than the participants from the UK. This
difference can be clearly seen in Figure 1, where the percentages of answers are presented to make the results
more comparable.

The results for how worried would the interviewees be about the individual privacy in these two situations can
be seen in Figure 2. In this study, the individual privacy refers to the evolving relationship between the tech-
nology and the legal right to, or public expectation of, privacy in the gathering and sharing of data about one’s
self. As can be seen, in both Finland and the UK, the female interviewees are more worried; the average values
of results how worried would the interviewees be about the individual privacy (scale 1 - 5) are higher in both
situations 1A and 1B.

It can also be seen in Figure 2, that the average values for the worry about individual privacy in situations 1A
and 1B were: 2.25 and 3.38 in Finland, respectively, and 2.10 and 2.48 in the UK, respectively. This asserts that
as the amount of user information on the clothes increases, the worry about the individual privacy gets stronger.
However, in either situation, the worry cannot be considered extremely strong (scale 1 - 5). If we compare the
results from Finland and the UK, it can be seen that the people in Finland are more worried about their individ-
ual privacy than the people in the UK. Unfortunately this questionnaire gives no further information on the pos-
sible reasons behind this. This interesting result definitely requires more research in the next study.

In free comments, WE in hospitals were, in general, considered useful, and people were “not too worried
about basic information being read”. It was, e.g., pointed out that such clothes may prevent mix-ups of patients.

Table 2. Questionnaire of this study.

1. Would you be willing to wear hospital clothes that.
1(a). Would allow wireless reading of your name and patient number for those taking part into your care? (Yes/No)

1(b). In addition to wireless reading of your name and patient number, would allow wireless reading of your
medical and medication records for those taking part into your care? (Yes/No)

2. How worried would you be about your individual privacy in situations 1A and 1B?
(Scale = 1-5, where 1 = not worried at all 5 = very worried)

3. Would you be willing to let your child wear clothes in kindergarten that.
3(a). Would allow the nurses to wirelessly read the child’s name and kindergarten group? (Yes/No)

3(b). In addition to the child’s name and kindergarten group, would allow the nurses to wirelessly read other information,
such as age, allergies, legal guardian, or contact information of guardians? (Yes/No)

4. How worried would you be about your child’s individual privacy in situations 3A and 3B?
(Scale = 1-5, where 1 = not worried at all 5 = very worried)

Table 3. Genders and ages of the interviewees.

Finland UK
Female Male Female Male
Minimum age 29 28 15 18
Average age 36 38 39 37
Maximum age 52 61 59 60
Number of interviewees 12 12 13 8
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Table 4. Results (answers “Yes” and “No”) from situations 1A, 1B, 3A, and 3B.

Yes/No 1A 1B 3A 3B
E le (N= 12) Yes 9 10 1
€male =
No 3 2 11
Male Yes 10 10 6
Finland
fian (N=12) No 2 2 6
All Yes 19 10 20 7
(N=24) No 5 14 4 17
Yes 11 11 11 11
Female (N = 13)
No 2 2 2
Male Yes 7 5 4
UK
(N=8) No 1 3
All Yes 18 16 15 13
(N=21) No 3 5 6 8
100%-
90% -
80% -
70% -
60% -
50% - »
No ® No
40% -
30% - HYes m Yes
20% -
10% -
0% -
FIN FIN FIN UK UK UK FIN FIN FIN UK UK UK
Female Male All Female Male All Female Male All Female Male All
Situation 1A Situation 3A
100% 100% 7
90% 90%
80% 80%
70% 70%
60% 60%
50% =No 50% CINES
40% 40%
30% HYes 30% - BYes
20% 20%
10% 10%
0, 0, -
0% FIN FIN FIN UK UK UK 0% FIN FIN FIN UK UK UK
Female Male All Female Male All Female Male All Female Male All
Situation 1B Situation 3B

Figure 1. Percentages of answers “Yes” and “No” from situations 1A, 1B, 3A, and 3B.

However, it was specified that availability of medical records is good but they cannot be available for inappro-
priate people, not even for those working in the hospital. Some people were also worried about the expenses of
adapting such technology and some were not sure how quickly the current staff in hospitals could adapt to such
a new technology. Also, in some answers, the use of such technology was strongly objected: “It is unnecessary”
and “It is too risky and dangerous”. Thus, people seem to have several concerns over adaptation of WE in
healthcare environment. These results are in line with the conclusions presented in a literature review [45],
where it was stated that most systems are described in their prototype stages. Deployment issues, such as impli-
cations on organization or personnel, privacy concerns, or financial issues are mentioned rarely, though their
solution is crucial in transferring promising systems to a stage of actual field operation. Thus, there is definitely
a strong need for further research on the deployment of such systems, including clinical studies, economic and
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O1A O1B B 3A B 3B
4
3.5
3
2.5+ ]
2 4+
1.5 4
1 -
0.5 4+
0
Female Male All Female Male All
Finland Finland Finland UK UK UK

Figure 2. The average values of results how worried would the interviewees be about the
individual privacy in situations 1A, 1B, 3A, and 3B, scale 1 - 5.

social analyses, and user studies. The users should embrace the system for full satisfaction.

Table 4 illustrates that 35 out of the total 45 interviewees would be willing to let their child wear clothes in
kindergarten that would allow the nurses to wirelessly read the child’s name and kindergarten group (Situation
3A). There is no significant difference among people from the UK and Finland and among the female and male
interviewees.

If, in addition to the child’s name and kindergarten group the clothes would allow the nurses to wirelessly
read other information, such as age, allergies, legal guardian, contact information of guardians (Situation 3B),
only 20 out of the total 45 interviewees would be willing to let their child wear the clothes. In situation 3B, there
was a notable difference when the answers of the female interviewees from the UK were compared to other an-
swers; 11/13 answered “Yes” whereas the other “Yes” results were: 1/12 and 6/12 for the Finnish female and
male interviewees, respectively, and 2/8 for the UK male answers. These differences can be clearly seen in
Figure 1, where the percentages of answers are presented.

However, as shown in Figure 2, the UK female interviewees gave the average value of 3.38 (Scale 1 - 5) for
how worried would they be about the individual privacy in situation 3B. This value is the second highest among
all interviewees, right after 3.50 that were given by the male interviewees from Finland. Thus, the female inter-
viewees from the UK are quite worried about the individual privacy of the children but would still allow them to
wear wirelessly readable clothes. This is an interesting finding and will be studied further in our next study.

The suitability of WE for children was questioned in many ways in free comments. It was mentioned that if
small children are able to rip an electronic component from the clothes, they may eat it, which may cause a se-
rious danger. Also, it was mentioned that the parents need to have the option to make the decision of whether to
use such devices in the kindergarten where their children are, stating also that the use of this kind of wirelessly
readable clothes has to be voluntary. It was also pointed out that with children it is essential that the caregivers
should know all children in person. Some people were not willing to let their children be “wirelessly connected
to anything”. Thus, as was the case with WE in the healthcare sector, more research on the implications, privacy
concerns, and financial issues is needed.

| "B06&'()*+ %68

Many innovative applications of WE have appeared recently and expectations about the possibilities are great.
WE has an important application area in the healthcare industry and also a great potential for applications in
kindergarten and primary school environments. This paper consists of a literature survey and 45 personal inter-
views that were conducted to study the thoughts related to the privacy of these WE applications. The results in-
dicate that the majority of people would be contented to use WE but the application is more favorable in the UK
than in Finland. The achieved results are in line with the earlier studies that have highlighted some concerns in
regard to privacy but with a strong acceptance of different welfare and healthcare technologies. However, this
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study also asserts some interesting new findings and further investigation will be conducted in order to compare
the results from other countries to see if and why the personal views differ from country to country. As this pa-
per offers information on the public’s perceptions in the UK and Finland, it is useful to those developing wear-
able electronic applications and those investigating individual’s privacy whilst developing the future wireless
world.
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ABSTRACT
It is not yet clear which of future smart technologies will actually be accepted as part of our everyday lives. In this
research, the thoughts of 248 people about smart parking and smart cars and driving systems were collected by interviews
and with an Internet survey in Europe and Asia. Firstly, it was found that different people have very different thoughts
about what the widely used terms “smart cars and smart drive systems” mean. However, according to our results, the
majority of the answerers would be willing to use these smart applications. In general, the Asian answerers were found to
be more worried about these new applications than people from Europe, and the reliability of the technology together with
cost were considered as the major worries. People were found to be quite willing to let their personal information and
driving habits to be recorded by these smart applications. However, the information about the people travelling in the car
was considered private. Some major differences were found in results gathered with different methods, which is also

important to take into account in further research.

Keywords: Internet of Things, Internet survey, interviews, personal perspectives, smart driving, smart cars, smart parking

1. INTRODUCTION

The Internet of Things (IOT) means connecting
daily things and versatile devices in order to create an
omnipresent computing world. In the IOT, things will
exchange data and information about the environment,
while reacting autonomously to different events,
influencing the environment, and creating services with or
without human intervention. Possible applications of the
IOT are versatile in all areas of life [1] [2]. A number of
countries and districts have realized the importance of the
IOT in the recovery of economic growth and
sustainability, amongst them the European Union, the
United States, and China. Thus, companies, universities,
and research institutions currently take an active part in
the IOT development worldwide.

Due to the technology advancement in the 10T,
everything is becoming “smart” and “intelligent”, even
cars and driving. The potential uses of smart car and
driving system applications are almost limitless [3]. Smart
cars are to perform sophisticated driver support and
automated control functionalities in an unstructured,
dynamic world. The intelligent car could understand the
situation it is facing and could be able to adapt its internal
functionalities accordingly. However, the resulting
behavior should be safe under all conditions. Further, self-
driving cars, which sense their surroundings with versatile
techniques, resulting in less-stressed "drivers", higher
efficiency (the driver can do something else during
driving), and increased safety and less pollution, are
currently a hot topic [4][5].

One basic application area of smart driving is
smart parking. Today, searching for a vacant parking
space in a metropolitan area is a daily, time-consuming
concern for most drivers. It also causes traffic congestion
and air pollution by drivers constantly cruising in certain
area only for an available parking space. Thus, there is
also a need for smarter parking mechanisms, e.g., parking

space management, car guidance, parking lot reservation,
automatic payment, etc. [6]. The concept of smart parking
systems and their categories is studied and the
classifications of various existing systems are explained,
e.g., in[7].

Despite the fast development of versatile
applications, it is not yet clear which of these technologies
will actually be accepted as a part of our everyday lives.
For example, in an interview study made in Finland, the
IOT and its applications were seen tempting, in principle,
but the necessity of the versatile applications was also
questioned [8]. During the last two decades, user
acceptance models that reflect people’s willingness to
accept a given technology have been proposed, tested,
refined, extended, and unified. For example, in an
interesting study conducted in China, the authors
proposed an IOT acceptance model that consists of
several factors: the results showed particularly strong
support for the effects of perceived usefulness, ease of
use, enjoyment, and behavioral control, and also of social
influence [9]. The results from another study indicated
that the acceptance of IOT services is influenced by
various contradicting factors, such as perceived privacy
risks and personal interests. It was also assumed that
legislation, data security and transparency of information
influence the adoption behavior [10]. In another study,
made in China, it was found that usefulness plays an
important role in acceptance of the IOT [11]. Previous
studies and the developed user acceptance models have
contributed to our understanding of user technology
acceptance factors and their relationships. Naturally, they
also have found to have their limitations, such as the
relatively low explanatory power and inconsistent
influences of the factors across studies, leading, e.g., to
development of an integrative model [12].

The personal thoughts of potential end users of
the IOT and its applications, i.e., “ordinary people”, offer
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an interesting and important point of view. In this
research, the thoughts of 248 people from Europe and
Asia were collected by interviews and with an Internet
survey. The main focus was to find answers to the
following questions:

a. Are the answerers already familiar with these
applications?

b. Do the answerers feel that the applications would
be use full in their lives?

c. Are the answerers likely to pay extra to use the
applications?

d. Are the answerers willing to provide their
personal information for the applications?

e. Are there any privacy concerns or concerns
about the practicability, cost, or reliability of the
technology used in these applications?

This paper is organized as follows: The
introduction section shortly introduces the concepts of the
IOT, smart cars and driving systems, and smart parking. It
also introduces the goals of this study. Section 2 presents
the performed interviews and the Internet survey,
including the information on the answerers and the
presented questions. The collected answers and examples
from free comments are presented and discussed in
section 3. The last section summarizes the results and
presents the conclusions of this paper.

2. INTERVIEWS AND INTERNET
SURVEY

All the data for this research was collected
during June-August 2014. In the first part of this research,
95 people were personally interviewed and Table 1 shows
detailed information about the answerers. People of
different age, of both gender and of different occupation
were chosen from Europe (50 people, all of them from
Finland) and from Asia (45 people, all of them from Hong
Kong and mainland China). Personal interviews took
place either at the answerers working facility or at a
neutral, public place. Some of the interviews were done
by private e-mails between the researcher and the
answerer. All these interviews thus had more flexibility
than an anonymous paper or Internet survey, as both the
researcher and the answerer were able to ask for
clarification.

The second part of this study was an Internet
survey, where 153 answers were collected, again from
people of different age, of both gender, and of different
occupation (See Table 1). There were 50 people from
Europe (from Finland, Sweden, Portugal, Germany, Italy,
Bulgaria, Norway, Russia, Slovenia, United Kingdom,
Spain, and France) and 103 from Asia (from mainland
China, Hong Kong, Iran, India, Korea, and Afghanistan).

At the beginning of the interviews and the
Internet survey, it was very briefly (by a couple of
examples) explained what is meant by smart cars and
parking and driving systems in this study. The following
examples were given: Smart parking is “to make the

process of parking more efficient and convenient, e.g., by
smart reservation, charging, and real time monitoring”.
Smart cars and driving systems are “to collect and
transmit information of the vehicle and help to implement
car control and coping with emergencies”. The seven
questions of the interview study are listed next.

1a. Have you heard about smart parking systems before?
(Yes/No)

1b. Would you be willing to use smart parking?
(Yes/No)

1c. Are you willing to pay an extra fee for a smart parking
system?
(Yes/No)

2a. Have you heard about smart cars and driving systems
before?
(Yes/No)

2b. Would you be willing to use smart cars and driving
systems?

(Yes/No)

3. What are your major worries about smart cars and
driving systems, if any?

*  Your individual privacy
* Reliability of technology
*  Practicability

+  Cost

»  Other

4. When do you think that smart cars and driving systems
will be in everyday use?

* In the near future

*  During 5-10 years

*  During 11-20 years

*  Longer than 20 years
* Never

The Internet survey covers all the questions from
the interview and the following extra question:

Sa. Would you allow a smart driving system to record
your name and plate number?

(Yes/No)
How worried would you be about your
individual privacy in above situation? (Scale=1-5; 1=not
worried at all, 5=very worried)
5b. Would you allow a smart driving system to record

your parking time and place?
(Yes/No)
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How worried would you be about your

individual privacy in above situation? (Scale=1-5; 1=not 5d. Would you allow a smart driving system to record the
worried at all, 5=very worried) information of people who are in your car?
5c. Would you allow a smart driving system to record (Yes/No)

your vehicle speed?
How worried would you be about your
(Yes/No) individual privacy in above situation? (Scale=1-5; 1=not
worried at all, 5=very worried)
How worried would you be about your
individual privacy in above situation? (Scale=1-5; 1=not
worried at all, 5=very worried)

Table 1: Gender, age, and nationality of the answerers

Internet Survey Interviews
All Asian European All Asian European All
103 50 153 45 50 95
Gend Male 50 26 76 25 29 54
ender Female 53 24 77 20 21 41
18-25 74 18 92 30 23 53
26-35 20 25 45 15 13 28
Age 36-45 3 4 7 0 6 6
46-55 6 1 7 0 6 6
>55 0 2 2 0 2 2
Table 2: The answers to questions about smart parking
1a. Have you heard about smart parking systems before?
Interviews
Asian European Male Female
Yes 58 % 36 % 52% 39%
No 42 % 64 % 48% 61 %
Internet Survey
Asian European
Yes 65 % 60 %
No 35% 40 %
1b. Would you be willing to use smart parking?
Interviews
Asian European Male Female
Yes 87 % 86 % 81% 93 %
No 13% 14 % 19% 7%
Internet Survey
Asian European
Yes 80 % 86 %
No 20 % 14 %
1c. Are you willing to pay an extra fee in a smart parking system?
Interviews
Asian European Male Female
Yes 49 % 50 % 54% 44 %
No 51 % 50 % 46 % 56 %
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Internet Survey

Asian European
Yes 42 % 54 %
No 58 % 46 %

3. RESULTS AND DISCUSSION

This section introduces and discusses the
collected answers. All the examples of the achieved free
comments are presented as direct quotes and their text is
italicized.

3.1 Smart Parking

According to the interviews and the Internet
survey, 58 % and 65 % of the Asian people were familiar
with smart parking, respectively. The numbers for
European people were 36 % and 60 %, respectively.
These results are presented in Table 2. There is a
significant difference between the results from the
interviews and the Internet survey, especially in the case
of the European answerers. This can be partly explained
by the fact that all of the answerers in the interviews were
from Finland, were parking space is not such a big
problem, whereas in the Internet survey, there were
answerers from several European countries. Also, the fact
that the answerers of the Internet survey probably are
more familiar with new technologies may have affected
the results. It was noticed that a higher percentage of male
answerers were familiar with smart parking systems than
female answerers (percentages 52 % and 39 %,
respectively) but female answerers were more willing to
use these systems (93 % of the female and 81 % of the
male). In general, smart parking systems were seen in a
positive way: 86 % of the European answerers both from
the interviews and from the Internet survey considered
smart parking to be useful in their lives and the numbers
from the Asian answerers were quite similar, being 87 %
and 80 %, respectively. Also, about half of all answerers
were willing to pay an extra fee for smart parking systems
(See Table 2). However, in several comments in was
stated that the price must not be too high for them to use
the system.

In free comments, especially self-parking cars
were mentioned several times. Following quotes are
examples of the versatile comments about what is smart
parking: “Something to make your parking easier; cars
parking by themselves; cars parking by using sensors;
system that will help you to find your car from the parking
lot; mobile phone payment and parking space
reservation; leaving the car into the parking lot and the
car parking itself; poor parking skill people need this
system, and specially for the down town (busy) area;
automatic parking fee payment system; smart phone can
reserve the parking space”.

3.2 Smart Cars and Driving systems

In the interviews, 60 % of the Asian and 70 % of
the European answerers were familiar with smart cars and
driving systems. However, many of them mentioned that

they are only “familiar with the concept” and not with any
further details. In the Internet survey, 59 % of the Asian
and 90 % of the European were familiar with these
applications. It was also again noticed that a higher
percentage of male answerers were familiar with smart
cars and driving systems than female answerers
(percentages 70 % and 59 %, respectively). However,
again female answerers were a little bit more willing to
use them (85 % of the female and 74 % of the male
answerers said “yes”).

The terms “smart cars and driving systems”
include a huge variety of applications. Also in this study,
it came clear from the free comments that different people
have very different thoughts about what are smart cars
and smart driving systems: some quite basic applications,
e.g., lane departure warning were mentioned, whereas
others mentioned self-driving cars. This also has an effect
on the results of willingness to use the technology, as
people probably feel differently about the use of a lane
departure warning system than the use of a self-driving
car. Thus, these results will only be used to study the
feelings of people about the smart applications they know,
regardless of what these smart applications actually are.
Naturally, the next step is to focus on people’s thoughts
about specific applications, instead of the whole wide
concept. However, according to our results, a major
percentage of the answerers thought that they would be
willing to use smart cars and driving systems. For the
European answerers, the percentages of “yes”-answers in
the interviews and in the Internet survey were 84 % and
86 %, respectively and for the Asian answerers the
percentages were 73 % and 85 %, respectively.

Following quotes are examples of the comments
about what are smart cars and driving systems: “Google
cars; lane departure warning; cars driving by themselves,
some small things to help control cars; cars monitoring
and sensing the environment, safe cars and safety alerts;
automatic maps, checking locations and distances from A
to B; some small things to help control cars; for large
vehicles; monitor the road temperature; maps and apps”.

As can be seen from Table 4, the reliability of
the technology is the major worry in smart cars and
driving systems for both genders and for both European
and Asian answerers. Many people chose more than one
option as their major worry and cost can be considered as
the other main worry. The individual privacy was not
generally seen as a major worry. Only among the Asian
answerers in the interviews, 40 % of the answerers named
it as a major worry. One reason for this may be that car-
and driving-related IOT applications do not feel like
applications that track their user’s personal information,
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actions, behavior and ongoing preferences, like some
other IOT applications. In general, it seems that Asian
people are more worried than people from Europe; the
percentages are higher in all options (individual privacy,
reliability of technology, practicability, and cost). Also in
a previous study about versatile IOT applications, the
answerers from Finland were less worried about the
individual privacy in the IOT than the answerers from
China [13]. Again, it was noticed that the answers
gathered by interviews were different to those gathered by
the Internet survey, which is an important point to
consider in future research.

Smart cars and driving systems also raised a
number of questions about future regulations and
legislation. In free comments, it was questioned, e.g., that
“when smart cars crash, who will take the responsibility,

since the vehicle was driving by itself?” and”if one is
smart and another is non-smart, how can smart driving
system communicate with the regular car or its driver?”.
The legislation, regulations, and standards definitely will
require a significant amount of collaborated work before
we can drive around with self-driving smart cars, but also
before people can completely trust on more basic
applications in the field.

As can be seen from Table 5, people have very
different thoughts about the possible schedule of smart
cars and driving systems coming to everyday use. For
example, in the Internet survey, about half of the
answerers thought it would happen during following 5-10
years and 20 % of the Asian and 28 % of the European
answerers felt that it will take 11-20 years.

Table 3: The answers to questions about smart cars and driving systems

2a. Have you heard about smart cars and driving systems before?

Interviews

Asian European Male Female
Yes 60 % 70 % 70 % 59 %
No 40 % 30 % 30 % 41 %
Internet Survey

Asian European
Yes 59 % 90 %
No 41 % 10 %
2b. Would you be willing to use smart cars and driving systems?
Interviews

Asian European Male Female
Yes 73 % 84 % 74 % 85 %
No 27 % 16 % 26 % 15 %
Internet Survey

Asian European
Yes 85 % 86 %
No 15% 14 %

Table 4: The major worries about smart cars and driving systems

3. What are your major worries about smart cars and driving systems, if any?

Interviews

Male Female
Your individual privacy 30 % 22 %
Reliability of technology 69 % 61 %
Practicability 17 % 34 %
Cost 34 % 54 %
Others 4% 5%

Asian European
Your individual privacy 40 % 14 %
Reliability of technology 71 % 60 %
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Practicability 40 % 10 %
Cost 54 % 32%
Others 2% 6 %

Internet Survey

Asian European
Your individual privacy 26 % 21 %
Reliability of technology 77 % 39 %
Practicability 44 % 12 %
Cost 47 % 27 %
Others 3% 1%

Table 5: The answers to question about the possible schedule of smart cars and driving systems coming to everyday use

4. When do you think smart cars and driving systems will be in everyday use?
Interviews Internet Survey
Male Female Asian European Asian  European

Near future 26%  27% 24%  28% 24%  10%
5-10 years 28%  51% 38%  38% 50%  54%
11-20 years 34%  20% 27%  28% 20%  28%
> 20 years 11% 2% 9% 6% 6% 8%

Never 1% 0% 2% 0% 0% 0%

Table 6: What kind of information would people be willing to allow smart driving systems to record and how worried
would they be about their individual privacy.

5a. Would you allow a smart driving system to record your name and plate number?

5b. Would you allow a smart driving system to record your parking time and place?

5c. Would you allow a smart driving system to record your vehicle speed?

5d. Would you allow a smart driving system to record the information of people who are in your car?

5a. 5b. 5c. 5d.

Asian European Asian | European | Asian | European Asian | European
Yes 57% 68% 58% 74% 84% 74% 15% 28%
No 43% 32% 42% 26% 16% 26% 85% 72%

How worried would you be about your individual privacy in above situation? (Scale: 1-5)

Average value
Sa. Asian 3.23
European 3.08
5b. Asian 3.33
European 3.32
Sc. Asian 2.42
European 2.94
5d. Asian 3.80
European 3.96

In addition, 24 % of the Asian and 10 % of the
European felt it will happen in the near future. Similar
major dispersion was also found in the answers of the
interviews, also shown in Table 5. One major reason for
these differences may be the discovered fact that people
have very different thoughts about what is meant by smart
cars and driving systems. However, this diversity of

results is also in line with the diversity of the results of
another study, where it was inquired what the answerers
think will be the possible schedule for the current Internet
to grow into the IOT and this kind of all-around network
to come to use [13].
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As can be seen from the results presented in
Table 6, most people from Europe are willing to let smart
driving systems to record their name and plate number,
parking time and place, and their vehicle speed. The
percentages of “yes”-answers for these situations where
68 %, 74 % and 74 %, respectively. The people from Asia
were not as willing to get their name and plate number
and the parking time and place recorded, the percentages
of “yes”-answers were 57 % and 58 %, respectively.
However, 84 % of the answerers from Asia were willing
to let their speed be recorded. In this situation (the
recording of the vehicle speed) the average number of
worry (between 1-5) was the lowest: 2.94 for the
European and 2.42 for the Asian answerers. It is notable
that, e.g., the vehicle speed and plate number are already
recorded in many roads all over the world, with or without
the driver willing to give the information. Also, in some
countries and regions, it is possible to get your name from
your car plate number by a single phone call or text
message. According to the results, only 15 % (Asian
answerers) and 28 % (European answerers) were willing
to let the information about the people who are in their car
to be recorded. Thus, there seems to be a strong line of
privacy. In this situation also the average value of worry
(between 1-5) was the highest: 3.80 for the Asian people
and 3.96 for the European people.

4. CONCLUSIONS

Due to technology advancement, even cars and
driving are becoming “smart”. The potential future
applications of smart cars and driving systems are endless.
In this study, the thoughts of 248 people about these
applications were collected from Europe and Asia by
interviews and with an Internet survey. The first finding
was that people have very different thoughts about what
this huge amount of applications, referred as “smart cars
and driving systems” means. It was noticed that the
majority of the answerers would be willing to use smart
cars and driving systems as well as smart parking. In
general, the Asian answerers were found to be more
worried about these new applications than people from
Europe and the reliability of the technology together with
cost were considered as the major worries. People were
found to be quite willing to let their name and plate
number, parking time and place, and vehicle speed to be
recorded by these applications. However, the information
about the people travelling in the car was considered
private. In some cases, a significant difference between
the results from the interviews and the Internet survey was
noticed, which needs to be taken into account in the future
research, when deeper analyses are done.
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Abstract

It is not yet clear how smart home technologies and applications will actually be accepted as part
of our everyday lives. In this research, the thoughts of 248 people about smart homes were col-
lected by interviews and with an Internet survey in Europe and Asia. It was found that people have
very versatile thoughts about what the term “smart home” means in practice and when smart
houses will become part of our daily lives. The Asian answerers can be considered to be slightly
more optimistic about the schedule. The majority of the answerers were found to be interested in
versatile smart home applications and willing to live in a smart house. The cost can be considered
to be their biggest worry and the Asian answerers were found to be more worried about the reli-
ability, practicability, and cost than the answerers from Europe. Also some privacy concerns were
found from both the European and the Asian answerers.

Keywords

Asia, Europe, Internet Survey, Interviews, Personal Perspectives, Smart Homes

1. Introduction

The growth of the Internet of Things (IOT) means more and more daily things and devices connecting each
other and creating a pervasive computing world where they will exchange data and information about the envi-
ronment, while reacting independently to different events, influencing their surroundings, and creating services
with or without human intervention. The IOT has potential applications in all areas of life [1] [2]. Despite the
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fast development of versatile applications, it is not yet clear which of these will actually be accepted as a part of
our daily lives. For example, in a study made in Finland, the 10T and its applicationsegaréeempting, in
principle, but the necessity of the versatile applications was also questioned by the answerers [3]. During the last
two decades, user acceptance models to reflect peopleOs willingness tmerceghnologies, e.g., smart
products [4],have been developed, tested, refined, extended, and unified. For example, in a study from China,
the authors proposed an IOT acceptance model consisting of several factors: the results showed particularly
strong support for the effects of perceived usefss$, ease of use, enjoyment, and behavioral control, and also of
social influence [5]. Also the results of another study showed that the acceptance of 10T services weuld be a
fected by various contradicting factors, such as perceived privacy risks aotglanterests. It was alsg-a
sumed that legislation, data security and transparency of information influence the adaptation [6]. Im-a yet a
other study, made in China, it was found that usefulness plays an important role in acceptance of the 10T [7].

One of the most important IOT application areas are smart houses [8]. Smart home, comprising smart devices
and things in the home context, promises enormous possibilities to our future life, e.g., by automation of the
home, housework, or household activitid$ the same time, smart homes will probably have their owa-infl
ence to change our living habits. Moreover, as home is not just a physical house for people [9], in addition to
technology development, the needs and thoughts of future smart home inkaliganteed to be studied. For
example, a survey focusing on the activities and habits that people do at home that they would not want to be
recordedhas been conducted, and bedroom has been found to be the most private place [10]. One of the most
importart challenges in convincing users to adopt this kind ef@lund network in their home is the protection
of privacy. Concerns over privacy can spread wide, particularly as these wireless systems can traak usersO a
tions, behaviour and ongoing preferend&sssible privacy problems, however, are not caused by the technology
alone, but primary through activities of people, businesses, and the governmdii.[One studyexploring
the social barriers to smart home diffusion, including how these vary leytisep lifestage, and location, Hig
lighted the importance of control, security, and cost [12]. The results of another study, analyzing the attitudes of
users towards different types of ambient assisted living services, showed that users were na0y&j (iary
familiar with the vision of smart technology at home and reported hesitancy and aloofness towards using such
technologies. Persons with many social contacts and a high interest in technology showed the highest acceptance
for electronic serviceat home. The results for the different applications were insensitive to gender and age [13].
One major reason for the unenthusiastic acceptance might be the fact that current developments in this sector are
in many parts focusing on technical feasibilityspired by technical disciplines, leaving the human factor in
these systems fairly under developed. However, at least at the current maturity of technical solutions, the human
perspective should be incorporated into technical designs as soon as [jp4kible

The personal thoughts and feelings of people who are potential end users of the IOT and its appleations,
Oordinary peopleO, are an important research area. In this research, the thoughts of 248 people from Europe and
Asia were collected by iatviews and with an Internet survey. The main focus was to find answers td-the fo
lowing questions:

1) Are the answerers already familiar with smart houses and smart home applications?

2) Do the answerers feel that smart home applications would be uséfelr lives?

3) Are there any privacy concerns or concerns about the practicability, cost, or reliability of the technology
used in these applications?

This paper is organized as follows: The introduction section introduces the topic and the goalstafithi
Section 2 presents the performed interviews and the Internet survey, including the information on the answerers
and the presented questions. The collected answers and examples from free comments are presested and di
cussed irbection 3. The lastestion summarizes the results and presents the conclusions of this paper.

I"HS%& ()*'+ #-%. #SY% & (%o'&#/0() 1#

All the data for this research was collected during Jamgust 2014. In the first part of this research, 95 people

were interviewed andable 1 shavs more information about the answerers. People of different age, of both
gender and of different occupation were chosen from Europe (50 people, all of them from Finland) and from
Asia (45 people, all of them from Hong Kong and mainland China). Persoeiiénvs took place either at the
answerers working facility or at a neutral, public place. Some of the interviews were done by pmzile e
between the researcher and the answerer. All these interviews thus had more flexibility than an anonymous paper



%8 #E%

Table 1.The answerers of this study.

Internet survey Interviews

Asian European All Asian European All
All 103 50 153 45 50 95
Male 50 26 76 25 29 54

Gender

Female 53 24 77 20 21 41
18-25 74 18 92 30 23 53

26-35 20 25 45 15 13 28

Age 36-45 3 4 7 0 6 6

46- 55 6 1 7 0 6 6

>55 0 2 2 0 2 2

or Internet survey, as both the researcher and the answerer were able to ask for clai{ioaseer, personal
interviews are quite timeonsuming and thus also a more effective methg@itoer data was needed.

The second part of this study was an Internet survey, where 153 answers were collected, again from people of
different age, of both gender, and of different occupation (also showabie 1). There were 50 people from
Europe (fromFinland, Sweden, Portugal, Germany, Italy, Bulgaria, Norway, Russia, Slovenia, United Kingdom,
Spain, and France) and 103 from Asia (from mainland China, Hong Kong, Iran, India, Korea, and Afghanistan).

The interviews consisted of the following questions:

1la) Have you heard about smart homes before? (Yes/No)

1b) What have you heard about them? What do you know about smart homes?

1c)Would you be willing to live in a smart home? (Yes/No)

2) What kind of smart home applications are you or your friends/fantigyested in? (Including a list opa
plications)

3) What are your major worries about smart homes, if any? (Including a list of possible worries)

4) When do you think smart homes will become a part of our everyday life?

The Internet survey covers #ile questions frortheinterviews and the following extra question:

5a) Would you allow your smart home to record pe@pleersonal information when they enter the house?
(Yes/No)

5b) Would you allow your smart home to record your movement around the hes#Rq)

5¢) Would you allow your smart home to record your house heatditus? (Yes/No)

5d) Would you allow your smart home to record your personal health status? (Yes/No)

Also: How worried would you be about your individual privacy in above situabi¢ess(d)? (Scale: 1 5; 1
= not worried at all, 5= very worried)

I"H$Y6& (&t + H#-. &) 8 & O+

This section introduces and discusses the collected answers. All the examples of the achieved free comments are
presented as direct quotes and their teiaikized.

As can be seen froffiable 2, 76% of the Asian and 84 of the European answerers in the interviews were
familiar with smart homes. The pentages were 74% (Asian) and%8European) in the Internet survey.
There is a significant difference betwehe results from the interviews and the Internet survey in the case of the
European answerers. This can be partly explained by the fact that all of the answerers in the interviews were
from Finland, whereas in the Internet survey there were answerersdénmral European countries. Thus, one
limitation in the use of the interview results of this study is that people from Finland and China areeiot repr
sentative enough to reflect the attitudes of European people and Asian people, respectively. Howdver, also
fact that the answerers of the Internet survey probably are more familiar with new technologies in general may
have affected the results. The percentages of Asian answerers were similar in the interviews and in the Internet
survey aso with question (t), where 82% (interviews) and @6(Internet survey) of the Asian answerers were
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Table 2. Answers to questions 1(a) and 1(c) about smart homes

1(a). Have you heard about smart homes before?

Interviews

Asian European
Yes 76% 64%
No 24% 36%

Internetsurvey

Asian European
Yes 74% 88%
No 26% 12%

1(c). Would you be willing to live in a smart home?

Interviews

Asian European
Yes 82% 74%
No 18% 26%

Internetsurvey

Asian European
Yes 86% 92%
No 14% 8%

willing to live in a smarhome. Again, there was a differerineghe answers from Europe: %4(interviews) ad
92% (Internet survey) were willing to live in a smart home. However, according to these results, in all cases, the
majority of the answerers were willing to live in a shieme.

Following quotes are examples of the versatile comments afmitpeople have heard or what they know
about smart home$§App to control everythingautomatic AClights, heating sound control for the lightse-
frigerators can order food automieally; automatically monitor electricity usag®ck home and alarm system
wireless detector to detect who is in your hpiPad can control the home applicatigrsolar energy rogf
home appliances are connected by the wireless netaotamatically tell you what is turned kff by phon®

Automatic heating and lightning control were the most often mentioned applications and also automatic fridge
was mentioned several timé3ome of the answerers from Finland mentioned smart or autosaama. In free
comments, it was stated that modern houses already can have smart hardware installed and thus it should be easy
to implement a smart home. However, it was also commented that integration of such smart applications to e
isting houses mayebdifficult and expensive. In some comments, the whole concept was questioned and it was,
e.g., stated that smart homes @aly things seen in the movi@$lany people also commented that although
they have heard about smart homes, they do not actumally Wwhat the smart homes will be like in real life and
what they can expect and demand from the future smart applications at home. Thus, also the resutts of the a
ceptance of the whole smart home concept in this study have to be seen as acceptancthefanbatrers
think the future smart homes will be like and what applications they think smart homes will include.

The smart home applications in this study were chosen to be from versatile areas of everydaalife. 3,
it is presented what kind sfmart home applications the answerers were interested in. Many people chose more
than one application and all of the applications gained some interest. However, in free comments it was, e.g.,
stated that people arévihg just fine without these new apgdtion® . These comments are in line with the-ea
lier mentioned results achieved in [3]. As can be seen, a single application cannot be named to be the most
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popular, although, e.g., temperature & humidity control and smart cleaning can be considerigdetetang
ones among all answerers. In the future, it is important to study the opinions and interests of people application
by application and also empirical user studies can be valuable. For example, in one study, a simulation of a
smart fridge was deloped and the peopleOs opinions on smart friggeng dijerent assistance functions
were studied [15]. In our study, the Asian answerers were more interested in different smart home applications
than the answerers from Europe. It was also noticedhbdEtropean Internet survey answerers were met pa
ticularly interested in any of the applications, compared to all other answlélisrsurprising, since 92 of
them answered that they would like to live in a smart home.

The answers to question aboug ttmajor worries related to smart homes can be se@ahle 4. In general,
the Asian people were more worried than the people from Europe; the percentages are higher in allheptions (i
dividual privacy, reliability of technology, practicability, and costilahe same result was achieved both in the
Internet survey and in the interviews. Also in a previous study about versatile IOT applications, the answerers
from Finland were less worried about the individual privacy in the 10T than the answerers fron{1Bhina
Among the Asian answerers, cost can be named as the biggest worry, although also other percentages were quite
high. In the European interviews (people from Finland), cost was clearly the main worry. However, among the
European answerers of the Imtet survey,lere is no single major worry.

Table 3. Answers to question 2 about smart homes.

2. What kind of smart home applications are you or your friends/family interested in?

Interviews Internet survey

Asian European Asian European
Securitycontrol 56% 40% 44% 14%
Temperature & humidity control 49% 52% 65% 11%
Smart lighting 51% 36% 69% 10%
Home entertainment system 38% 26% 57% 11%
Yard management system 31% 14% 39% 4%
Smart cleaning 53% 50% 75% 11%
Senior nursing system 53% 26% 60% 7%
Childcare system 42% 20% 74% 7%
Disabled nursing system 40% 12% 29% 2%
Energy management system 47% 40% 69% 11%
Window & curtain control system 22% 18% 56% 8%
Pets feeding system 7% 16% 33% 5%

Table 4. Answers to question 3 about smart homes.

3. What are your major worries about smart homes, if any?

Interviews Internet survey
Asian European Asian European
Yourindividualprivacy 56% 38% 3% 30%
Reliability of technology 49% 28% 55% 27%
Practicability 53% 6% 53% 15%
Cost 62% 54% 61% 26%
Other 2% 2% 2% 2%
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As can be seen frofiable 5, people have very different thoughts about the possible schedule of smart homes
coming to everyday use. For exale in the Internet survey, %2 of the answerers thought it would happen
during following 5- 10 years and 29% of the Asian and8®f the European answerers felt that it will take 11
20 years. In addition, 21% of the Asian afd 8f the European felt it will happen in the near future. In general,
the Asian answerers can be considered to be sligidte optimistic about the schedule. None of the answerers
felt that this would never happen. Similar major dispersion was also found in the answers of the interviews, also
shown inTable 5. One major reason for these differences may be the found fapethigle have very different
thoughts about what is meant by smart homes coming to everyday life and even what is meant by smart home.
However, this diversity of results is also in line with the diversity of the results of another study (published
2013), vhere it was inquired what the answerers think will be the possible schedule for the current Internet to
grow into the 10T and this kind of adlround network to come to use [16].

The privacy concerns of future smart technology users are an importantheaesa. For example, in one
study, the reputation of the retailer and acceptance of RRH#ed information services was investigated. Results
showed that people are moderately privacy aware and that their privacy awareness is negatively related to their
acceptance of the service. Also, a group of Oextreme rejectersO that hold highly negative attitudes-and signif
cantly bias group means were found [17]. Also in our study, when the answerers were asked to give a number
for their amount of worry about theindividual privacy in different scenarios, the whole scale from 1 to 5 was
used by the answerers. For our study, we chose 4 different scenarioss(8ljd)and chose to present the mve
age number of worry for each group (Jele 6). In anearlier studyabout peopl® worriesrelated to theirri-
dividual privacy, among different I0&pplications, the applications related to personal health were considered
the least worrying ones and the applications related to personal finances were found to be therymogt wo
ones [16.

It can be seen froriable 6 that about half o&ll the Asian answerers and%2of the European answerers
would allow a smart home to record pedpl@ersonal information when they enter the house. The average
number of worry in this situen was 3.55 for the Asian and 3.72 fhe European answerers. Onl\g8bf the
Asian would allow the house to record their movement around the house, whereas the pdorehtagpean
answerers was 80. There was also a difference in the average vaflugorry in this question; the average
value of worry (between 15) was 3.65 for the Asian and 3.14 for the European answerers. Almost all of the
answerers would allow their smart home to record the house health status and the average numbers of worry
were also quite low in this case for both Asian and European answerersn@.333, respectively. Also, 83
of theAsian and 7% of the European answerers would allow their own personal health status to be monitored
by their house. The average number ofny for Asian and European answerers was 2.79 and 3.18, respectively.
Thus, people were quite willing to let their smart home to record information about their own health and the
health of the house but not so willing to let pe@pjeersonal informatioar their movement around the house to
be recorded.

I"HB06& () *+ 0o &H

The personal thoughts and feelings of people who are potential end users of the IOT and its appleations,
Oordinary peopleO offer important information for people working to deeld®T and its applications, e.g.,

Table 5. Answers to question 4 about smart homes.

4. When do you think smart homes will become a part of our everyday life?

Interviews Internet survey
Asian European Asian European
In the near future 24% 18% 21% 8%
During5 - 10years 36% 26% 42% 42%
During 11- 20years 2% 36% 2% 38%
Morethan 20 years 11% 20% 8% 12%
Never 0% 0% 0% 0%
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Table 6. Answers to question 5 about smart homes.

5(a). Would you allow your smart home to record peopl® personal informationwhen they enter the house?
5(b). Would you allow your smart home to record your movement around the house?

5(c). Would you allow your smart home to record your house health status?

5(d). Would you allow your smart home to record your personal healtistatus for your safety and health?

Yes No
Asian 47% 53%
5(a)
European 32% 68%
Asian 31% 69%
5(b)
European 60% 40%
Asian 95% 5%
5(c)
European 94% 6%
Asian 83% 17%
5(d)
European 78% 22%
How worried would you be about your individual privacy in above situation?
Averagevalue
Asian 3.55
5(a)
European 3.72
Asian 3.65
5(b)
European 3.14
Asian 2.35
5(c)
European 2.22
Asian 2.79
5(d)
European 3.18

smart home applications. In this research, the thoughts of people about défgeats of smart homes were
collected. It was found that majority of the answerers were somehow familiar with smart homes and also willing
to live in a smart house. However, people were found to have different thoughts about what is actually meant by
smarthomes and they also had different thoughts about the possible schedule of smart homes coming to ever
day useThe Asian answerers can be considered to be slightly more optimistic about the schedule than the a
swerers from Europd?eople were found to baterested in versatile smart home applications and cost can be
considered to be the biggest wory.general, the Asian people were more worried about the reliabilityj-pract
cability, and cost than the people from Europe. Also some concerns about Weualdorivacy were found

both from Europe and Asia, related to a smart home recording the habits, movement, and information of the i
habitants. In future research, it is also important to study the smart home environment application by application,
not just the whole wide concept.
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ABSTRACT

The goal of this research was to study how people feel about sharing personal information on social networks.
The research was done by interviews; 50 people were interviewed, mostly from mainland China, Hong Kong,
and Finland. This paper presents the inclded 12 questions and discusses the collected answers. It was disco
ered, e.g., that 38 out of the 50 answerers use social media every day and share versatile personal information on
the Internet. Half of the answerers also share information about other pgae on the Internet. It was also disce-
ered that compared to male answerers, the female answerers were more active in sharing information about
other people. There was a significant variety in opinionswhat should be the age limit for sharing personalri-
formation online, while 22 out of the 50 answerers felt that there is no need for an age limit at all. According to
the answers, only a few people use social media for making new friends. Instead, an important reason for using
social media is that their exsting friends are using. An interesting finding was that the answerers see the Internet
asa part of the real world; the privacy that you have on the Internet is the privacy that you have in the reatorld.
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1. Introduction

New social media applications are constantly booming.
The trend of always increasing number of users who
share multimedia content with real or virtual friends was
highlighted in a study that measured the consumer usage,
attitude, and interest in adopting social media platforms.
It was conducted in 29 countries and involved 17,000
individuals [1]. With the even growing popularity and
usage of online social media services, people now have
accounts (sometimes several) on multiple and diverse
services.

The personal information commonly shared on social
media includes, e.g., personal identifiers (name, birth
date, photos), contact information (email and physical
addresses, telephone numbers), social links (friends, in-
terests), and online activities (search history, games).
Besides the information that the user knowingly discloses,
the use of the network itself reveals information to the
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service provider; e.g., IP (Internet Protocol) address, used
browser, time of connection, and other visited profiles.
This information can also allow the service provider to
customize its services on the basis of the secondary data
collected. Available information can be used to create a
digital footprint of any user using social media services
[2-4].

While sharing information is the main purpose of so-
cial media, privacy is the major concern; it has been
noted that some people aren’t concerned about security
and privacy on social media sites, although one of their
main reasons for using such sites is to share information
[5,6]. Also, most users click to accept privacy notices
and consent declarations without reading or understand-
ing them [7]. However, the data collected in social net-
working services tend to last, with the added risk of be-
ing linked in diverse ways. This combination of disclo-
sure, storage, and linkage is the core of the privacy prob-
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lem. Thus, one important issue related to these different
social media applications is the data aggregation (com-
bining seemingly non-sensitive separate bits of informa-
tion may well reveal additional, possibly sensitive, in-
formation). Similar effect can occur when data collected
for one purpose are used for a different purpose without
the person’s approval [8,9].

Individual privacy in social media is an active research
area. For example, a study that investigated American,
Chinese, and Indian social networking site users’ privacy
attitudes and practices, based on 924 responses, found
the American respondents to be the most privacy con-
cerned, followed by the Chinese and Indians, respective-
ly [10]. In a study, where opinions on individual privacy
were collected from 22 people working with different
aspects of research and development of the Internet of
Things (IOT) in China and Finland, individual privacy
problems existing today were stated. In general, the ans-
werers from Finland were less worried about the indi-
vidual privacy in different IOT applications than the
answerers from China [11]. In a yet another study,
French and Chinese social network service users did
possess significantly different privacy belief and trust.
Specifically, French users were found to be more con-
cerned about their privacy while using the Internet and
they felt less comfortable in giving personal info [12].
Also, in one study, individuals using Facebook and
MySpace expressed similar levels of concern regarding
Internet privacy. Facebook users were more trusting of
the site and its members, and more willing to include
identifying information in their profile. However, MyS-
pace users were more active in the development of new
relationships. It was concluded that the interaction of
trust and privacy concern in social networking sites is not
yet understood to a sufficient degree to allow accurate
modeling of behavior and activity [13].

Also, the behavior and thoughts of active users of so-
cial media, the teenagers, have been studied. Teens share
a wide range of information about themselves on social
media sites; also the sites themselves are designed to
encourage the sharing of information and the expansion
of networks. However, few teens have a fully public ap-
proach to social media. Instead, they take a selection of
steps to restrict and prune their profiles, and their pat-
terns of reputation management on social media vary
greatly according to their gender and network size; girls
are more likely than boys to restrict access to their pro-
files. These are among the key findings of a survey of
802 teens, which examined their privacy management on
social media sites [14]. In addition, according to a survey
of 802 parents and their teenage children, most parents of
teenagers are concerned about what their teenage child-
ren do online and how their behavior could be monitored
by others. Some parents are taking steps to observe, dis-
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cuss, and check up on their children’s digital footprints
[15]. In a yet another study, it was found out that students
are more likely to have a private profile in social media if
their friends and roommates also have. In addition,
women are more likely to have private profiles than men,
and having a private profile is associated with a higher
level of online activity [16]. A gender gap when it comes
to the way male and female social media users choose to
manage their profiles was also found in another study
[17]. According to findings of this study, women are
much more conservative in the basic settings they choose
in social media; 67% of female profile owners restrict
access to friends only compared with 48% of male pro-
file owners.

In this study, “social media” refers to social network-
ing sites, like Google+, Facebook, and LinkedIn, as well
as to information- and media-sharing sites, like Twitter
and Instagram. This work shares some similar objects to
the studies above. The goal is to gather the thoughts that
people have about sharing their own personal informa-
tion, as well as sharing personal information about other
people in social media. It has been stated that what really
haunts people is typically user-generated content, i.e.,
information that people themselves, their friends, and
other social media users upload to social media websites
[7]. It has also been stated that privacy problems are not
caused by the technology alone, but primary through
activities of people, businesses, and governments [18].

2. Survey

For this research, 50 people from Asia (38 people) and
Europe (12 people) were interviewed. Most of the ans-
werers were from mainland China, Hong Kong, and Fin-
land, but there were also individual answerers from Sin-
gapore, Ireland, and Russia. People of different age and
of both gender (see Table 1), were interviewed. Personal
interviews were conducted by an associate of the re-
searcher, and they took place at a neutral, public place.
Some of the interviews were done by private e-mails
between the researcher and the answerer, and some of the
answers were collected with an Internet questionnaire.
This study consists of 12 questions that are listed in Ta-
ble 2.

3. Results and Discussion
Question 1 wanted to know how often the answerers use

Table 1. Genders, age groups, and nationalities of the ans-
werers in this study.

Gender Age  group Nationality
All M F <20 20-30 30-40 50-60 Asian European
50 31 19 3 40 6 1 38 12
SN
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Table 2. Questions of the study.

1. How often do you visit social networking websites?
. <1 day per week

. 1 to 3 days per week

. 4 to 6 days per week

. Everyday

2. Why are you using these?

. Because your friends are using

. Because it is an easy way to get new information

. Because you want to share something interesting with others
. Because you want to make new friends

. Because it is easy to keep contact with friends abroad

. Because it can closer the relationship between people

. Because you want to record important things in your life
. Other

3. What personal information do you share on the Internet?

. Photo

. Name

. Age

. Gender

. Nationality

. Birthday

. Relationship status
. Home address

. Mobile number

. E-mail address

. Workplace

. Education background

. Other

4. Who has access to your information?
. Your family members

. Your boyfriend/girlfriend/spouse
. Your friends

. Your colleagues

. Anyone

. Other

5. What are your considerations before you share some information?
. Importance of information

. Safeness of website

. Necessity of sharing

. Number of possible viewers

. Identity of possible viewers

. Possible consequences of sharing
. Other

6. Do you share information about other people on the Internet? Yes/No
7. Do you ask for permission before sharing the information? Yes/No
8. Why/Why not?
9. Do you think there should be an age limit for people to share their information on the Internet? If yes, what is the appropriate age?
. <10 years old
. 10 - 13 years old
. 14 - 17 years old
. 18 - 21 years old
. >21 years old
. No age limit required
10. Informational privacy is the right of an individual to exercise control over the collection, use, disclosure, and retention of his
or her personal information. Do you think there are differences between privacy on the Internet and privacy in the real world? Yes/No
11. If yes, what are the differences?/If no, why?
12. How much do you think a person can currently affect his/her own individual privacy on the Internet? Scale = 1 - 5, where
1 = A person can completely control his/her own individual privacy, 5 = A person has no control over his/her own individual privacy
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social networking websites. The answers can be seen in
Table 3. According to these results, 38 answerers out of
the total 50 use social media every day. Only 4 answerers
use social media less that 1 day a week. These numbers
can also be supported by a study published at the begin-
ning of 2012, where it was found out that two-thirds of
online adults have a profile on a social networking site
[17].

The possible reasons for their use of social media were
asked in Question 2, and the answers can be seen in Table
4. Two of the most popular reasons were “because your
friends are using” (42 answerers out of the total 50) and
“because it is an easy way to get new information”
(41/50). Many of the answerers gave more than one rea-
son. Quite surprisingly, only 4 people answered their
reason for the use of social media to be making new
friends. There were 3 answerers who had some other
reason for their use and one of them explained the reason
to be “work-related”. Nowadays many people have a
“work profile” on social media and this profile may be
totally separated from their real-life friends. It can also
be assumed that different social media sites are used for
different reasons. This was also discussed in a study
where a comparative analysis showed that Facebook is
about having fun and knowing about the social activities
occurring in one’s social network, whereas instant mes-
saging is geared more toward relationship maintenance
and development [19].

In Question 3, it was asked what personal information
the answerers are willing to share on the Internet. These

results can be found from Table 5. As natural, name
(45/50) and photo (42/50) were the most shared pieces of
information. It should be noted, however, that many
people have to share their photo, name, mobile number,
and e-mail address on the Internet because of their work.
However, 32 people out of the total 50 also share their
birthday on the Internet, which probably is not needed
for work. The natural next things to ask in Question 4,
was who has access to that shared information. These
results can be seen in Table 6. Only 9 out of the total 50
answerers allow anyone to see their information. These
answerers probably include people who have to share
something because of their work. This result is in line
with the results achieved in [14]. Only 24 and 21 ans-
wered their family and spouse, respectively, to have
access to their information, whereas 43 out of the total 50
answered that their friends are allowed to see their in-
formation. Some people probably count their spouse and
family into their “Internet-friends”. However, not every-
body just wants to share the same information with their
family and with their friends.

In Question 5, the possible considerations before shar-
ing personal information on the Internet were asked. The
importance of the information (31 answerers out of the
total 50) and the necessity of sharing (27/50) were the
most often mentioned considerations. Instead, the num-
ber (12/50) and identity (17/50) of the possible viewers
were the least mentioned considerations. Again, many
people gave more than one answer. These results are
presented in Table 7.

Table 3. Answers to Question 1; How often do you visit social networking websites (How many days a week)?

AIIN=50 Male N =31 Female N=19 Asian N =38 European N =12

<1 day 4 2 2 1 3

1 - 3 days 2 1 1 0 2

4 - 6 days 6 5 1 5 1

Every day 38 23 15 32 6

Table 4. Answers to Question 2; Why are you using these?
AIIN=50 MaleN=31 FemaleN=19 Asian N=38 EuropeanN =12

Because your friends are using 42 25 17 34 8
Because it is an easy way to get new information 41 24 17 33 8
Because you want to share something interesting with others 21 11 10 16 5
Because you want to make new friends 4 3 1 3 1
Because it is easy to keep contact with friends abroad 27 16 11 23 4
Because it can closer the relationship between people 18 10 8 14 4
Because you want to record important things in your life 14 4 10 11 3
Other 3 2 1 0 3
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Table 5. Answers to Question 3; What personal informatiordo you share on the Internet?

AllN =50 Male N =31 Female N=19 Asian N= 38 European N= 12
Photo 42 24 18 32 10
Name 45 28 17 33 12
Age 23 14 9 18 5
Gender 39 22 17 33 6
Nationality 27 16 11 19 8
Birthday 32 16 16 26 6
Relationship status 14 9 5 10 4
Home address 2 2 0 1 1
Mobile number 4 3 1 2 2
E-mail address 23 14 9 20 3
Workplace 12 7 5 6 6
Education background 25 14 11 17 8
Other 1 1 0 1 0
Table 6. Answers to Question 4; Who has access to your information?
AllN =50 Male N =31 Female N=19 Asian N= 38 European N= 12
Family 24 17 7 20 4
Spouse 21 13 8 17 4
Friends 43 27 16 35 8
Colleagues 22 14 8 17 5
Anyone 9 5 4 5 4
Other 2 1 1 1 1

Table 7.Answers to Question 5; What are your considerations before you share sotinéormation?

AllN =50 Male N=31 Female N=19 Asian N= 38 European N= 12
Importance of information 31 22 9 26 5
Safeness of website 24 15 9 17 7
Necessity of sharing 27 16 11 20 7
Number of possible viewers 12 6 6 10 2
Identity of possible viewers 17 11 6 13 4
Possible consequences of sharing 20 13 7 12 8
Other 0 0 0 0 0

In Question 6, it was asked if the answerers share in-
formation about other people on the Internet. The an-
swers are shown in Table 8 According to these results,
about half of the answerers (26 answerers out of the total
50) do share information about other people. It can be
seen that among the male answerers, there are less people

OPEN ACCESS

(12/31) who share information about other people than
among the female answerers (14/19). In Question 7,
more information was asked from those who do share
information about other people, particularly, do the ans-
werers ask for permission before sharing the information.
These answers can be seen in Table 9. As can be seen,
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out of the total 26 answerers, who share informationnot sharing wereas one can expect, courtesy and respect
about other people, 18 say that they also ask for permi to other peopleOs privacy. On the other hand, in other
sion before sharing. It can also be seen that male answeanswers, it was stated many times that there is no need to
ers (10/12) ask for permissianore often than female ask for permission before sharing information aboht ot
answerers (8/14). These are interesting findings as imr people. It was also mentioned that the sharforma-
earlier studies, e.g., [116,17] it has been found out that tion is nothing important and that is why the people will
compared to male users, female social media users aret mind the sharing.

more concerned about the privacy of, at least, their own In Question 9, it was asked if there should be an age
profile. In Question 8, it was asked Why/Why not do thelimit for people to share their information on the Internet.
answerers ask for permission before sharing informatioriThe results can be seen’iable 11 Almost half of the
about other people. Examples of the most common givemanswerers (22 answerers out of the tod) felt that
answers are presentediinble 10 The main reasons for there is no need for an age limit and 5 answerers felt that

Table 8. Answers to Question 6; Do you share information about other people throughe Internet?

All N =50 Male N =31 FemaleN =19 Asian N = 38 EuropeanN = 12
Yes 26 12 14 19 7
No 24 19 5 19 5

Table 9. Answers to Question 7; Do you ask for permission before sharing the information?

All N=26 Male N =12 FemaleN = 14 AsianN = 19 EuropeanN =7
Yes 18 10 8 13 5
No 8 2 6 6 2

Table 10.Question 8; Why'Why not?

YES

. (May contain sensitive informati@n

. o respect my friends and protect their privacy to some éxtent
. QA basic courtesy is to respect the privacy of otbers

. OtOs their privacy and the rights remain with tii@m.

. (Respedd

D CPrivacyd

. CPublic image matter®.

. Of | would share, | would ask, naturaly.

. (No need. If i@ too bad, | wo@.0

. Orhey know what | d@®

. Qf they dont like they will del tad.

. Q think they wort feel bad for the sharin@.

. Qust small things, not importa6t!

. (Because | think the information will not affect the person in a bad way. For example | will share a photo which is my friend
and | stay together and do something togethés somehow like information that sharing what my friend and | has done. Some
photo will be eliminated instead of uploaded such as a naked photo of myQriend.

. Ot seems not necessary to ask for permiséion.

o Orhey didrd ask forO
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the age limit should be under 10 years. However, theranswerers felt that a person currently has no control over
were also 11 answerers who felt that the age limit shouldhis/her individual privacy on the Internet. Theerage
be over 18 years. Thus, there is a significant variety invalue of all the answers was 3.3. The same question was
opinions. Currently the age limit in many socialt-ne part of a study done in Finland, where the average value
working sites is 13 years. However, in many socia ne of all the answers among 22 people (11 Finnish people
working websites the age verification systems can bewvorking with different aspects of IOT development and
passed solely by the children lying about their age. 11 ordinary Finnish peopleyas 2.6 [20]. In a yet anot

In Question 10, it was asked if the answerers feel thaer study, where 22 people working with different aspects
there are differences between privacy lom internet and  of IOT development were interviewed in Finland and in
privacy in the real world. The answers can be found fromChina with the same question, it was found out that the
Table 12 More information about the possible diffe answerers from Finland were less worried about thie ind
ences was asked next, in Question 11, and the example#ud privacy on the Internet than the answerers from
of the most common given answers are presented ifhina [11]. Unfortunately, the same kind of comparison
Table 12 Out of the total 50 answerers, 26 felt that therecannot be done in this study, as there are significantly
is a difference. In many answers it was stated that it iglifferent amounts of answerers from different countries.
easier to share information on the Internet and also easier )
to find information about other people from the internet.4. Conclusion

Thus, it is easi_er to kgep your privacy @n the real world.|, this study, thoughtsbout sharing personal infoam
However, one interesting point was noticed; many of th&jon on online social networks were collected by rinte

answerers feel that the Internet is part of the real yvorldviews_ The interviewees were mostly from mainland
Qust another different platform of social network ddly  chjna, Hong Kong, and Finland. Most of the answerers
This is natural for theyounger people, since they have yse social media every day and share versatile personal
never known a world without the Internet or mobile jnformation on the Internet. However, only a fewsan
phones. Thus, the privacy that you have on the Internet igerers use social media for making new friends. Instead,
the privacy that you have in the real world. they use social media because also their existing friends
Question 12 asked how much do the answerers think gre using. Other findings of this study include that about
person can currély affect his/her own individual pra+  half of the answerers also share informatabout other
cy on the Internet; scale =-15, where 1= A person can  people through the Internet. Some of them do not feel the
completely control his/her own individual privacy and 5 need to ask for permission before sharing, but most of
= A person has no control over his/her own individualthem feel that courtesy and respect of privacy require
privacy. These answers are presenteddhnle 14 None  them to ask for permission. It was also found out that
of the answerers felt that a person can completely contrdlemale answerers ave more active than male answerers
his/her own individual privacy. In addition, 5 of the 50 in sharing information about other people. In addition,

Table 11.Answers to Question 9; Do you think there should be an age limit for people to share their information through the
Intern et? If yes, what is the appropriate age?

AllN =50 Male N = 31 Female N =19 Asian N = 38 European N =12
<10 5 3 1 3 1
10-13 4 2 2 2 2
14-17 8 4 4 5 3
18-21 11 5 6 7 4
>21 0 0 0 0 0
No 22 17 5 21 1

Table 12.Answers to Question 10; Do youhink there are differences between privacy on the Internet and privacy in the real
world?

AllN =50 Male N =31 Female N=19 AsianN =38 EuropeanN = 12
Yes 26 15 11 19 7
No 22 14 8 17 5
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Table 13.Answers to Question 11; If yes, what are thdifferences?If no, why?

YES

. CPeople are more willing to share due to the anonymity on the In@rnet.

. QWe are more alert about our privacy in real world than on the In@rnet.

. On real world, we will give our personal information to someone maintyugh applying something such as jobs or a school etc.
Nowadays, Hong Kong already has a law that the company or firm cannot use people individual information without ttat people
permissionln internet, we will give our personal information to someoranly through our own sharing such a sharingacebook
r twitter. But ininternet, there is nearly no watoppingothers to use or watch your individual information as there is no law to restrict
people. Moreover theechnology of stealing other pdepnformation is easy through internet. So in internet, we cannot really control
our privacy indee®

. Qn the real world there is no easy access to pé)iﬂ&qrmation unless it is disclosed to you by the person themselves or others.
On the Internebther people can easily search other©up.

. QWe can use incorrect information without monitoring on the Intébnet.

. Qn redity, privacy iseaser to protectO

. CCause they are in different platfoxn.

. Onformation privacy is the same thing in both wdblat the right is more difficult to protect in cyber wofd.

. Orhere is easier access to information through Inténet.

. CPeople have no idea what they do on the Intebnet.

NO

CPeople should get same privacy no matter where thed are.
Qnternet also isn the real world, it seem so different but just another different platform of social networ® only.
O'he content of information is more or less the séme.

QAll are about my privacy no matter it is on the Internet or real world. ]
| think we should not dide into two categories because they all deserve our attention to pr@ect it.

(Both ways involve the chance of disclosing others info sol@eyore or less the same. So if thfkmmy very personal
and confidential info about others, we should respwrs and ask for permission before disclosiny it.

Qnternet is a part of real world.

Orour information should always be limited to people you want to share it with, no matter whéde it is.

Table 14.Answers to Question 12; How much do you think gerson can currently affect his/her own individual privacy on
the Internet? Scale = 1- 5.

AllN =50 Male N =31 Female N=19 Asian N= 38 European N= 12
1 0 0 0 0 0
2 5 3 2 3 2
3 26 19 7 19 7
4 13 6 7 12 1
5 5 3 2 4 1

there was a significant variety in opinions if there shouldnet is the privacy that you have in the real world.

be an age limit for sharing personal information online;

almost half of the answerers felt that there is no need fof\Cknowledgements

an age limit, whereas many felt that the age limit shouldrhe authors would like téthank the City University of

be over 18 years. Orthing that was discovered is that Hong Kong Overseas Internship Scheme 2013. Johanna
many of the answerers felt that the Internetpart ofthe  Virkki would like to thank the Helsingin Sanomat Feu

real world. Thus, the privacy that you have on the inter dation.
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Abstract

The goal of this study was to gather the thoughts people have about shariog qitatildren
online. The work was done by gathering a literature review, studying 29 Intermet discussions

(in English and Finnish), and by personal interviews of 50 people (fsia and Europe). Eight
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1. Introduction

Today's young parents attee first generation to raise kids the age ofsocial mediaThe trend of
continuouslyincreasingnumberof userssharingmultimedia contentvas highlighted in a study that
measuredhe consumer usage, attitude, and interesadiopting social media platform&mith,
2008). Peopletoday have accountsspmetimes several)hoversatile social media applicatioasd
new applications are constantly boomir@pmmonly sharegersonal informationncludes e.g.,
personal identifiersgcontact informationsocial links,and online actvities. For example, gsting
original photos and videos online has increased significan the past year; half of wiredses
post original photos online (Duggan, 201Bgsides the information the user knowingly discloses,
the use of theerviceitself reveals infamation to the service provider; e.¢R, (Internet Protocol
addressusedbrowser, time of connectionand other visited profileS he service providecanthus
customize its services on the base of the secondary data colldgtgthble information carbe
used to create a digital footprint tife userMalhotra et al., 2012; ENISA, 200Campisi et al.,
2009)

While sharing(personal)informationis the main purpose anline social networks privacy is the
major concern.tlhas beestudiedthat some gople aren’t concerned about the securty and privacy
on social media applicationalthoughtheir main reasoffior using suchapplicationsis to share
information(Miller and Voas, 2012Baracaldo et al., 2011Correspondinglymost users click to
acept privacy notices and consent declarations withomderstandingr even readinghem
(Determann, 2012Neverthelessthe data collected ianline social networkingapplicationstends
to stay online with the added risk of being linked in diverse walfsus, ame important issue related
to these differensocial mediaapplications is the da aggregationjdining seeningly nonsensitive
separate bits of information may Meeveal additionalnformation). Similar effect can occur when
data collected for one purpose is used for a different puspibseut the person's approvai even
knowledge(Krishnamurthy, 20135olove, 2007)An interestingsurvey on social networks' privacy
leaks and the potentiabhzards for usere presented iiMichalopoulos et al., 2010)

Virtual life and online mdividual privacyareactive researchrea worldwide. For example, atudy
that investigated American, Chinese, and Indisers ofsocial networkingapplicationsandstudied
their privacy attitudes and practices, found the American respondents to be the most privacy
concerned, followed by the Clase and Indians, respectivélyang et al., 2011)in anotherstudy,
where opinions on individual privacy were caliedfrom people working with different aspects of
the Internet of ThingsIQOT) in China and Finlandhe answerers from Finland were less worried
about the individual privacy idifferent IOT applicationsthan the answerers from Chidirkki
and Chen, 2013)in a yet another studyt was found thatFrench and Chinesenline social
networkng users posseed significantly different privacy belief and trustpé&cifically, French
userswere found to bamore concerned about theiriyacy in the Internet and thejelt less
comfatable in giving personal inf@Chen and Tsoi, 2011Also, in one study, individuals using
Facebook and MySpace expressed simievels of concern regardinthe Internet privacy.
However, flacebook usersere more trusting of the si@nd its members, and more willing
to include identifying informizon in their profile. On the other handySpaceuserswere more
active in the development of new relationshipsvas concluded thahe interaction of trust and
privacy concern in social networking applicationsas not yet understood to sufficient
degree to allow accurate wheling of behavior and activitfPwyer et al., 2007)In a more recent
study,an interestinditerature review(Kussand Griffiths, 2011)with thoughtprovoking references
like (Wilson et al., 2010Kirschner and Karpinski, 201@arker, 2009, it was indicated that
extravertsseemto use social networking sites for social entement, whereas introverts use them
for social compensation, wtti in both casesppears to be related to greater usage, as does low



conscientiousness and high narcissism. Negative correlates of usage inclabentkegein real
life social community participation and academic achievement, each of which may bévada
potential addictionThus, virtuallife and onlineindividual privacyare important and challenging
research topics.

Also, an interesting research arehe virtual livesof active users of social medapplications the
teenagershas been under studyeens share a wide range of information aboatmgelves on

social medissites butfew teenshavea fully public approach to s@ media. Instead, they take a
selection of steps to restrict their profiles, and their patterns ofatsputmanagement on social
media vary greatly according their gender and network sizgrls are more likely than boys to
restrict access to their profileBhese are among the key findingfsa recentsurveythat examined
teenagers’ privacy managemenbn social media application®ladden et al., 2013)in addition,
according to aother surveymost parents of teenagers are concerned about what their teenage
children do online and how their behavior could be monitored by others. Some parents are taking
steps to observe, discuss, and check up on their children’s digital footprints (Madden et al., 2012)

In a yet another study, was found out thastudents are more likely to have a private profile in
social media if their friends and roommates also hkwveddition, women are more likely teave

private profiles than men. Alsbaving a private profile is associated with a higher level of online
activity (Lewis et al., 2008) A gender gap when it comes to the way male and female social media
users choosto manage their profiles was also found imther study(Madden, 2012)According

to findings of this study, women are much more conservative in the basic settings they choose in
social media; 6percentof female profile owners restrict access to friends only compared with 48
percentof male profile owners.

What haunts peopleand their privacyis typically usergenerated content, i.e., information that
people themselves, their friends, and other san&dia users uploaghnline (Determann, 2012)it
hasalso been stated that privacy problems are not caused by the technology alone, but primary
through activities of peoplédusinesses, and governmef@slove, 2006)According to one study,

11 percentof online social networkng usershave postednlinecontent they regrgiMadden, 2012)

In another study, it was discovered tBgpercenthave requested someotteremove information

about them that was posted online, inclugihgtos or videogMadden and &ith, 2010)

Thus, ®cial media applications have collected a great amount of data atodlayalso functioning

as tools forcomputational social science. Onlinec&l networking has made available a rich and
versatiledataset covering large sectionfstioe population(Oboler et al., 2012)This work shares

some similar objects to the studies above. The goal is to gather the thoughts people have about
sharing photos of children onlin€he work was donby gathering a literature revigwy studying

29 Internet forum discussionand by50 personal interviews. The work presented here is organized

as follows: Ater thisliterature surveythe Internet forum suey and the conducted interviewsl

be introducedThe thirdsection presentand discusses ¢hgathered resultsvhile the last section
providesthe conclusions of this study.

2. Internet forum survey and interviews

2.1 Internet forum survey

For thissurvey 29 Internet discussionsandling the topic o$haring photos of children online were
studied; 11 discussions were in English and 18 were in Finnish. Many of the discussions took place

in discussion forumghat were related to parenting, but ttogic wasalso discussede.g.,in
comments of online magazine articles and blogs. The oldestission was started in March 2007



and the newest in October 2013. There wer¢ogkther 1857 studied messagése surveywas
divided into two main topics

1. How do the answerers feel about sharihgtps of children online?
2. What are the maimiewpointspresented in these discussions?

2.2. Interviews

For this research, 50 people from Asia (38 people) and Europe (12 peepteinterviewed. Most

of the amswerers were from mainland China, Hong Kong, and Finland, but there were also
individual answerers from Singapore, Ireland, and Russia. People of different age and of both
gender (See Table 1), were interviewed.

Some of the interviews were doas ersoral interviewsthatwere conducted by an associate of the
researchersome were donky private emails between the researcher and the answerer, and some
of the answers were collected with an Internet questionrain@eof the results of this interview
study werepublished in our previous pap@han and Virkki, 2013put it also includes intesting
unpublished information, e.canswers tahefollowing two questions:

1. Do you share information about other people through the Internet?
e Yes/No
2. Whoseinformation do you think you can share without asking for permission?
Your children
Your other family members
Your boyfriend / girlfriend / spouse
Your friends
Your colleagues
Anyone

Others, who?
|

"HSYE (1)85+8, .8, JO L+ H2349%63241/5126 14788, &,7'3*12637!720+4( !
Gender Age group Nationality

All | M | F |<20{20-30| 30-40|50-60| Asian| Europear

50131|19| 3 40 6 1 38 12

3. Results and discussion
3.1 Internet forum survey results

The first studied topic, how do people feel about sharing photos of children,@tioweed clearly
threemain opinion groups: those wisay theysharephotos of theichildren onlinethose whasay

they share photos of their children onljneut mention this to be only to limited peop#id those

who say theydo not share photos of their children onlidl messagegout of the1857 studied
messageghat clearly stad an opinion werselectedand these opinions can be seen in Table 2. As
can be seer§l percent of the answerers share photos of their children online. HoB4yercent

of the answerershsire only to limited peopleThus, they seem to trust tpevacy setting of the

online applicationslt should be noted that also some of the answerers who stated that they share
photos online (2percentof the answerers) may have limited the access to frienlys they just

did not mention it.
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Percent Opinion

27 % | Share photos of children online

34 % | Share photos of children online, but only to limited people

39 % | Do not share photos of children online

The polarized public debate about whether or not privacy can be dismissed as a leftover in the
information age was previously introduced in an interesting study (Madden, 2012). Basically, some
people think that if people are willing to share versatile personal information about their lives on
social networking applications, they must have abandoned any realistic expectation of privacy.
Some researchers have suggested that online social network users are uniquely unconcerned about
privacy; continuous use of social media without any major negative experiences may lessen their
concerns about sharing information. However, some people say that the users still care about their
privacy online but those sensitivities have been influenced by technology companies that can profit
from availability of personal information. Also, users may be more open with what they share
because they don’t completely understand how their data is stored and used. Just because people
want to post some information publicly online does not mean they quietly gave up all control over
the information they want to share (Madden, 2012). This ongoing debate is supported by the
findings of our Internet forum survey; in these 29 studied Internet discussions, eight main
viewpoints for sharing photos of children online were discovered, and they are listed next.

1. It is OK if only photos where the child cannot be identified are shared.
e Shared photos are taken so that the face cannot be identified or the child is so young that
identification is not possible.
e No full name of the child is given online with the photo.

2. It is OK if no photos that can be harmful to the child are shared.
e No bath photos or beach photos are shared.

3. It is OK if the photos are only available to a limited amount of people.
e Photos can be shared if they are only shared to a certain group of people.
e “Aslong as you click that only friends can see your photos, you're safe.”

4. It is not safe even if the photos are only available to a limited amount of people.
e This kind of privacy is not real and although shared only with limited access to them, these
photos will not necessary stay private because other people can share them forward.
e Some social media applications, for example Facebook, own the uploaded photos.
e The privacy settings and rules in social media applications can change.

5. It is not an issue.
e [f someone sees photos of a child, it will cause no damage to the child.
e Children are outside all the time (parks, shops, beaches) and anyone can see them, sharing a
photo online is nothing different.
o “Istill don't see the problem with someone knowing what you or your kids look like.”

6. It is an issue.
e [t is parents” responsibility to protect the privacy of their children.
e Everybody, also minors, should be able to decide themselves if they want their photos to be
shared online.



7. Other people sharing photos online can be an issue
e Other relatives of the children can share photos; parents should be able to decide the rules to
this, but some people do not listen to the parents.

8. It is part of the modern world
e Today's young parents are first generation to raise kids in age of social media. In the internet
age, privacy is just less important to people.
e “The world is changing, get used to it!”

3.2 Interview results

According to results from the interviews, half of the answerers (26 answerers out of the total 50)
share information about other people online. What is notable is that 14 out of the 19 female
answerers (74 percent) say that they share information about other people, compared to 12 out of
the 31 male answerers (39 percent). These results can be seen in Table 3.

As can be seen from Table 4, there is also a difference among female and male answerers in
question “Whose information do you think you can share without asking for permission?”” Out of
the all answerers, 42 percent feel that they cannot share information about other people without
permission and the percentages for male and female answerers are 48 percentages and 32,
respectively. Actually, the percentage of female answerers to share information of certain people
group without permission is bigger than that of male answerers for every people group. These are
interesting findings, as in earlier studies, e.g., (Lewis et al., 2008) and (Madden, 2012) it has been
found that compared to male users, female social media users are more concerned about the privacy
of, at least, their own profile. According to our results, 36 percent of the answerers feel that they can
share information about their friends online, without asking for permission. However, only 14
percent of the answerers feel that they can share information about their children online, without
asking for permission. There is again a notable difference among male and female answerer
percentages (10 percent and 21 percent, respectively, think they can share information about
children without permission). This clear difference between genders definitely is a topic for our
further research.

The result of only 14 percent of the answerers feeling they can share information about their
children online without permission is not in line with the results achieved in the Internet forum
survey, where 27 percent of the answerers share photos of their children online and 34 percent of
the answerers share photos of their children online, but only to limited people. One reason may be
that many people share photos of children who are too young to be able to give permission and thus
no permission is asked. Also, many people probably think they actually are the ones to give the
permission for sharing photos their children, as one writer in an Internet discussion stated: “Parents
can decide as they are responsible for other decisions too”.

Table 3. Answers to “Do you share information about other people through the
Internet?”

All Male Female
N=50 N=31 N=19
Yes 26 12 14
No 24 19 5




Table 4. Answers to “Whose information do you think you can share without asking
for permission?”

All | Male | Female
N=50|N=31| N=19
Your children 14%]10% | 21 %
Your other family members 20% | 16 % | 26 %
Your boyfriend / girlfriend / spouse | 20 % | 19 % | 21 %

Your friends 36% (32% | 42%
Your colleagues 14%|10% | 21 %
Anyone 0% | 0% | 0%
Other 0% | 0% 0 %
None of these 42 % |48 % | 32 %

4. Conclusions

Online information sharing has become a mainstream activity. Consequently, the public debate
about privacy has been spreading. This study started with a literature survey in order to give an
understanding on the magnitude of the topic. The thoughts people have about sharing photos of
children online were gathered from different countries by Internet forum survey and personal
interviews. It was discovered that while some parents think it is OK to share photos of children,
some think it is OK if they can only be accessed by selected people (34 percent of the messages in
this study), while others (39 percent of the messages in this study) feel it is not OK, no matter what
the circumstances are. In the Internet forums, eight main viewpoints for sharing photos of children
online were discovered that also supported the findings of earlier studies. Furthermore, in the
personal interviews, it was found that compared to the male answerers, the female answerers are
more active in sharing information about other people online, and also feel freer to share the
information without asking for permission.
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